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Open E-Tender No. WBSEDCL/IT&C/114.00(RDSS)/2527 Dated 28.02.2024

(Single Stage Two-Envelope Bidding Process with e-Procurement)

Request for Proposal for DC/DRC infrastructure upgradation under

IT/IT-OT implementation at

WEST BENGAL STATE ELECTRICITY DISTRIBUTION COMPANY LIMITED under

Loss Reduction Part of

"Revamped Reforms-Linked Results-Base d Distribution Sector Scheme"

(RDSS)
Key Dates
SI No. Particulars Description

1 Date of release of RFP/ NIT 06.03.2024 14:00 Hrs
5 Last l?ate and Time for the submission of Pre-Bid 50.03.2024 14:00 Hrs

Queries
3 Date and Time of Pre-bid Meeting 27.03.2024 12:00 Hrs
4 Bid submission Start date 08.04.2024 15:00 Hrs
5 Bid submission last date 14.05.2024 13:00 Hrs
6 Date & Time of Opening of Technical Proposal 14.05.2024 14:00 Hrs
7 Earnest Money Deposit (EMD)@2% 91.54 Lakhs (Ex. GST)
8 Cost of Bid Document NIL

Estimated Project Cost for DC/DRC infrastructure

upgradation under IT/IT-OT implementation at

WEST BENGAL STATE ELECTRICITY DISTRIBUTION
9 | COMPANY LIMITED under Loss Reduction Part of 45.77 CrGOSr_f)'NR (Ex.

"Revamped Reforms-Linked Results-Base d Distribution

Sector Scheme"

(RDSS)

Regd. Office: Vidyut Bhawan, 3™.Floor, Block-DJ, Sector-Il, Bidhannagar, Kolkata-700091
CIN: - U40109WB2007SGC113473
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Tel (0):-033- 2319 7445, 2319 7442
Website: www.wbsedcl.in, Email: ceit@wbsedcl.in /itcell@wbsedcl.in

SUMMARY

PART | - BIDDING PROCEDURES AND REQUIREMENTS

Section 1: Request for Bids Notice /Notice Inviting Tender

This Section includes Request for Bids (RFB)/ Notice Inviting Tender (NIT)

Section 2: Eligibility and Qualification Requirements

This Section contains information regarding specific eligibility and qualification requirements
applicable for prospective bidders to be considered for further evaluation of their bids.

Section 3: Instructions to Bidders (ITB) and Bid Data Sheet
(BDS)

This Section consists of two parts: “Instructions to Bidders” and “Bid Data Sheet (BDS)”. “Bid
Data Sheet” contains information specific to procurement that corresponds to and/or
supplements and/or modifies “Instructions to Bidders”. This Section provides information to
help prospective bidders prepare their bids. Information is also provided on the bidding process
- Single Stage Two-Envelope Bidding Process with e-Procurement, submission, opening,
and evaluation of bids, selection of successful bidder and on the award of contract.

Section 4.  Bidding Forms - Technical Part of the Bid

This Section includes the forms for Technical Part of the bid, that are to be completed by the
Bidders and submitted in accordance with the requirements of Section 3.

Section 5:  Bidding Forms - Financial Part of the Bid
This Section includes the forms for Financial Part of the bid including Price Schedules, that

are to be completed the Bidders and submitted in accordance with the requirements of Section
3.

PART 2 - EMPLOYER’S REQUIREMENTS

Section 6: Employer’s Requirements

This Section specifies the Scope of Work, Specification, the Drawings, and supplementary
information that describe the Plant and Installation Services to be procured.


http://www.nbpdcl.co.in/
mailto:ceit@wbsedcl.in
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PART 3 - CONDITIONS OF CONTRACT AND CONTRACT
FORMS

Section 7: Conditions of Contract

This Section consists of two parts: General Conditions of Contract (GCC) and Special
Conditions of Contract (SCC). GCC includes general clauses to be applicable to the
Contract and the contents of SCC modify or supplement GCC.

Section 8 - Contract Forms

This Section contains the Letter of Acceptance/ Notification of Award, forms which,
once completed, will form part of the Contract. The forms for Performance Security and
Advance Payment Security, when required, shall only be completed by the successful
Bidder after contract award.
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Section - 1: Request for Bids Notice/Notice Inviting Tender

West Bengal State Electricity Distribution Company Limited
OPEN COMPETITIVE PROCUREMENT

Request for Bids (RFB)/ Notice Inviting Tender (NIT)
(Single Stage Two-Envelope Bidding Process with e-Procurement)

Contract title: Infrastructure upgradation of DC/DRC under IT/IT-OT
implementation Under ‘Revamped Reforms-Linked Results-Based Distribution
Sector Scheme” (RDSS).

NIT/RFB No: WBSEDCL/IT&C/114.00(RDSS)/2527 Dated 28.02.2024
Issued on: 28.02.2024

The Project shall be executed (in Turnkey mode), WBSEDCL invites sealed bids in two part
(Part I: Techno-Commercial, Part Il: Price) under the Domestic Competitive bidding: -

1. WBSEDCL (hereinafter also referred to as the Employer or the Utility) invites
online Bids for Infrastructure upgradation of DC/DRC under IT/IT-OT
implementation under Revamped Reforms based and Results linked Distribution
Sector Scheme. As described in different clauses and sub-clauses under different
specific sections.

2. Bidding will be conducted through open competitive e-procurement.

3. The RFB document (hereinafter also referred to as bidding document) is available
online free of cost, for downloading on www.wbtenders.gov.in from 06.03.2024 14:00
Hrs to 14.05.2024 13:00 Hrs. The bidder would be responsible for ensuring that any
addenda/corrigendum/amendment etc. available on the website/portal is also
downloaded and incorporated.

4. The bidding shall be conducted under Single Stage Two-Envelope Bidding process
with e-Procurement.

5. Under the Single Stage Two-Envelope Bidding process, the Bidder shall not quote,
disclose, or submit its price in the Technical Part (First Envelope) of its bid or in any
other manner, whatsoever, except as part of the Financial Part (Second Envelope) of
its bid. In case of any non-compliance in this regard, the bids shall be out-rightly
/summarily rejected.

6. An incomplete and/or ambiguous and/or conditional bid and/or bid submitted late is
liable to be ignored/ summarily rejected.

7. Bid must be submitted online through the e-Procurement/e-Tendering process. Any bid or
modifications to bid received outside the e-Procurement system will not be considered,
unless otherwise specified. The Utility shall not be held liable for any delay due to e-


http://www.wbtenders.gov.in/

10.

11.
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Procurement/e-Tendering system failure beyond its control. Even though the system will
attempt to notify the bidders of any bid updates, the Utility shall not be liable for any
information not received by the bidder. It is the bidders’ responsibility to verify the
website for the latest information related to this RFB.

Salient details pertaining to this RFB Notice including submission and opening of bid,
bid security, cost of documents/tender fee, if any, for downloading the bidding document,
address for communication, etc, are given in the TABLE below.

All the notarized documents shall be furnished in the stamp paper of cost Rs.100/-.

If the Utility office happens to be closed on the specified date of opening of the bids, the
bids will be opened on the next working day at the same time and venue or as may be
notified by the Utility.

Other details can be seen in the RFB document.
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TABLE

RFB Notice/NIT No.

WBSEDCL/IT&C/114.00(RDSS)/2527 Dated 28.02.2024

Contract Title for the Procurement

Infrastructure upgradation of DC/DRC under IT/IT-OT
implementation at WEST BENGAL STATE
ELECTRICITY DISTRIBUTION COMPANY LIMITED
under Loss Reduction Part of ""Revamped Reforms-Linked
Results-Based Distribution Sector Scheme™ (RDSS).

Brief description of Scope of Works

The objective is to provide logically unified and shared infrastructure
flexible enough to rapidly respond to infrastructure requirements and
accommodate future technology enhancements, distributed
applications, database applications running on bare metal, and
virtualized applications running in hypervisor environments, that are
available on demand all impose different demands on infrastructure.

Network Speed Enhancement: WBSEDCL Internal Network speed is
to be enhanced to at least 10G.

Software Defined Network: Movement towards a fault tolerant SD
Network.

Virtualization: The Compute and Storage must be used to build a
Virtualized environment such that all current and future applications
will be virtual cloud like infrastructure within WBSEDCL premises.
Roadmap to SAP 4 HANA: WBSEDCL is moving towards SAP4
HANA in future. The upgraded compute system must be compliant to
SAP 4 HANA

Support for five years after Go Live: Go Live will be the start day of
support. IA will arrange to supply all materials, complete the
installation, integration, migration, and the subsequent acceptance test
criteria to obtain the Go Liv. Support will consist of three years of
warranty and an additional two years of AMC/ATS comprising, all
spares, services, and licenses.

Buyback Policy Compliance: Ensure adherence to the outlined
guidelines and policies regarding equipment buyback.

Mode of Procurement/Bidding

Singe Stage Two-Envelope Bidding Process with e-
Procurement/e-Tendering

Date of Release of RFB Notice/NIT

06.03.2024 14:00 Hrs.

Date &Time of Pre-Bid Meeting

27.03.2024 12:00 Hrs.

Last date of Bid Submission

14.05.2024 13:00 Hrs.

Date of Opening of Technical Part
(First Envelope) of the bid

14.05.2024 14:00 Hrs.

Date of submission of BG (To be
physically handed over, scanned
copy of the same will be uploaded
electronically through e-tendering.

14.05.2024 13:00 Hrs.
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Opening of Financial Part (Second
Envelope) of the Bid

To be notified later. Financial Part of bids from only those
bidders shall be opened who, upon evaluation of Technical Part
of the bids, are found eligible and qualified, and whose bids are
found responsive to Bidding documents.




Location of Submission/Opening of
Bids, as applicable

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor, D-Block,

Block-DJ, Sector-11, Bidhannagar, Kolkata-700091
Tel (O) : 033-23197445

Website: www.wbsedcl.in, Email: ceit@wbsedcl.in

Type of Procurement

Plant (Design, Supply, Installation and Support)

EMD/ Bid Security

All bids must be accompanied by a bid security- 2%
of the estimated price i.e. 91.54 Lakhs lakhs.

Performance Security

The Performance Security amount is 10% of
Contract Price excluding GST.

Bid Validity period

The bid validity period will be 180 days from date
of Opening of Technical Part of the Bid.

Time for Completion

The Time for Completion of the works is 12
(Twelve) Months from the Effective Date of the
Contract.

Address for Correspondence

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3 Floor, D-Block,

Block-DJ, Sector-11, Bidhannagar, Kolkata-700091
Tel (O) : 033-23197445

\Website: www.wbsedcl.in, Email: ceit@wbsedcl.in

Contact Details of e- Procurement
Portal Support Team:

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor, D-Block,

Block-DJ, Sector-11, Bidhannagar, Kolkata-700091
Tel (O) : 033-23197445

Website: www.whbsedcl.in, Email: ceit@wbsedcl.in



http://www.nbpdcl.co.in/
mailto:ceit@w
http://www.nbpdcl.co.in/
mailto:ceit@w
http://www.nbpdcl.co.in/
mailto:ceit@w
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Section — 2: Eligibility and Qualification Requirements

1. Eligibility Requirements:

Technical Part of the Bid shall be evaluated, interalia, as per Section 3 based on their
responsiveness to and Bidder’s compliance with the Eligibility Requirements specified
herein below:

1.1.0nly firm that is a private entity, a state-owned entity, or an institution, legally
established in India and countries listed by ADB to undertake design, supply and
installation of the works mentioned in the scope of works under this RFB
Document/ bidding document are eligible to bid (submit their Bid in response to
RFB Notice/ NIT). The Bidder (alternatively referred to as the Contractor/Bidder)
may be a proprietorship concern or a partnership firm operating in India and
countries listed by ADB, or a registered entity in India and countries listed by ADB
under the Companies Act, 1956, 2013 or LLP Act.

1.2. Any combination of such entities eligible as per 1.1 above, is also eligible to bid in the
form of a joint venture (JV) as defined in Section 3, under an existing agreement. In
the case of a joint venture, the number of members of the JV shall not exceed 02 (Two)
and all members shall be jointly and severally liable for the execution of the entire
Contract in accordance with the Contract terms. The JV shall nominate a Representative
who shall have the authority to conduct all business for and on behalf of all the members
of the JV during the Bidding process and, in the event the JV is awarded the Contract,
during contract execution.

In case of JV, the bidding JV (also referred to as the Bidder) shall submit a Joint Deed
of Undertaking in Technical Part of its bid, as per the format enclosed in Section 4 of
the RFB/ bidding document. No change in the structure / constitution of the JV shall be
permitted at any stage during bidding or execution of the Contract in the event of award.

1.3.As an exception to the foregoing Clause 1.1 & 1.2 above:

a. Sanctions: Firms, which includes any of the JV members in case of bidding Joint
Venture as per Clause 1. 2 above, blacklisted by the Employer/ CPSEs or any of their
subsidiaries / Government of India/ Government of WEST BENGAL / any
Regulatory Authority or any Government of the Foreign Countries listed by ADB,
as on the date of submission of Bid, are not eligible to bid.

b. Suspension: Firm, which includes any of the JV members in case of bidding Joint
Venture as per Clause 1. 2 above, under suspension by the Employer as the result of
the operation of a Bid—Securing Declaration or Proposal-Securing Declaration, shall
not be eligible to bid.

c. Prohibitions: Firms, which includes any of the JV members in case of bidding Joint
Venture as per Clause 1. 2 above, and individuals of a country or goods/ works/
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services manufactured/ produced in a country shall be ineligible, if as a matter of law
or official regulations, the Government of India prohibits commercial relations with
that country.

1.4. A Bidder, and all partners constituting the Bidder, shall have the nationality of
India or an eligible countries as listed by ADB . A Bidder shall be deemed to have the
nationality of a country if the Bidder is a citizen or is constituted, incorporated, or registered,
and operates in conformity with the provisions of the laws of that country. This criterion
shall also apply to the determination of the nationality of proposed subcontractors or
suppliers for any part of the Contract including related services.

To be eligible to bid, the Bidders must ensure compliance to the following, failing
which they shall not be eligible:

I. Any bidder from India or a country listed by ADB will be eligible tobid only if the
bidder is registered with the Competent Authority.

I. "Bidder" (Seller / Service Provider) means any person or firm or company,
including any member of a consortium or joint venture (that is an association of
several persons, or firms or companies), every artificial juridical person not falling
in any of the descriptions of bidders stated hereinbefore, including any agency branch
or office controlled by such person, participating in a procurement process.

I11. "Bidder from India or a country which listed by ADB" for the purpose of this
Order/ Rule means: -

a. An entity incorporated, established, or registered in such a country; or

b. A subsidiary of an entity incorporated, established, or registered in such a country;
or

c. An entity substantially controlled through entities incorporated, established, or
registered in such a country; or

d. An entity whose beneficial owner is situated in such a country; or

e. An Indian (or other) agent of such an entity; or

f. A natural person who is a citizen of such a country; or

g. A consortium or joint venture where any member of the consortium or joint
venturefalls under any of the above

IV. The beneficial owner for the purpose of (iii) above will be as under:

1. In case of a company or Limited Liability Partnership, the beneficial owner is the
natural person(s), who, whether acting alone or together, or through one or more
juridical person, has a controlling ownership interest or who exercises control
through other means. Explanation
a. "Controlling ownership interest” means ownership of or entitlement to more than
twenty-five percent of shares or capital or profits of the company;

b. "Control" shall include the right to appoint majority of the directors or to control
the management or policy decisions including by virtue of their shareholding or
management rights or shareholders agreements or voting agreements;

2. In case of a partnership firm, the beneficial owner is the natural person(s) who,
whether acting alone or together, or through one or more juridical person, has
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ownership of entitlement to more than fifteen percent of capital or profits of the
partnership;

3. In case of an unincorporated association or body of individuals, the beneficial
owner is the natural person(s), who, whether acting alone or together, or through oneor
more juridical person, has ownership of or entitlement to more than fifteen percentof the
property or capital or profits of such association or body of individuals;

4. Where no natural person is identified under (1) or (2) or (3) above, the beneficial
owner is the relevant natural person who holds the position of senior managing official,

5. In case of a trust, the identification of beneficial owner(s) shall include
identification of the author of the trust, the trustee, the beneficiaries with fifteen percent
or more interest in the trust and any other natural person exercising ultimate effective
control over the trust through a chain of control or ownership.

V.  An Agent is a person employed to do any act for another, or to represent another
in dealings with third person.

1.5. Employer reserves the right to request for any additional information and reserves the

1.6. For the purposes of these Bidding Documents, the words “facilities,

right to reject the Proposal of any Bidder, if in the opinion of Employer, the
qualification data is incomplete, or the Bidder is found not qualified to satisfactorily
perform the Contract.

” “plant and
equipment,” “installation services,” etc., shall be construed in accordance with the
respective definitions given to them in the General Conditions of Contract.
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2.

Qualification Requirements

2.1. Technical Qualifications:

Sl
No.

Criteria

Description

Submission
Requirements

1

General
Experience

Bidder/ JV members (if any)
should have successfully
implemented Eligible Projects in
any Indian/Global electricity
distribution utility) during the
last ten (10) financial years:

i. Aggregate project value not
less than (50%) of the
Estimated Project Cost

ii. With project value of one
such Eligible Projects not
less than (30%) of the
Estimated Project Cost

OR
Two such Eligible Projects
not less than (20%) of the
Estimated Project Cost

Note: For calculation of project
value of eligible projects, only
project value of the portion of
the project executed by the
Sole/Lead Bidder shall be
considered.

Form 9

Specific Project
Experience

Bidder/JV members (if any)
should have minimum
experience in implementing
Eligible Projects in the last 5
(Five) financial years —

- One (1) project of project value
greater than INR 30 Crores

- OR, Two (2) projects of project
value greater than INR 15
Crores each,

- OR, Three (3) projects of
project value greater than INR
10 Crore each

The projects must encompass at
least 2 (Two) of the below 3
(Three) mandatory components

A. On-Premise/Cloud Setup
involving Servers, Storage,
Network, and Enterprise Backup
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Solution

B. Implementation of 10G and
above Networking Solution with
Spine Leaf Architecture over a
software Defined Network.

C. Implementation of a DC to
DRC lift-and-shift migration in
X86 and RISC architecture.

3 Certifications

Bidder/All JV Members (if any)
must have the following
certificates which should be
valid on the date of bid
submission:

i. 1ISO 9001:2015

ii. ISO 27001:2013 or latest
(Bidders with 2013 certification
should upgrade themselves to
2022)

iii. 1ISO 20000-1:2018

iv. CMMi Level 5

Form 9

4 Office location

The Bidder/Lead Bidder of the
JV must have an office location
in West Bengal/India for at least
One (1) year prior to the
submission of the bid.

Certificate of
Incorporation/Registration
Documents should be
submitted as proof of the
same.

5 Manufacturers
Authorization
Certificate

The Bidder/Lead Bidder of the
JV must submit valid MAF
certificates for all proposed
hardware/software OEMs named
in their submitted Technical bid

Manufacturers Certificate
to be submitted as per
Form 25

6 Certified resources
for the Bidder

The Bidder/Lead Bidder for the
JV shall have the following
resources in their payroll with
the following certifications —

i. Two (2) Virtualization Service
Expert with certification from
the OEM named in their
submitted Technical Bid

ii. Two (2) Backup Solution
Expert with certification from
the OEM named in their
submitted Technical Bid

iii. Two (2) Networking Expert
with certification from the OEM
named in their submitted
Technical Bid

iv. Two (2) OS x86/RISC Expert

Bidder/Lead Bidder/JV
partner certificate on
company letterhead
naming the proposed
personnel with attached
copies of valid certificates
as on date of submission
of the bid
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with certification from the OEM
named in their submitted
Technical Bid (one of each)

v. Two (2) Cloud Security
Expert with CCSK/EXIN
(Certified Integrator Secure
Cloud Services) certification

a) References along with requisite contract/ Purchase Order (PO)/ Work Order (WO). The
references should indicate client name, scope of work, Project start date — as per the
format prescribed in Form 9;

b) Documentary evidence of completion of the Project or completion of Go-live status (i.e.,
Go-live certificate, UAT testing certificate etc.) of the respective project as per the
definition of Go-Live/ UAT specified therein or other documentary evidence indicating
completion (e.g., proof of payment received/ proof of asset capitalized in books of
accounts (as applicable) and client certificate for supply of material or similar proofs)
along with contact details of the client;

c) Client certificate and other documentation for implementation performance/ operation

2.2. Financial Qualifications:

SL'. Criteria Description Rsegg?:ésrﬂg:ts
1 Positive Net-worth | Sole Bidder/All of the JV |Form9

Members (if any) must have
positive net-worth in each of the
last three (3) financial years.

Net worth means the sum total
of the paid up capital and free
reserves (excluding reserves
created out of revaluation)
reduced by aggregate value of
accumulated loses (including
debit balance in profit and loss
account for current year) and
intangible assets

2 Net-worth of Net Worth of the Bidder shall | Form 9
Bidder be at least (80%) of the
estimated project cost in all of
the last three financial years.

For the purpose of complying

with the financial requirements,

the following shall apply —

In the event the Bidder is a JV

a. The financial requirements
stated above shall be met
cumulatively by the
members forming the JV.

b. The Lead JV Partner shall
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meet 51% of the above
financial requirement
criteria stated above.

c. The JV members shall meet
not less than 25% of
financial requirement
criteria stated above

The Bidder shall attach copies of financial statements (balance sheets, including all
related notes, and income statements) for the years required above complying with the
following conditions:
I.  Must reflect the financial situation of the Bidder or member to a JV, and not
sister or parent companies;
ii.  Historic financial statements must be audited by a certified chartered
accountant;
iii.  Historic financial statements must be complete, including all notes to the
financial statements;
iv.  Historic financial statements must correspond to accounting periods already
completed and audited (no statements for partial periods shall be requested or
accepted)

2.3 Assessing Capacity of Bidder:
The criteria for assessing capacity of bidder shall be as below:

Requirement: The bid capacity of the turnkey contractor, shall be equal
to or more than the estimated cost of the tender. The same shall be
assessed as per following formula:

Bidding capacity =[AX N x2]- B
The value of A and B to be based on the entire business of the bidder.
« A: Maximum annual turnover in last 5 FY's (to be CA certified)

N: Years prescribed for work completion under tender, 2 years for this
instant NIT.

» B: Value of existing commitments & ongoing works for which LOI, LOA
have been issued (to be certified by the Company Secretary/ Whole-
Time Director/ CEO of the bidder) plus commitments on account of any
L1 declaration as part of the DISCOM tender opening.

* In case of JV, bid capacity of each JV partner will be considered in the
ratio of their share in the JV agreement. The aggregate bid capacity of the
JV will be sum of the proportionate bid capacities of individual partners.
For example, if the share in JV agreement of three firms are 40%, 35%
and 25% and the individual bid capacities are A, B and C respectively.
Then the aggregate bid capacity of JV will be 40 % of A+ 35% of
B+25% of C.

« Agreement entered into by the Joint VVenture Partners shall be submitted
with the bid indicating the share of each JV partner in the Joint Venture.
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Mechanism: The following mechanism shall be. adopted to open the financial bids of
multiple packages at around the same time:

=

Completion of technical evaluation of the packages and notification of the financial
bid opening date with at least 2 days advance notice to the bidders

2. Bidders to submit the updated details of the bidding capacity, as on/ up to 7 days
before the opening of financial bid,

4. Financial bids of only those bidders shall be opened, that have requisite bidding
capacity corresponding to the estimated value of RFB/ tender,

5. Before opening every financial Bid, the Bid Capacity of all bidders shall be
assessed as per the defined bidding Capacity formula, and including the bid value
of previous opened financial bid (if any) for which the bidder is L1.

6. The above process shall be repeated until opening of all the balance financial bids.

However, there might be cases wherein the bidder has bid capacity as per the
estimated tender value, but LI quoted by the bidder takes. it beyond its estimated
capacity. Then in such cases, as far as bid capacity clause is concerned, the bidder shall
still be considered for award.
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Section - 3: Instructions to Bidders and Bid Data Sheet

A. Instructions to Bidders General

1.1 In connection with the Notice Inviting Tenders
(NIT)/ Request for Bids (RFB) Notice specified
in Bid Data Sheet, the Employer (named in the
Bid Data Sheet) issues this RFB/ Bidding
Document for the Design, Supply, and Installation
of Plant (also referred to as the Scope of Work),
as specified in Section 6, Employer’s
Requirement. The name and identification of the
package for award of contract under this
NIT/RFB is specified in Bid Data Sheet.

1.2 Throughout this bidding document:

1. Scope of Bid and
Definitions

(@ “Affiliate(s)” means an individual or an
entity that directly or indirectly controls, is
controlled by, or is under common control
with the Bidder.

(b) “Applicable Law” means the laws and any
other instruments having the force of law in
India, as may be issued and in force from
time to time.

(c) ‘Employer’/ ‘Utility’ means the entity, as
briefly described in Bid Data Sheet, that
has issued the Request for Bids for award
of the Contract for the Design, Supply, and
Installation of Plant (also referred to as the
Scope of Work), as specified in Section 6,
Employer’s Requirement.

(d) <“Bid” means the Technical Part (first
Envelope) and the Financial Part (Second
Envelope) of its bid submitted by the
Bidder who participates in the bidding in
response to Notice Inviting Tenders (NIT)/
Request for Bids (RFB) Notice. It is
alternatively also referred to as the tender.

(e) “Bid Data Sheet (BDS)” means an integral
part of the Instructions to Bidders (1TB)
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(f)

)

(h)

()

(k)

()

Section 3, that is used to reflect issues,
details and conditions specific to the
procurement, to supplement and/or modify
the provisions of ITB.

“Bidder” means a legally
established professional firm or an entity
that may submit its Bid to the Employer in
responseto the RFB Notice/ NIT issued by
the Employer, to provide/ provision the
Plant to the Employer.

“Contract” means a legally binding
written instrument entered between the
Employer/ Utility and the successful
Bidder, in the manner and in accordance
with the RFB document/ bidding
documents, for the Design, Supply and
Installation of Plant (also referred to as the
Scope of Work), and includes the Letter of
Acceptance/ Notification of Award, the
Contract  Agreement, the  General
Conditions of Contract (GCC), the Special
Conditions of Contract (SCC), and the
Appendices and the documents attached
thereto.

“Day” means a calendar day, unless
otherwise specified as “Business Day”. A
Business Day is any day that is an official
working day of Employer. It excludes
Employer’s official public holidays.

“Government” means the government of
India or any country listed by ADB, State
Government or Local Government of India
or countries listed by ADB as applicable.

“in writing” means communicated in
written form (e.g. by mail, e-mail, fax,
including that distributed or received
through the electronic-procurement system
used by Employer).

“Plant”, “Installation  Services”,
“Facilities” (also referred hereinafter as

“Works”) used herein shall have the same
meaning as ascribed to them in Section 7.

“ITB” (this Section 3 of the RFB/ Bidding
Documents) means the Instructions to






Part 1 - Bidding Procedures and Requirements

24

(m)

(n)

()

()

(@)
()

Bidders that, along with other Sections,
provides the Bidders with all information
needed to prepare and submit their Bids.

“Joint Venture (JV)” means an
association with or without a legal
personality distinct from that of its
members, of more than one entity/ firm
where one member has the authority to
conduct all business for and on behalf of
any and all the members of the JV, and
where the members of the JV are jointly
and severally liable to Employer for the
performance of the Contract. Whether or
not bidding by Joint Venture is permitted,
is specified in BDS and in Section 2.

“RFB” means the Request for Bids
issuedby Employer for the selection of the
successful Bidder from amongst the bids
submitted by bidders(s) who bid against
and in response to the Request for Bids
Notice (alternatively referred to as Notice
Inviting Tenders (NIT)) under Two
Envelope Single Stage Bidding Process.

“Sub-contractor” means an entity to
whom the Contractor subcontracts any part
of the Works as per the applicable
provisions of the Contract while the
Contractor  remains  responsible  to
Employer for the whole and successful
performance of the Contract.

Capitalized terms used herein but not
defined specifically shall have the meaning
as ascribed to them in Section 5 and Section
6, and elsewhere in RFB/bidding
Document.

if the context so requires, “singular” means
“plural” and vice versa.

“TPQMA” means a “Third Party Quality
Monitoring Agency” that the Nodal
Agency for RDSS (REC/PFC) engages to
carry out Pre-Dispatch inspection of
materials at manufacturing facilities of
Contractor or Sub Contractor / Sub-
Vendors of the Contractor and to carry out
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2. Fraud and Corruption

the inspection in the field of the works
carried out in the RDSS scheme.

2.1 The Employer requires compliance with the Anti-

Corruption Guidelines/ Laws in force of the relevant
Government/ its instrumentalities/ Utility.

2.2 Bidders are also required to sign and furnish in the

Bid, duly signed Integrity Pact if so specified in ITB
10.2.8.

3.1 The eligibility and qualification requirements

3. Eligibility, Qualification
Requirements

against the RFB are given in Section 2, for the
Bidders and the Plant/ Installation Services/ Works
. Bids, if any, from Bidders and/or offering Plant/
Installation Services/ Works not complying with
the same shall be outrightly rejected and shall not
be considered for evaluation

3.2 Bids submitted by the Bidders shall be evaluated to

ascertain their compliance with Eligibility and
Qualification Requirements, based on the details/
information/ documentary evidence pertaining to
the same to be submitted in the Technical Part, as
specified in ITB. All Bidders shall provide in
Section 4, Bidding Forms, requisite details, and
documents in support of meeting the Eligibility and
Qualification Requirements. A Bid shall be rejected
if the Bidder submitting the Bid, fails to meet the
Eligibility and Qualification Requirements. Bids
submitted by those Bidders who meet the Eligibility
and Qualification Requirements shall be shortlisted
for further evaluation of their bids.

3.3 A Bidder shall provide such additional

documentary evidence of eligibility and/or
qualification satisfactory to the Employer, as the
Employer shall reasonably request.

4.1 A Bidder shall not have a conflict of interest. Any

4. Conflict of Interest

Bidder found to have a conflict of interest shall be
disqualified. A Bidder may be considered to have a
conflict of interest for the purpose of this Bidding
process, if the Bidder:
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(@)

(b)
©)
(d)

)

()

(9)

directly or indirectly controls, is controlled by or
is under common control with another Bidder;
or

receives or has received any direct or indirect
subsidy from another Bidder; or

has the same legal representative as another
Bidder; or

has a relationship with another Bidder, directly
or through common third parties, that puts it in
a position to influence the Bid of another Bidder,
or influence the decisions of the Employer
regarding this Bidding process; or

any of its affiliates participated as a consultant
in the preparation of the design or technical
specifications of the works that are the subject
of the Bid; or

any of its affiliates has been hired (or is proposed
to be hired) by the Employer for the Contract
implementation; or

has a close business or family relationship with
a professional staff of the Utility (or of the
project implementing agency) who: (i) are
directly or indirectly involved in the preparation
of the bidding document or specifications of the
Contract, and/or the Bid evaluation process of
such Contract; or (ii) would be involved in the
implementation or supervision of such Contract
unless the conflict stemming from such
relationship has been resolved in a manner
acceptable to the Employer throughout the
Bidding process and execution of the Contract.

4.2 A firm that is a Bidder (either individually or as a

B. Contents of

JV member) shall not participate as a Bidder or
as JV member in more than one Bid. Such
participation shall result in the disqualification of
all Bids in which the firm is involved. However,
this does not limit the participation of a Bidder as
subcontractor in another Bid or of a firm as a
subcontractor in more than one Bid.

Bidding Document
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5. Sections of Bidding
Document

6. Bidding Process
Management,
Clarification of the
Bidding Document, Site
Visit and Pre-Bid Meeting

a) Electronic Procurement

5.1 The bidding document (also referred to as the RFB
document) consist of Parts 1, 2, and 3, which
include all the sections indicated below, and should
be read in conjunction with any Addenda/
Corrigenda/ Amendments issued in accordance with
ITB 7.

PART 1 Bidding Procedures and
Requirements

e Section 1 - Request for Bids Notice

e Section 2 - Eligibility and Qualification
Requirements

e Section 3 - Instructions to Bidders and Bid

Data Sheet

e Section 4 - Bidding Forms - Technical Part
of the Bid

e Section 5- Bidding Forms - Financial Part
of the Bid

PART 2 Employer’s Requirements
e Section 6 — Employer’s Requirement

PART 3 Conditions of Contract and
Contract Forms

e Section 7 - Conditions of Contract

e Section 8 - Contract Forms

52 The Bidder is expected to examine all
instructions, forms, terms, and specifications in
the bidding document and to furnish with its Bid,
all information or documentation as is required
by the RFB/ bidding document.

6.1 Electronic- Bidding System (also referred to as e-
Procurement or e- Tendering system) as specified in
the BDS shall be used to manage the bidding
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process. Only the Bids which are submitted and
received through the specified system in conformity
with the procedures and requirements specified of
ITB and BDS shall be considered.

6.2 The electronic- bidding system specified in the ITB

b) Clarifications to Bidding
Documents

6.1 provides for online clarifications. A Bidder
requiring any clarification of the bidding document
may notify the Employer online or through any other
mode if so specified in BDS. Clarifications requested
through any other mode shall not be considered by the
Employer. The Employer will respond to any
requestfor clarification, provided that such request
is received prior to the deadline for submission of
Bids within a period specified in the BDS.
Description of clarification sought, and the response
of the Employershall be uploaded for information
of all Bidders without identifying the source of
request for clarification. Should the clarification
result in changes to the essential elements of the
bidding document, the Employer shall amend the
bidding document following the procedure under
ITB7andITB 21.2.

6.3 The Bidder is advised to visit and examine the Site

c) Site Visit

where the Plant is to be installed/ Works are to be
provided, and its surroundings and obtain for itself on
its own responsibility all information that may be
necessary for preparing the Bid and entering into a
contract for provision of Plant and Installation
Services/ construction of the Works. The costs of
visiting the Site shall be at the Bidder’s own expense.

6.4 The Bidder and any of its personnel or agents will be

granted permission by the Employer to enter upon its
premises and lands for the purpose of such visit, but
only upon the express condition that the Bidder, its
personnel, and agents will release and indemnify the
Employer and its personnel and agents from and
against all liability in respect thereof, and will be
responsible for death or personal injury, loss of or
damage to property, and any other loss, damage, costs,
and expenses incurred as a result of the inspection.

6.5 If so specified in the BDS, the Bidder’s designated

d) Pre-Bid Meeting

representative is invited to attend a pre-Bid meeting.
The purpose of the meeting will be to clarify issues
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and to answer questions on any matter that may be
raised at that stage.

6.6 The Bidder is requested to submit any questions in
writing, to reach the Employer not later than one
day before the meeting.

6.7 Minutes of the pre-Bid meeting, including the text
of the questions raised without identifying the
source, and the responses given, together with any
responses prepared after the meeting, will be
notified online through electronic-bidding system.
Any modification to the bidding document that may
become necessary as a result of the pre-Bid meeting
shall be made by the Employer exclusively through
the issue of an Addendum pursuant to ITB 7 and
not through the minutes of the pre-Bid meeting.
Nonattendance at the pre-Bid meeting will not be a
cause for disqualification of a Bidder.

. 7.1 At any time prior to the deadline for submission of
7. Addenda/Corrigendum/ Bids, the Employer may amend the bidding
document by issuing addenda/ corrigendum/
amendment. The addendum/  corrigendum/
amendment will be in writing and appear on the e-
procurement system and through email notification
automatically sent to those bidders who have started
working on the procurement, or as otherwise specified
in BDS.

7.2 Any addendum/ corrigendum/ amendment issued
shall be part of the bidding document and shall be
deemed to have been communicated to all the
bidders.

7.3 To give prospective Bidders reasonable time in
which to take an addendum/ corrigendum/
amendment into account in preparing their Bids, the
Employer may, at its discretion, extend the deadline
for the submission of Bids, pursuant to ITB 21.2.

Amendmentof Bidding
Document

C. Preparation of Bids

8.1 The Bidder shall bear all costs associated with the
preparation and submission of its Bid, and the
Employer shall not be responsible or liable for those
costs, regardless of the conduct or outcome of the
bidding process.

8. Cost of Bidding
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9. Language of Bid

10. Documents comprising
Bid

9.1 The Bid, as well as all correspondence and
documents relating to the Bid exchanged by the
Bidder and the Employer, shall be written in
English. Supporting documents and printed
literature that are part of the Bid may be in another
language provided they are accompanied by an
accurate translation of the relevant passages into
English, in which case, for purposes of
interpretation of the Bid, such translation shall
govern.

10.1 Under the Single Stage Two Envelope bidding
process, the Bid shall comprise two Parts, namely
the Technical Part and the Financial Part. These two
Parts shall be submitted by the Bidder
simultaneously.

10.2 The Technical Part shall contain the following:

10.2.1 Letter of Bid - Technical Part: prepared in
accordance with 1TB 11;

10.2.2 Bid Security or Bid-Securing Declaration: in
accordance with ITB 18, prepared using the
relevant form furnished in Section 4 - Bidding
Forms - Technical Part of the Bid

10.2.3 Authorization: Document authorizing the
signatory of the Bid to commit the Bidder, in
accordance with ITB 19.3 or ITB 19.4, as may
be applicable, prepared using the bidder’s own
format;

10.2.4 Bidder’s Eligibility: documentary evidence in
accordance with ITB 16.1 establishing the
Bidder’s eligibility to Bid as per the
requirements specified in Section2/ Section3;

10.2.5 Qualifications: documentary evidence in
accordance with ITB 16.2 establishing the
Bidder’s compliance to the Qualifications
Requirements specified in Section 2/ Section 3,
along with duly filled in form for compliance of
Qualification Requirements, furnished in
Section 4 - Bidding Forms - Technical Part of
the Bid;

10.2.6 Eligibility of Goods/ Works/ Plant and
Installation Services: documentary evidence in
accordance with ITB 16.1, establishing the



Part 1 - Bidding Procedures and Requirements

31

eligibility of the Works to be supplied by the
Bidder;

10.2.7 Conformity: Undertaking on Compliance of

terms & conditions of the Bidding Documents
including Scope of Services and other related
requirements, towards documentary evidence in
accordance with 1TB 15.1, prepared using the
relevant form furnished in Section 4 - Bidding
Forms - Technical Part of the Bid; and

10.2.8 any other document if required as per BDS.

10.2.9 In addition to the requirements as aforesaid, Bids

10.3

submitted by a JV shall include a copy of the
Joint Venture Agreement entered into by all
members, a Joint Deed of Undertaking and
Power of Attorney. The Joint Deed of
Undertaking and the Power of Attorney shall be
prepared using the relevant form furnished in
Section 4 - Bidding Forms - Technical Part of
the Bid

The Financial Part shall contain the following:

10.3.1 Deleted
10.3.2 Price Schedules: completed prepared in

accordance with ITB 11, ITB 13and ITB 14;

10.3.3 any other document if required in BDS.

10.4

The Technical Part shall not include any financial
information related to the Bid price. Where material
financial information related to the Bid price is
contained in the Technical Part the Bid shall be
declared non-responsive.
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11. Process of Bid Submission

12. Alternative Bids

13. Bid prices and Discounts

11.1 The Letter of Bid — Technical Part shall be prepared
using the relevant forms furnished in Section 4 -
Bidding Forms - Technical Part of the Bid. The priced
Schedules for the Plant and Installation Services/
Works shall be prepared using the relevant forms
furnished in Section 5 - Bidding Forms - Financial
Part of the Bid. The forms must be completed without
any alterations to the text, except as provided under
ITB 19.3 for which the bidder can use its own format.
All blank spaces shall be filled in with the information
requested.

11.2 Entire Bid as per ITB 10 including the Letters of
Bid and filled-up priced Schedules for the Plant
and Installation Services/ Works, shall be submitted
online on e-procurement system specified in ITB
6.1. Details and process of online submission of the
Bid/ tender and relevant documents are given in
ITB 6.1 and the concerned website referred therein.

11.3 Submission of Original Documents: The Bidders
are also required to separately submit the hard copy
of the documents, if any mentioned in BDS , at
Employer’s address specified in BDS, so as to reach
the office before the opening of the Technical Part
of the Bid, either by registered/speed post/courier or
by hand, failing which the bids are liable to be
declared non-responsive.

11.4 Hard copy of rest of the Bid or any document, other
than those specified in ITB 11.3 are not to be
submitted. Employer may, however, seek
submission of hard copy of any of the other
documents forming part of the Bid or any other
supporting/ related document from any of the
bidders during the process of evaluation of the Bids,
without permitting change in substance of the Bid.

12.1 Alternative Bids are not permitted and shall not be
considered.

13.1Unless otherwise specified in the BDS, Bidders shall
quote for the entire Plant and Installation Services on
a “single responsibility” basis. The total Bid price
shall include all the Contractor’s obligations
mentioned in or to be reasonably inferred from the
bidding document in respect of the design,
engineering, manufacture, including procurement and
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subcontracting (if any), delivery, construction,
installation and completion of the Plant. This includes
all  requirements under the Contractor’s
responsibilities for testing, pre-commissioning and
commissioning of the plant and, where so required by
the bidding document, the acquisition of all permits,
approvals and licenses, etc.; the operation,
maintenance and training services and such other
items and services as specified in the bidding
document, all in accordance with the requirements of
the bidding documents.

13.2 Bidders are required to quote the price for the
commercial, contractual and technical obligations
outlined in the bidding document.

13.3 Bidders shall give a breakdown of the prices in the
manner and detail called for in the Price Schedules
included in Section 5. Bidding Forms — Financial Part
of the Bid.

13.4 Depending on the Scope of the Work and the
Contract, the Price Schedules shall comprise the
schedules listed below. Bidders shall note that the
plant and equipment included in Schedule Nos. 1
exclude materials used for civil, building and other
construction works. All such materials shall be
included and priced under Schedule No. 2, Installation
Services. The Schedules comprise:

Schedule No. 1: Schedule No.1: Plant and Equipment
including Mandatory Spares to be supplied

Schedule No. 2:  Supply of Installation
Services

Schedule No. 3: Design Services

Schedule No. 4

Schedule No.5 Grand Summary

13.5 In the Schedules, Bidders shall give the required
details and a breakdown of their prices as follows:

13.5.1 Supply of Plant (Schedule No. 1):

(i) The price of the plant shall be quoted
on FOR (final place of destination
(Site/ Project Site) as specified in
BDS) basis, and shall be inclusive of
all costs, expenses, duties, taxes, and
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(i)

(iii)

other levies incidental thereto inter-
alia  including design,
engineering, manufacture, testing,
transportation, insurance etc. and other
services, incidental thereto, as
applicable, and taking into account any
input tax credit except (ii) below;

GST as percentage of the price as per
(i) above, payable additionally by
the Utility, applicable on the plant/
goods/ material, if the contract is
awarded to the Bidder, is pre-
specified in Schedule No.1 and
bidders are not required to quote the
same separately anywhere in the bid.
(Basis the same and the price quoted
as per (i) above, the amount towards
GST against each item shall get
calculated accordingly); and

The total price for the item i.e. (i)
plus (ii) above.

13.5.2 Supply of Installation Services (Schedule No. 2):

(i)

The price of Installation Services
{excluding the incidental services
included in 13.5.1 (ii)} shall be
quoted separately and shall be
inclusive of all costs, expenses,
duties, taxes, and other levies related,
inter-alia, to unloading and handling
of plant, all labor, contractor’s
equipment,  temporary  works,
materials, consumables, design and
preparation of layout, engineering
drawings, and all matters and things
of whatsoever nature, including
testing, pre-commissioning  and
commissioning,  operations  and
maintenance services, the provision
of as-built drawings, operations and
maintenance manuals, training, etc.,
applicable and necessary for the
proper execution of the installation



Part 1 - Bidding Procedures and Requirements

35

(i)

(iii)

and other services, at final
destination (Site/ Project Site) as
specified in the BDS, related to and
incidental to successful installation
of the Plant, except (ii) below;

GST as percentage of the price as per
(i) above, payable additionally by
the Utility, applicable on the
Installation Services, if the contract
is awarded to the Bidder, is pre-
specified in Schedule No.2 and
bidders are not required to quote the
same separately anywhere in the bid
(Basis the same and the price quoted
as per (i) above, the amount towards
GST against each item shall get
calculated accordingly); and

The total price for the item i.e. (i)
plus (ii) above.

13.5.3 Grand Summary (Schedule No. 3):

The total amount of each of the
components from each of Schedule
No.l1 and Schedule No. 2
corresponding to the Plant and
Installation ~ Services, shall be
summarized in the schedule titled
Grand Summary, (Schedule 3).
Aggregate of the total amount as per
ITB 13.5.1 (i) and 1TB 13.5.2 (i),
giving the total Bid price, excluding
GST, is to be entered in the Letter of
Bid. The total amount towards GST,
that is aggregate of the total amount
asper ITB 13.5.1 (ii)and ITB 13.5.2
(i) is to be indicated separately in
Schedule No. 3 and entered
separately in the Letter of Bid .

13.5.4 Recommended Spare Parts ( Schedule No. 4)

Recommended spare parts shall be
quoted separately (Schedule 4) in the
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manner and as specified in
subparagraph 13.5.1 above along
with support service.

13.5.5 The terms CIP, CIF, EXW, FOR and other

similar terms shall be governed by the rules
prescribed in the current edition of Incoterms,
published by the International Chamber of
Commerce.

13.5.6 Items against which no rate or price is entered by

13.6

13.7

13.8

the Bidder shall be deemed covered by the rates
for other items in the Price Schedule and will not
be paid for separately by the Employer. An item
not listed in the price schedule shall be assumed to
be not included in the Bid, and provided that the
Bid is determined substantially responsive
notwithstanding this omission, the price as
specified in ITB 28.3, will be added to the Bid
price and the equivalent total cost of the Bid so
determined will be used for price comparison.

The prices shall be either fixed or adjustable as
specified in the BDS.

In the case of Fixed Price, prices quoted by the
Bidder shall be fixed during the Bidder’s
performance of the contract and not subject to
variation on any account. A Bid submitted with
an adjustable price quotation will be treated as
non-responsive and rejected.

In the case of Adjustable Price, prices quoted by
the Bidder shall be subject to adjustment during
performance of the contract to reflect changes in
the cost elements such as labor, material, transport
and Contractor/Bidder’s equipment in accordance
with  the procedures specified in the
corresponding Appendix to the Contract
Agreement. A Bid submitted with a fixed price
quotation will not be rejected, but the price
adjustment will be treated as zero. If not already
specified in Appendix to the Contract
Agreement stated above, bidders are required to
indicate the source of labor and material indices
in the corresponding Form in Section 4. Bidding
Forms — Technical Part of the Bid.

13.8.1 the Bidder shall be free to use transportation

through carriers registered in India. Similarly,
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the Bidder may obtain insurance services from
India.

13.9 Bidders wishing to offer any unconditional price
reduction (discount) for the award of the package
(Contract), shall specify in their Letter of Bid the
price reduction applicable to such package, and
the manner in which the price reductions will
apply. Any conditional discount shall not be
considered for evaluation, however, the Employer
may consider the same in case of award of
Contract on the Bidder.

13.10The total amount as per ITB 13.5.1 (i) and ITB
13.5.2 (i), from each of Schedule No.1 and Schedule
No. 2, corresponding to the Plant and Installation
Services, respectively, which shall be summarized
in the schedule titled Grand Summary, (Schedule 3),
and aggregated giving the total Bid price(s) of the
Bidder, excluding GST and excluding any
reduction/ discount offered, shall be brought/
carried forward and entered in the Letter of Bid.
Considering reduction/ discount as per ITB 13.9
and ITB 13.10 (if applicable), if offered, it shall
constitute the quoted Bid price of the Bidder,
excluding GST.

13.11 The total amount towards GST, that is aggregate

14. Currencies of Bid and
Payment

15. Documents Establishing
the Conformity of the
Plant and Installation
Services/ Works

of the amount quoted separately by the bidder as
per ITB 13.5.1 (ii) and ITB 13.5.2 (ii), shall be
considered for evaluation and comparison of bids
if so specified in ITB 32.1 (e), and it shall be
payable/ reimbursable to the Bidder, in the event
of award of contract, as specified in BDS.

14.1 The prices shall be quoted by the Bidder, and shall
be paid for by the Employer, entirely in Indian
Rupees.

15.1 To establish the conformity of the Plant and
Installation Services/ Works to the bidding document,
the Bidder shall furnish as part of its Bid an
Undertaking on Compliance of terms & conditions of
the Bidding Documents including Scope of Work,
conformance of Plant and Installation Services/
Works to the technical specifications and standards
specified in Section 6, Employer’s Requirement as
well as other related requirements, in the Technical
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Part of the bid as specified in ITB 10.2.7, as per the
format given in Section 4 - Bidding Forms - Technical
Part of the Bid.

15.2Wherever and if specified in Section 6 -
Employer’s Requirement, the bidder shall also
submit documentary evidence in the form of
literature, drawings or data, and a detailed item by
item description of the essential technical
characteristics of the Plant and Installation
Services/ Works, demonstrating  substantial
responsiveness of the Plant and Installation
Services/ Works to the technical specification.

15.3Wherever and if specified in Section 6 ,
Employer’s Requirement, the Bidder shall furnishin
technical proposal a statement of work methods,
equipment, personnel, schedule and any other
information as stipulated in Section 4, Bidding Forms
— Technical Part of the Bid, in sufficient detail to
demonstrate the adequacy of the Bidder’s proposal to
meet the Employer’s Requirements and the Time for
Completion of the Plant and Installation Services/
Works.

15.4 Standards for workmanship, process, material, and
equipment, as well as references to brand names or
catalogue numbers specified by the Employer in the
Employer’s Requirement, are intended to be
descriptive only and not restrictive. The Bidder may
offer other standards of quality, brand names,
and/or catalogue numbers, provided that it
demonstrates, to the Employer’s satisfaction, that
the substitutions ensure substantial equivalence or
are superior to those specified in the Section 6,
Employer’s Requirement.

15.5For major items of Plant and Installation Services
if and as listed by the Employer in Section 2,
Eligibility and Qualification Requirements and
Section 6, Employer’s Requirement, which the
Bidder intends to purchase or subcontract, the
Bidder shall give details of the name and nationality
of the proposed Subcontractors, including
manufacturers, for each of those items. In addition,
the Bidder shall include in its Bid information
establishing compliance with the requirements
specified by the Employer for these items. Quoted
rates and prices will be deemed to apply to



Part 1 - Bidding Procedures and Requirements 39

whichever Subcontractor is appointed, and no
adjustment of the rates and prices, on this account,
will be permitted.

15.6 The Bidder shall be responsible for ensuring that any
Subcontractor proposed complies with the
requirements of Section 2 and Section 6.

16.1To establish Bidder’s eligibility and eligibility of
Plants and Installation Services/ Works in accordance
with ITB 3 and Section 2, Eligibility Requirements,
Bidders shall complete the Letter of Bid — Technical
Part, and other forms included in Section 4 - Bidding
Forms - Technical Part of the Bid.

16. Documents Establishing
the Eligibility and
Quialifications of the
Bidder and Eligibility of
Plant and Installation
Services

16.2The documentary evidence of the Bidder’s
eligibility and qualifications, and eligibility of Plant
and Installation Services, to be furnished as per
Section 4 - Bidding Forms - Technical Part of the Bid,
for the Bidder to be considered for award of the
Contract, shall establish to the Employer’s satisfaction
that the Bidder meets each of the Eligibility and
Qualification Requirements and establishes eligibility
of Plant and Installation Services/ Works, specified in
ITB3and Section 2.

17.1 Bids shall remain valid until the date specified in the
BDS or any extended date if amended by the
Employer in accordance with ITB 7. The Bid Validity
period starts from the Bid submission deadline (as
prescribed by the Employer in accordance with ITB
21.1). A Bid that is not valid until the date specified in
the BDS, or any extended date if amended by the
Employer in accordance with ITB 7, shall be rejected
by the Employer as nonresponsive.

17. Period of Validity of Bids

17.2 In exceptional circumstances, prior to the expiry
of the Bid validity, the Employer may request
Bidders to extend the period of validity of their
Bids. The request and the responses shall be
made in writing. If a Bid Security is requested (in
accordance with ITB 18), it shall also be
extended for a corresponding period. A Bidder
may refuse the request without forfeiting its Bid
Security. A Bidder granting the request shall not
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be required or permitted to modify its Bid, except
as provided in this ITB 17.2.

18.1 Unless otherwise the provision for submission of
18. Bid Security/ Bid Securing Bid Securing Declaration is specified in the BDS,
Declaration the Bidder shall furnish as part of the Technical part
of its Bid, a Bid security in original form, and in the
amount specified in the BDS.

18.2

18.3

18.4

If a Bid Security is specified pursuant to ITB
18.1, the Bid Security shall be a demand
guarantee, and in any of the following forms at the
Bidder’s option:

(@ an unconditional guarantee issued by a
nationalized/ scheduled commercial bank
located in India;

(b) a cashier’s or certified check or demand
draft from a Nationalized/ Scheduled
commercial bank located in India; or

(c) another form security, if specified in the
BDS.
In the case of a bank guarantee, the Bid security
shall be submitted using the Bid Security Form
included in Section 4, Bidding Forms - Technical
Part of the Bid. The form must include the
complete name of the Bidder. The Bid Security
shall be valid for ninety (90) days beyond the
original validity period of the Bid, or beyond any
period of extension if requested under ITB 17.2.

If a Bid Security is specified pursuant to ITB
18.1, any Bid not accompanied by a substantially
responsive Bid Security shall be rejected by the
Employer as non-responsive.

If a Bid Security is specified pursuant to ITB
18.1, the Bid Security of unsuccessful Bidders
shall be returned as promptly as possible upon the
successful bidder’s signing the contract and
furnishing the Performance Security pursuant to
ITB 43 and ITB 45.

18.5 The Bid Security of the successful bidder shall be

returned as promptly as possible once the
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successful bidder has signed the Contract and
furnished the required Performance Security.

18.6 The Bid Security may be forfeited, or action may
be taken as per the Bid Securing Declaration:

(@ if a Bidder withdraws/modifies/substitutes
its Bid during the period of Bid validity
specified by the Bidder in the Letter of Bid
- Technical Part, or any extension thereto
provided by the Bidder; or if the Bidder
does not accept the correction of its Bid
Price pursuant to ITB 33; or

(b) if the successful Bidder fails to:
(i)  sign the Contract in accordance
with ITB 43; or
(i) furnish a performance security in
accordance with 1TB 44.
18.7 The Bid Security or the Bid-Securing Declaration
of a JV shall be in the name of the JV that submits
the Bid.

18.8 If a Bid Security is not specified pursuant to ITB
18.1 and Bid Securing Declaration is specified:
and

(@) if a Bidder withdraws its Bid during the
period of Bid validity specified by the
Bidder on the Letter of Bid Form, except as
provided in ITB 17.2; or

(b) if the successful Bidder fails to:

(i)  sign the Contract in accordance with
ITB 43; or

(ii)  furnish a Performance Security in
accordance with ITB 44;

the Employer may, declare the Bidder
disqualified to be awarded a contract by the
Employer for a period of time as stated in the
BDS.

19.1 The Bidder shall prepare the Bid, in accordance
with ITB 10.

19.2 Bidders shall mark as “CONFIDENTIAL” information
in their Bids which is confidential to their business.
This may include proprietary information, trade

19. Format and Signing of Bid
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secrets, or commercial or financially sensitive
information.

19.3 The Bid shall be signed by a person or persons duly
authorized to sign on behalf of the Bidder. This
authorization shall be in the form of the document as
specified in BDS and shall be submitted/ uploaded
along with the Bid as per ITB 11.

19.4 In the case that the Bidder is a JV, the Bid shall be
signed by an authorized representative of the JV on
behalf of the JV, and so as to be legally binding on
all the members as evidenced by a power of attorney
signed by their legally authorized representatives,
which shall be submitted/ uploaded along with the
Bid as per ITB 11.

19.5 Corrections, if any, can be carried out by editing the
information before electronic submission on e-
procurement portal.

D. Submission of Bids

20.1Bids, both Technical and Financial Parts, shall be
20. Submission of Bids submitted online on the e-procurement system
specified in ITB 6.1. Detailed guidelines for
viewing bids and submission of online bids are as
per ITB 6.1 and the website referred therein. A
prospective bidder can submit its bid online only for
which the bidder (in case of JV, the authorised
representative of the JV as per ITB 19.4) is required
to have enrolment/registration and should have
valid Digital Signature Certificate (DSC) as
specified in ITB 6.1 in BDS. The Bidder should go
through them carefully and submit its bid, along
with the specified documents failing which the bid

is liable to be rejected.

20.2The completed Bid comprising of documents
indicated in ITB 10, should be uploaded on the e-
procurement portal along with scanned copies of
requisite certificates/ documents as are mentioned
in different sections in the bidding document.
Further, if so specified in ITB 11.3, the Bidders
shall ensure submission of hard copy of documents
as mentioned therein.
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21. Deadline for Submission
of Bids

22. Late Bids

23. Withdrawal, Substitution,
and Modification of Bids

20.3All the uploaded documents are required to be
signed digitally by the bidder.

20.4 Physical, e-mail, Telex, Cable or Facsimile bids
will be rejected as non-responsive.

21.1 Bids must be uploaded online, and if so specified in
ITB 11.3, the hard copy of specified documents must
be delivered at the address mentioned therein, no
later than the deadline for submission of Bids i.e. the
date and time specified in the BDS.

21.2The Employer may, at its discretion, extend the
deadline for the submission of Bids by amending
the bidding document in accordance with ITB 7, in
which case all rights and obligations of the
Employer and Bidders previously subject to the
deadline shall thereafter be subject to the deadline
as extended.

22.1 The electronic bidding system would not allow any
late submission of bids after due date & time as per
server time.

23.1 Bidders may modify their bids by using the
appropriate option for bid modification on e-
procurement portal before the deadline for submission
of bids. For this the bidder need not make any
additional payment towards the cost of bid document,
if applicable. For bid modification and consequential
re-submission, the bidder is not required to withdraw
his bid submitted earlier. The last modified bid
submitted by the bidder within the bid submission
time shall be considered as the Bid. For this purpose,
modification/withdrawal by other means will not be
accepted. In online system of bid submission, the
modification and consequential re-submission of bids
is allowed any number of times. A bidder may
withdraw his bid by using the appropriate option for
bid withdrawal, before the deadline for submission of
bids, however, if the bid is withdrawn, re-submission
of the bid is allowed only upto the deadline for
submission of bids as specified in ITB 21.

23.2 Bids requested to be withdrawn in accordance with
ITB 23.1 shall not be opened.
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23.3 No Bid may be withdrawn, substituted, or
modified in the interval between the deadline for
submission of Bids and the expiration of the period
of Bid validity specified by the Bidder on the Letter
of Bid (Technical Part), or any extension thereof.
This will result in the forfeiture of the Bid Security or
be sufficient ground for action by Employer against
the bidder under the Bid Securing Declaration, as may
be applicable pursuant to ITB 18.

E. Public Opening of Technical Parts of Bids

24. Public Opening of
Technical Parts of Bids

24.1 The Employer shall, at the Bid opening, publicly
open online the Technical Parts of all Bids, except as
in the cases specified in ITB 22 and ITB 23.2,
received by the deadline of bid submissions as
specified in ITB 21, at the date, time and place
specified in the BDS in the presence of Bidders’
designated representatives who choose to attend, and
this could also be viewed by the bidders online. The
Financial Parts of the bids shall remain unopened in
the e-procurement system, until the subsequent public
opening, following the evaluation of the Technical
Parts of the Bids. Bidder’s names, and such other
details as the Employer may consider appropriate will
be notified by the Employer at the time of bid opening.

24.2 Only Technical Parts of Bids that are opened at Bid
opening of Technical Parts shall be considered further
for evaluation.

24.3 At the Bid opening the Employer shall neither
discuss the merits of any Bid nor reject any Bid
(except the cases, in accordance with ITB 22 and
ITB 23.2).

24.4The Employer shall prepare a record of the Bid
opening, that shall include, as a minimum:

(@ the name of the Bidder; and

(b) the presence or absence of a Bid Security or
a Bid-Securing Declaration.

24.5The Bidders’ representatives who are present shall be
requested to sign the record. The omission of a
Bidder’s signature on the record shall not invalidate
the contents and effect of the record. A copy of the
record shall be distributed to all Bidders.
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F. Evaluation of Bids - General Provisions

25. Confidentiality

26. Clarification of Bids

27. Deviations, Reservations,
and Omissions

25.1 Information relating to the evaluation of Bids and
recommendation of contract award, shall not be
disclosed to Bidders, or any other persons not
officially concerned with the Bidding process.

25.2 Any effort by a Bidder to influence the Employer
in the evaluation or contract award decisions may
result in the rejection of its Bid.

25.3Notwithstanding 1TB 25.1, from the time of Bid
opening to the time of Contract Award, if any
Bidder wishes to contact the Employer on any
matter related to the Bidding process, it should do
S0 in writing.

26.1 To assist in the examination, evaluation,
comparison of the Bids, and eligibility or
qualification of the Bidders, the Employer may, at
its discretion, ask any Bidder for a clarification of
its Bid and/or seek information related to historical
data/ documents pertaining to credentials of the
Bidders and the Bids, that the Employer may require.
Any clarification submitted by a Bidder in respect
to its Bid and that is not in response to a request by
the Employer shall not be considered. The
Employer’s request for clarification and the
response shall be in writing. No change, including
any voluntary increase or decrease, in the prices or
substance of the Bid shall be sought, offered, or
permitted.

26.21f a Bidder does not provide clarifications of its Bid
or data/ documents sought, by the date and time set
in the Employer’s request for clarification/ data/
document, its Bid may be rejected.

27.1 During the evaluation of Bids, the following
definitions apply:

(@) “Deviation” is a departure from the
requirements specified in the bidding
document;

(b) “Reservation” is the setting of limiting
conditions or withholding from complete
acceptance of the requirements specified in
the bidding document; and
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(c) “Omission” is the failure to submit part, or all
of the information or documentation required
in the bidding document.

28.1 Provided that a Bid is substantially responsive, the
Employer may waive any nonconformities in the
Bid, which do not constitute a material deviation,
reservation or omission.

28. Nonmaterial
Nonconformities, Errors
and Omissions

28.2 Provided that a Bid is substantially responsive,
the Employer may request that the Bidder submit
the necessary information or documentation,
within a reasonable period of time, to rectify
nonmaterial nonconformities or omissions in the
Bid related to documentation requirements.
Requesting information or documentation on such
nonconformities and/or omissions shall not be
related to any aspect of the price of the Bid.
Failure of the Bidder to comply with the request
may result in the rejection of its Bid.

28.3 Provided that a Bid is substantially responsive, the
Employer shall rectify quantifiable nonmaterial
nonconformities related to the Bid Price. To this
effect, the Bid Price shall be adjusted, for
comparison purposes only, to reflect the price of a
missing or non-conforming item or component in
the manner specified in BDS.

G. Evaluation of Technical Parts of Bids

29.1 In evaluating the Technical Parts of each Bid, the
Employer shall use the requirements, criteria and
methodologies mentioned and specified in Section
2, Section 3 and Section 6.

29. Evaluation of Technical
Parts

29.2 The Employer shall, interalia, carry out the
Technical Evaluation as per ITB 29.3, and
determine to its satisfaction:

(a) whether the Bidders comply with the Eligibility
Requirements, have offered eligible Plant and
Installation Services in their Bids, as specified in
ITB 3 and Section 2;

(b) whether the Bidders meet the Qualification
Requirement as specified in ITB 3 and Section
2. (The determination shall be based upon an
examination of the documentary evidence of the
Bidder’s qualifications submitted by the Bidder,
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pursuant to ITB 16 read in conjunction with ITB
26. The determination shall not take into
consideration the qualifications of other firms
such as the Bidder’s subsidiaries, parent entities,
affiliates, subcontractor/Bidders (other than
specialized subcontractor/Bidders if permitted in
the bidding document), or any other firm
different from the Bidder that submitted the Bid
except if provided in the specified Qualification
Requirement itself and

(c) whether the Bids submitted by the Bidders
complying with the requirements specified in (a),
and (b) above have been determined to be
substantially responsive to the RFB/bidding
document, as per ITB 30.

29.3 Technical Evaluation. The Employer will carry out

a detailed technical evaluation of the Bids not
previously rejected to determine whether the technical
aspects are in compliance with the bidding document.
The Bid that does not meet minimum acceptable
standards of completeness, consistency and detail, and
the specified minimum (or maximum, as the case may
be) requirements for specified functional guarantees,
will be rejected for non-responsiveness. In order to
reach its determination, the Employer will examine
and compare the technical aspects of the Bids on the
basis of the information supplied by the Bidders,
taking into account the following:

(@ overall completeness and compliance with
the Employer’s Requirements; conformity
of the Plant and Installation Services
offered with specified performance criteria,
including conformity with the specified
minimum (or maximum, as the case may
be) requirement corresponding to each
functional guarantee, as indicated in
Section 2 and/ or Section 6; suitability of
the Plant and Installation Services offered
in relation to the environmental and
climatic conditions prevailing at the site;
and quality, function and operation of any
process control concept included in the Bid;
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(b) type, quantity and long-term availability of
mandatory and recommended spare parts
and maintenance services; and

(c) other relevant factors, if any, listed in the
RFB/ bidding document.

29.4 At this stage, a Bid shall be rejected if the
determination on any one of the aspects listed in
ITB 29.2 (a), (b) and (c) above, is not in the
affirmative. All other Bids shall be considered for
further evaluation.

30.1 The Employer’s determination of a Bid’s
responsiveness is to be based on the contents of the
Bid itself, as defined in ITB 10 read in conjunction
with ITB 26 and submitted as per ITB 11.

30.2 A substantially responsive Bid is one that meets
the requirements of the bidding document without
material deviation, reservation, or omission. A
material deviation, reservation, or omission is one
that:

(a) ifaccepted, would:

30. Determination of
Responsiveness

(i) affect in any substantial way the scope,
quality, or performance of the Works
specified in the Contract; or

(i) limit in any substantial way,
inconsistent  with  the  bidding
document, the Employer’s rights or the
Bidder’s  obligations under the
Contract; or

(b) if rectified, would unfairly affect the
competitive position of other Bidders
presenting substantially responsive Bids.

30.3 The Employer shall examine the technical aspects
of the Bids, in particular, to confirm that all
requirements of Section 6, Employer’s
Requirement have been met without any material
deviation or reservation, or omission.

30.4 If a Bid is not substantially responsive to the
requirements of bidding document, it shall be
rejected by the Employer and may not
subsequently be made responsive by correction
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of the material deviation, reservation, or
omission.

H. Public Opening of Financial Parts of Bids

31.1 Following the completion of the evaluation of the
Technical Parts of the Bids, the Employer shall
notify in writing those Bidders whose Bids were
considered non-responsive to the bidding document /
RFB Document or failed to meet the Eligibility
Requirements or Qualification Requirement or any
other specified requirement, advising them of the
following information:

31. Public Opening of
Financial Parts

(a) the grounds on which their Technical Part of
Bid failed to meet the requirements of the
bidding document; and

(b) Financial Part of their Bid will not be opened.

31.2 The Employer shall, simultaneously, notify in
writing those Bidders whose Technical Parts have
been evaluated as substantially responsive to the
bidding document and met the Eligibility
Requirement, Qualification Requirement and other
specified requirement, advising them of the
following information:

(a) their Bid has been evaluated as substantially
responsive to the requirements of bidding
document and the specified requirements;

(b) Financial Part of their Bid will be opened online
at the public opening of the Financial Parts; and

(c) notify them of the date, time and location of the
second public opening of the Financial Parts of
bid, and the address thereof. In the event of the
specified date of bid opening being declared a
holiday for the Employer, the bids will be
opened at the appointed time and location on the
next working day.

31.3 All efforts may be made to have the opening date
that should allow Bidders sufficient time to make
arrangements for attending the opening if they so
choose, however as the opening is in online mode
and bidder’s get due notification of bid opening
and can witness the opening online, the date of
opening may be set accordingly based on
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Employer’s requirements. The Financial Part of
the Bids shall be opened publicly in the presence
of Bidders’ designated representatives who
chooses to attend, and this could also be viewed by
the bidders online. The bidder’s names, the Bid
prices, the total amount of each bid, and such other
details as the Employer may consider appropriate,
will be announced by the Employer at the time of
bid opening.

31.4 The Employer shall prepare a record of the Bid
opening, that shall include, as a minimum:

(c) the name of the Bidder; and
(d) the Bid price, includingany discounts

31.50nly Financial Parts of Bids that are opened at Bid
opening shall be considered for further evaluation.

|I. Evaluation of Financial Parts of Bids

32.1 To evaluate the Financial Part of each Bid, the

32. Evaluation of Financial Employer shall consider the following:

Parts
(@) Bid price, as quoted in accordance with
ITB 13.5;

(b) price adjustment for correction of
arithmetic errors in accordance with 1TB
33;

(c) price adjustment due to discounts offered in
accordance with ITB 13.9;

(d) price adjustment due to quantifiable
nonmaterial nonconformities in accordance
with ITB 28.3;

(e) GST, quoted separately as per ITB 13.12,
adjusted for correction of arithmetic errors
in accordance with ITB 33, shall be
considered for arriving at the evaluated Bid
cost/ price and comparison of Bids, except
if otherwise specified in BDS.
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(f) the additional evaluation factors if
specified in BDS and/ or Section 6.

32.2 If price adjustment is allowed in accordance with
ITB 13.6, the estimated effect of the price
adjustment provisions of the Conditions of
Contract, applied over the period of execution of the
Contract, shall not be taken into account in Bid
evaluation.

32.3 The Employer’s evaluation of a Bid may require
the consideration of other factors if specified in
BDS, in addition to the Bid price quoted, in
accordance with ITB 33.1 (e).

33.1 The e-procurement system automatically calculates
the total amount from unit rates and quantities, and the
system also automatically populates the amount in
words from the amount in figures, and therefore there
is no scope of discrepancy and need for arithmetic
correction. However there would be a manual
recalculation and in the case of discrepancy between
system generated and manual prices, the manually
calculated prices shall prevail.

33. Correction of
Arithmetical Errors

33.2 Any bid which is found to have tampered or modified
the electronic logic of the e- procurement system for
calculating the total amount from unit rates and
quantities, and/ or in populating the amount in words
from the amount in figures, is liable to be rejected and
the case shall be dealt against the bidder under the
Integrity Pact and conditions of the RFB/ bidding
documents including those regarding fraud etc..

34.1 The Employer shall compare the evaluated
price/costs of all substantially responsive Bids, to
determine the Bid that has the lowest evaluated
cost/ price.

34. Comparison of Financial
Parts

35.1 Purchase Preference shall not apply for award of
contract if not so specified in the BDS, as per the
guidelines, instruction and methodology indicated
therein.

35. Preference

36.1An Abnormally Low Bid is one where the Bid
price, in combination with other elements of the
Bid, appears so low that it raises material concerns

36. Abnormally Low Bids
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with the Employer as to the capability of the Bidder
to perform the Contract for the offered Bid Price.

36.2 In the event of identification of a potentially

Abnormally Low Bid, the Employer, unless
otherwise specified in BDS, may seek written
clarification from the Bidder, including a detailed
price analyses of its Bid price in relation to the
subject matter of the contract, scope, delivery
schedule, allocation of risks and responsibilities
and any other requirements of the bidding
document.

36.3After evaluation of the price analyses, in the event

37. Unbalanced or Front
Loaded Bids

38. Most Advantageous Bid

that the Employer determines that the Bidder has
failed to demonstrate its capability to perform the
contract for the offered Bid price, the Employer
shall reject the Bid.

37.1 The Bid that is evaluated as the lowest evaluated

cost/price, shall be considered by the Employer as
unbalanced or front loaded, if the quoted price of
supply portion exceeds the percentage specified in
BDS of the total quoted Bid price, after evaluation
and excluding GST. In such a case, The bidder
shall be required to furnish an additional
performance security pursuant to ITB 44.1 as
contract.

38.1 Having compared the evaluated cost/price of Bids

as per ITB 34, and applying the provisions of ITB
35, the Employer shall determine the Most
Advantageous Bid (alternatively referred to as L1
Bid). The Most Advantageous Bid is the Bid of the
Bidder (also referred to as the successful bidder)
who meets the specified requirements as per
Section 2 and Section 3, and whose Bid has been
determined to have the lowest evaluated price/cost
subject to ITB 35.

38.2The capabilities of the manufacturers and

subcontractors proposed in its Bid to be used by the
Bidder with the Most Advantageous Bid for
identified major items of supply or services may
also be evaluated for acceptability in accordance
with Section 2 / Section 6. Their participation
should be confirmed with a letter of intent between
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the parties, as needed. Should a manufacturer or
subcontractor be determined to be unacceptable,
the Bid will not be rejected, but the Bidder will be
required to substitute an acceptable manufacturer
or subcontractor without any change to the Bid
price. Prior to signing the Contract, the
corresponding  Appendix to the Contract
Agreement shall be completed, listing the approved
manufacturers or subcontractors for each item
concerned.

38.3Price Negotiation - Usually, there shall be no price
negotiations. However, in case the Employer
identifies exceptional reasons due to which
negotiation is required, the Employer reserves its
right to negotiate with the lowest acceptable bidder
(L-2).

39.1 The Employer reserves the right to accept or reject
any Bid, and to annul the Bidding process and
reject all Bids at any time prior to Contract Award,
without thereby incurring any liability to Bidders.
In case of annulment, all Bids submitted and
specifically, Bid securities, if applicable as per ITB
18 and submitted, shall be promptly returned to the
Bidders.

39. Employer’s Right to
Accept Any Bid, and to
Reject Any or All Bids

J. Award of Contract

40.1 The Employer shall award the Contract to the
successful Bidder. This is the Bidder whose Bid has
been determined to be the Most Advantageous Bid
as specified in ITB 38.

40.2 The mode of contracting with the successful bidder
will be as indicated below:

40. Award Criteria

40.2.1 The award shall be made as follows:

(i) Contract Part I: for Supply of Plant on FOR
(final place of destination Site/ Project Site)
basis.

(ii) Contract Part 1I: for Supply of Installation
Services {excluding the incidental services
included in (i) above}

40.3 Both the parts of the Contract will contain a cross
fall breach clause specifying that breach of one
will constitute breach of the other.
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41.1 At the time the Contract is awarded, the Employer
reserves the right to invite the Bidder whose Bid is
determined to be the Most Advantageous Bid as per
ITB 38, for discussions if any minor adjustments
in the Contract are required, without any
substantial change in the terms and conditions of
the bidding document.

41. Employer’s Right to make
minor adjustments at the
time of Award

42.1 Prior to the date of expiry of the Bid validity, the
Employer shall notify the successful Bidder, in
writing, that its Bid has been accepted. The
Notification of Award (hereinafter and in the
Contract Forms also called the “Letter of
Acceptance”) shall specify the sum that the
Employer will pay the Contractor in consideration of
the execution of the Contract (hereinafter and in the
Conditions of Contract and Contract Forms called
“the Contract Price”™).

42. Notification of Award

422 Until a formal Contract is prepared and
executed, the Letter of Acceptance/ Notification
of Award shall constitute formation of a binding
Contract.

43.1 Promptly upon issue of Letter of Acceptance/
Notification of Award, the Employer shall
prepare the Contract Agreement, and keep it
ready in the office of the Employer for the
signature of the Employer and the successful
Bidder, within twenty-one (21) days following
the date of Letter of Acceptance. The Contract
Agreement shall incorporate all agreements
including L2 schedule between the Employer
and the successful Bidder. L-2 schedule should
be submitted, discussed, amended (if so
required) within overall L-1 schedule and
accepted by owner before signing of contract
agreement. Also, CPG should be submitted,
verified from issuing bank legally vetted and
approved before signing of contract agreement.

43.2 Within twenty-eight (28) days of receipt of
Letter of Acceptance, the successful Bidder
shall (a) furnish the performance security in
accordance with 1TB Clause 44; and (b) shall
sign, date and return the Agreement to the
Employer along withthe documents stated at (a)
above.

43. Signing of Contract
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H. Performance Security & Funds

44.1 Within twenty-eight (28) days of the receipt
of the Letter of Acceptance/ Notification of
Award from the Employer, the successful
Bidder shall furnish the Performance Security
& Additional performance security (if
applicable), in Indian Rupees, in accordance
with the GCC and in the amount, form and
details specified in the BDS, further subject to
ITB 37.

44. Performance Security

44.2 Failure of the successful Bidder to submit the
above-mentioned Performance Security &
Additional  performance  security  (if
applicable) or sign the Contract shall
constitute  sufficient grounds for the
annulment of the award and forfeiture of the
Bid Security or be sufficient ground for action
by the Employer against the bidder under the
Bid Securing Declaration, as may be applicable
asper ITB 18.

45.1The Employer named in the Bidding
Documents intends to use the loan funds
from ADB.

45. Source of Funds
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46.1 H-required-by-the Employer,—theContractor

. may be required to create a dedicated bank
46. Dedicated bank account of account for usage-of the funds under the project;
Contractor &h&@emraetepmay—be%qemd—te—prewée%e

lotails of 1 . lor thi

defined-by-the-employer—Deleted.
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|. Bid Data Sheet (BDS)

The following specific data for the Plant and Installation Services/ Works to be procured
shall complement, supplement, and/or amend the provisions in the Instructions to Bidders
(ITB). Whenever there is a conflict, the provisions herein shall prevail over those in ITB.

ITB
Reference

A. General

ITB1.1

The reference number of the Notice Inviting Tenders (NIT/Request forBids
(RFB) is : WBSEDCL/IT&C/114.00(RDSS)/2527 Dated 28.02.2024

The Employer is: West Bengal State Electricity Distribution Company
Limited.

ITB1.2

(s) Eligible Projects shall mean any Turnkey IT System Upgradation and/or,
Integration (TSI) projects for DC/DRC/Cloud infrastructure including supply|
of Hardware/Cloud components/services, supply of Software licenses along
with network upgradation, installation, configuration, customization,
implementation/ Go-Live along with providing FMS / AMC services /
System Operation services in electricity distribution utility.

ITB 1.2 (c)

The Government of West Bengal unbundled the erstwhile West Bengal State
Electricity Board (WBSEB) into two companies viz., West Bengal State
Electricity Distribution Company Limited (WBSEDCL) and West Bengal
State Electricity Transmission Company Limited (WBSETCL).

The main business of WBSEDCL is distribution and hydro generation of
electricity. It is also the nodal Agency of the Government of West Bengal for
undertaking Rural Electrification task in the State with objective of providing
access of electricity to all rural households in the state in line with the
National Rural Electrification Policy.

ITB 1.2 (m)

Bidding/ Bids by/ from Joint Venture (JV) is “permitted”.

In case Bidding/ Bids by/ from Joint Venture is permitted, the number of
members/ partners of the JV shall not exceed 03 (three)

B. Contents of Bidding Document
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ITB6.1

Bidding against RFB shall be conducted through/ with Electronic —
Procurement (e- Procurement/ e- Tendering) System.

Employer shall use the following Electronic-Procurement system to
manage this Request for Proposal (RFP) process:

www.wbtenders.gov.in

The electronic-procurement system shall be used to manage the following
part of the bidding process under the RFB:

Issuing RFB/ Bidding document, amendments/ corrigendum/
addendums/ clarifications, etc., submissions of bids, opening of
Bids,etc.



http://www.wbtenders.gov.in/
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To aid and facilitate the Bidders on e-Procurement/ e-Tendering process a
detailed manual on the same titled Bidder Help Manual for e-

Bidding has been provided annexed to the Bid Data Sheet as Annexure
I (BDS). The same may be utilized by the Bidders.

ITB6.2

A Bidder requiring any clarification of the bidding document may notify
the Employer online through the electronic bidding system if provisioned/
permitted or through e-mail at the following e-mail address:

ceit@wbsedcl.in, itcell@wbsedcl.in

Requests for clarification should be received by the Employer no later
than: As per Key dates of NIT/RFB.

ITB6.5

Pre-Bid meeting shall take place at the following date, time and place:
Date: 27.03.2024

Time: 12:00 Hrs. (IST).

Place: Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor, D-Block,

Block-DJ, Sector-11, Bidhannagar, Kolkata-700091
Tel (O) : 033-2319 7445

Website: www.wbsedcl.in, Email: ceit@wbsedcl.in, itcell@wbsedcl.in

ITB7.1

The addendum/corrigendum/ amendment will appear on the e-
procurement system specified in ITB 6.1 and email notification is also
automatically sent through the system to those bidders who have started
working on this procurement.

C. Preparation of Bids

ITB 10.2.8

The Bidder shall submit the following additional documents in Technical

Part of its Bid:

(i) Integrity Pact, prepared using the relevant form furnished in
Section 4 - Bidding Forms - Technical Part of the Bid.
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(ii) Self-certified copy of the document to establish legal status of the
firm viz. Certificate of Incorporation issued under The Companies
Act / The Limited Liability Partnership Act / Partnership deed etc.
as applicable;

(iii)  Self-certified copy of PAN;

(iv)  Self-certified copy of GST Registration;

(v) Bank Guarantee (BG) for Bid security

(vi)  Power of Attorney

ITB 10.3.3

i i i id- Deleted.

ITB 11

Note for Bidders: Bidders have to submit the bids on the e-procurement
portal along with the relevant required documents. For this purpose, the
bidders shall fill up online, the forms that are available for online filling
onthe e-portal. The rest of the forms shall be download by the bidders and
filled up. The filled-up pages shall then be scanned and uploaded on the e-
procurement portal along with the scanned copies of the supporting
documents. The bid shall be digitally signed.

ITB11.3

The bidders are required to submit hard copy of the dumeslisted below
in original along with the Technical part of their Bid within 2 working
days after the last date of the bid submission.
1) Integrity Pact, prepared using the relevant form furnished in Section
4 - Bidding Forms - Technical Part of the Bid.
i) Self-certified copy of the document to establish legal status of the
firm viz. Certificate of Incorporation issued under The Companies
Act / The Limited Liability Partnership Act / Partnership deed etc.
as applicable
iii) Self-certified copy of PAN.
iv) Self-certified copy of GST Registration.
v) Bank Guarantee (BG) for Bid security
(Last Date: 14.05.2024 13:00 Hrs.)
vi) Power of Attorney.

For submission of original documents, the Employer’s address is:
Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor, D-Block,

Block-DJ, Sector-11, Bidhannagar, Kolkata-700091

Tel (O) : 033-2359 7445

Website: www.whbsedcl.in, Email: ceit@wbsedcl.in, itcell@wbsedcl.in

ITB13.1

Not Applicable
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ITB 13.5.1(i),
ITB 13.5.2 (i)

Final Destination (Site/ Project Site) is: WBSEDCL DC and DRC sites
for material dispatch and delivery shall be notified to the successful
Bidder by WBSEDCL prior to award of Contract.

ITB 13.6

The prices quoted by the Bidder shall be subject to adjustment during
the performance of the Contract.

The adjustment of contract price, if provided, will be done in
accordancewith Appendix to Contract Form.

ITB 13.11

GST applicable in India, on the Plant and Installation Services
provided/supplied by the Contractor to the Employer under the
Contract shall be paid/ reimbursed by Employer against requisite
documents, at actuals.

ITB17.1

The Bid shall remain valid until i.e. upto and including 180 days
reckoned from the deadline for Submission of Bids specified in ITB
21.1, as may be extended by the Employer from time to time in
accordance therewith.

ITB 18.1

A Bid Security shall be required. The amount of the Bid Security shall be
as specified in Table (Key Dates) .

ITB 18.2 (c)

Other forms of acceptable Bid securities:

...None...

ITB 18.8

If the Bidder performs any of the actions prescribed in ITB 18.8 (a) or (b),
the Employer will declare the Bidder ineligible to be awarded a contract by
the Employer for a period of 01 (One) year.
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ITB 19.3

The written confirmation of authorization to sign on behalf of the Bidder
shall consist of: Legally valid Power of Attorney demonstrating the
authority of the signatory to sign the Bid.

D. Submission of Bids

ITB 21.1

The Deadline for Submission of Bids by uploading on e- Procurement
system specified in ITB 6.1 and ITB 11 is:

Date: 14.05.2024
Time: (IST). 13:00 Hrs.

The Deadline for Submission of documents in hard copy as specified in
ITB 11.3 is:

Date: 14.05.2024
Time: (IST). 13:00 Hrs.

E. Public Opening of Technical Parts of Bids

ITB 24.1

The online opening of Technical Part of Bids, shall take place at:
Office of Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor, D-Block,

Block-DJ, Sector-11, Bidhannagar, Kolkata-700091

Tel (O) : 033-2359 7445

Website: www.wbsedcl.in, Email: ceit@wbsedcl.in, itcell@wbsedcl.in

Date: 14.05.2024
Time: (IST). 14:00 Hrs.

In the event of the specified date of bid opening being declared a
holidayfor the Employer, the bids will be opened at the appointed time
and location on the next working day.
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F. Evaluation of Bids - General Provisions

ITB 28.3

The adjustment shall be based on the highest price of the item or component
as quoted in other substantially responsive Bids. If the price of the item or
component cannot be derived from the price of other substantially responsive
Bids, the Employer shall use its best estimate.

|. Evaluation of Financial Part of Bids

ITB 32.1 (¢)

GST, quoted separately as per ITB 13.12, shall be considered for arrivingat the
evaluated Bid cost/ price and comparison of Bids.

ITB 32.1(f)

The Employer’s evaluation of a Bid shall also require the consideration of
factors listed herein below. Wherever specified, the adjustments shall be
determined using the criteria and methodology mentioned in Section 6.
Employer’s Requirement:

(@) Time for Completion: The Plant and Installation Services specified in
Employer’s Requirement are required to be supplied / provided within the
specified Time for Completion. No credit will be given ifprovided/
supplied before the specified date or period, and Bids offering supply/
completion after the final date/ specified period shallbe treated as
nonresponsive;

(b) Deviation in payment schedule/ terms and conditions of payment: Bidders
shall state their Bid price for the payment schedule outlined inthe

Conditions of Contract. Bids shall be evaluated on the basis of thisbase

price. If a Bid deviates from the specified payment schedule/ terms and
conditions of payment, it shall be treated as non-responsive;

(c) Life cycle costs: the projected operating and maintenance costs during the
life of the Plant, goods or equipment: NO

(d) Functional Guarantees of the Facilities -YES: (For Items mentioned in Clause 74 of
Part-3 of Employer’s requirement)

(e) Functional Guarantees shall be in consolidated bank guarantee period +90
Days claim period thereafter, amounting 10% of quoted supply cost of the
referred materials/equipment excluding GST (Format Attached as Form 23)
and shall be covered with the Latent Defect Warranty in the form of additional bank
guarantee as per the SBD provision in part -3 Employers requirement clause no. 74.

() Cost of withdrawal of deviations: - Not Acceptable (as per Attachment
6 in Section 4)
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ITB 38.3

Price negotiations: As per NIT.
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ITB 35.1 refers to Class | local supplier which is not applicable as per
discussion dated 28.03.23

ITB 35.1 Only Class - suppliers are eligible for the bid

ITB 36 Provisions related to Abnormally Low Bids will apply.

Bids in the range (-20% to -80% ) of the estimated rate shall furnish an
additional Performance Security in the format given in the Annexure
(Form-22) which shall be equal to 10% of the tendered amount.

ITB 37 The percentage is 70%

J. Award of Contract

ITB 44.1 The Performance Security amount is 10% of Contract Price excluding
GST.

The Additional Performance Security amount is 10% percentage of the
level of unbalancing i.e. (actual value of supply part of contract) minus
(70% of overall contract price excluding GST). 70% is to be defined as
per ITB 37 under BDS.

The Standard Form of Performance Security acceptable to the Employer
shall be as specified in Section 8. Contract Forms.
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Annexure | (BDS)

Bidder Help Manual for E-Bidding

Guideline for e-Tendering: Instructions/Guidelines for electronic submission of the tenders
have been mentioned below for assisting the bidders to participate in e-Tendering.

Registration of bidder: Any bidder willing to take part in the process of e-Tendering will
have to be enrolled & registered with the e-Procurement system, through logging on to
https://wbtenders.gov.in. Bidder has to log into the portal giving user id / password chosen
during enroliment.

Digital Signature certificate (DSC): Each bidder is required to obtain a class-Il or Class-lll
Digital Signature Certificate (DSC) for submission of tenders. DSC is given as a USB e-
Token. After obtaining the Class-Il or Class-lll Digital Signature Certificate (DSC) from
approved Certifying Authority they are required to register the fact of processing the
Digital Signature Certificates through the registration system available in the website. DSC
once mapped to an account cannot be remapped to any other account. It can only be
Inactivated. The e-token that is registered should be used by the bidder and should not be
misused by others.

Downloading of Bid: The bidder can search and download NIT & Tender Documents
electronically from the https://wbtenders.gov.in using the Digital Signature Certificate. This
is the only mode of collection of Tender Documents

Submission of Bid: Bids shall be submitted as under:

1. Tenders are to be submitted online through the website https://wbtenders.gov.in only and no
other mode of submission of bid will be accepted. All the documents uploaded by the Tender
Inviting Authority form an integral part of the contract. Tenderers are required to upload all the
tender documents along with the other documents, as asked for, in the tender, through the above
website within the stipulated date and time as given in the Tender. Tenders are to be submitted in
two folders - one is Technical Proposal and the other is Financial Proposal. The tenderer shall
carefully go through the documents and prepare the required documents and upload the scanned
documents in Portable Document Format (PDF) to the portal in the designated locations of
Technical Bid.

2. The bidder needs to download the Forms / Annexure, fill up the particulars in the designated
Cell and upload the same in the designated location of Technical Bid

3. The documents uploaded shall be virus scanned and digitally signed using the Digital
Signature Certificate (DSC). Tenderers should take note of all the addendum/corrigendum
related to the tender and upload the latest documents as part of the tender

4.Technical Proposal:

The Technical Proposal shall contain scanned copies and/or declarations in the following
standardized formats in three covers (folders).

Folder-1 : NIT& any Corrigendum & Scanned copy of Bank Guarantee (BG) towards Bid
Security as prescribed in NIT along with under takings and also original Bid proposal are
to be submitted in details

in folder-1.

Folder-2: Credentials and documents must be filled & submitted in folder-2

5. Financial Proposal:

The financial proposal should contain the following documents in one cover (folder) named
as Financial Proposal Folder. A pro-forma is enclosed as Annexure-VI for reference;
please do not quote in the pro-forma.

6.Bill of Quantities(BOQ):

The bidder is to quote the Price online through computer in the space marked for quoting
Price in the BOQ for each respective zone

7. At the time of freezing the bid, the eProcurement system will give a successful bid
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updating message after uploading all the bid documents submitted and then a bid
summary will be shown with the bid no, date & time of submission of the bid with all other
relevant details. The documents submitted by the bidders will be digitally signed using the
e-token of the bidder and then submitted.

8. After the bid submission, the bid summary has to be printed and kept as an
acknowledgement as a token of the submission of the bid. The bid summary will act as a
proof of bid submission for a tender floated and will also act as an entry point to participate
in the bid opening event.

9. The bidders are requested to submit the bids through online eProcurement system to
the TIA well before the bid submission end date and time (as per Server System Clock).

ASSISTANCE TO BIDDERS:

» There is no limit on the size of the file uploaded at the server end. However, the
upload is decided on the Memory available at the Client System as well as the
Network bandwidth available at the client side at that point of time. In order to
reduce the file size, bidders are suggested to scan the documents in 75-100 DPI so
that the clarity is maintained and also the size of file also gets reduced. This will
help in quick uploading even at very low bandwidth speeds.

» Successful bid submission from the system means, the bids as uploaded by the
bidder is received and stored in the system. System does not certify for its
correctness.

» The bidder should see that the bid documents submitted should be free from virus
and if the documents could not be opened, due to virus, during tender opening, the
bid is liable to be rejected.

» The time that is displayed from the server clock at the top of the tender Portal, will
be valid for all actions of requesting bid submission, bid opening etc., in the e-
Procurement portal. The Time followed in this portal is as per Indian Standard
Time (IST) which is GMT+5:30. The bidders should adhere to this time during bid
submission.

> Bidders are requested to visit e-procurement portal, The details and relevant links are
available in the Bidders Manual Kit on the right pane of website which is furnished

here:-

SL.NO Particulars Downloads

1. Notice to Bidders for e-Bid Submission Notice to bidders v906.pdf

2. Registration of Bidders Bidder_Registration_Manual_Updated v906.pdf

3. Bidders Manual for Tender Cum Auction Instructions_to Bidders for Tender Cum_Auction 18 06 2021.pdf

4. Uploading of My Documents MyDocument Updated_v906.pdf

5. Online e-Bid Submission Four_cover bid _submission_new v906.pdf
Two _cover_bid submission_new v906.pdf
Single_Cover_bid_submission New v906.pdf
Three Cover Bid Submission New v906.pdf

6. Online Bid Withdrawal bid_withdrawal updated v906.pdf
7. Online Bid Re-submission Bid_Resubmission Updated v906.pdf

8. Clarifications (Tender Status, My Archive...) Enquiry_Updated v906.pdf
9. BOQ Preparation Guidelines ItemRate BOQ Updated v906.pdf
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https://wbtenders.gov.in/nicgep/app?component=%24DirectLink&page=BiddersManualKit&service=direct&session=T&sp=Su6dVJsukNF76E4GKmdNC%2BNCbPiJnv7%2B2a9uzUXDEk%2BufnaTruLVusYH%2B9o4siOiz
https://wbtenders.gov.in/nicgep/app?component=%24DirectLink&page=BiddersManualKit&service=direct&session=T&sp=STZSgR0GKd3V7S1sNnkNkEK22Cb3jwy21OJpGHm0IdfJmvjkuCcGKM7kjNJwn1sz9
https://wbtenders.gov.in/nicgep/app?component=%24DirectLink&page=BiddersManualKit&service=direct&session=T&sp=SZ1R%2FCg3I7izQW3OmM8lnxCGitPWodrERVypLgPHQnpgC0yhl%2F%2BYci5HwiZ1M0Ur5
https://wbtenders.gov.in/nicgep/app?component=%24DirectLink&page=BiddersManualKit&service=direct&session=T&sp=SW7DoEz7T3IARlQDoaE50uEvlSlp49siP34%2FuBNSYauPaLcAtzVJc5BpCrkbE3pDM
https://wbtenders.gov.in/nicgep/app?component=%24DirectLink&page=BiddersManualKit&service=direct&session=T&sp=S2dScIQTNj%2Bij3bwK1MuGASx0gdcqbwriKXQ3YxVUNtFOBs2ZFyRol7ffLNaV6a1p
https://wbtenders.gov.in/nicgep/app?component=%24DirectLink&page=BiddersManualKit&service=direct&session=T&sp=SGvpW1gx9yQCeKyE9LRI67xtYjhiL%2BUZlr9BbL0bqBJrwoMR7Lfam6dYdHW5kRJ5%2B
https://wbtenders.gov.in/nicgep/app?component=%24DirectLink&page=BiddersManualKit&service=direct&session=T&sp=S%2Ft9Rxi2oBMCu5ZYtUo6u0QukjeAthyLyAFtqPrAAQtA%3D
https://wbtenders.gov.in/nicgep/app?component=%24DirectLink&page=BiddersManualKit&service=direct&session=T&sp=SY%2BJhzrioc4HHIJd9yE%2FeeHTM13ZD0zFoVFjmKS6lXSkuc9PsAiFYqNnpygNStf53
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Form1

Letter of Bid — Technical Part

Date of this Bid submission: [insert date (as day, month and year) of Bid submission]
NIT/RFB No.: [insert number of Bidding process]
Title of Procurement/ Contract: [Insert here the title]

To:

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor, Block-DJ, Sector-11,
Bidhannagar, Kolkata-700091

Tel (O) : 033-2359 7445

Website: www.wbsedcl.in, Email: ceit@wbsedcl.in, itcell@wbsedcl.in

1.0 We, the undersigned Bidder, hereby submit our Bid, in two parts, namely:
(@) the Technical Part, and

(b) the Financial Part.

2.0 In submitting our Bid we make the following declarations:
(@) No reservations: We have examined and have no reservations to the bidding document

(b)

©)

(d)

)

(f)

@)

(h)

(ITB5), including addenda issued in accordance with Instructions to Bidders (ITB 7);

Eligibility: We meet the eligibility requirements and have no conflict of interest in
accordance with 1TB 3 and Section 3;

Bid/Proposal-Securing Declaration: We have not been suspended nor declared
ineligible by the Purchaser based on execution of a Bid Securing Declaration by the
Purchaser in accordance with ITB 10.2.2;

Conformity: We offer to supply in conformity with the bidding document and in
accordance with the Delivery Schedules specified in the Schedule of Requirements the all
the Goods and Related Services as per the scope mentioned in Part 2, Section 6.;

Bid Validity Period: Our Bid shall be valid for the period specified in BDS 17.1 (as
amended if applicable) from the date fixed for the deadline for submission of Bids
(specified in BDS 21.1 (as amended if applicable), and it shall remain binding upon us
and may be accepted at any time before the expiration of that period,;

Performance Security: If our Bid is accepted, we commit to obtain a performance
security in accordance with the bidding document;

One Bid per Bidder: We are not submitting any other Bid(s) as an individual Bidder, and
meet the requirements of ITB 4.2;

Suspension: We, along with any of our subcontractors, suppliers, consultants,
manufacturers, or service providers for any part of the contract, are not subject to, and not
controlled by any entity or individual that is subject to, a temporary suspension or a
blacklist as specified in Section 2, Clause 1.3. Further, we are not ineligible under the
Purchaser’s country laws or official regulations or pursuant to a decision of the United


http://www.nbpdcl.co.in/
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(i)

()

(k)

0]

Nations Security Council;

Binding Contract: We understand that this Bid, together with your written acceptance
thereof included in your Letter of Acceptance, shall constitute a binding contract between
us, until a formal contract is prepared and executed,

Not Bound to Accept: We understand that you are not bound to accept the lowest
evaluated cost/price Bid, the Most Advantageous Bid or any other Bid that you may
receive;

Fraud and Corruption: We hereby certify that we have taken steps to ensure that no
person acting for us, or on our behalf, engages in any type of Fraud and Corruption;

(applicable only if the bidder is a Joint Venture as per Section 2 of RFB/ bidding
document) We have bid as a Joint Venture as per Section 2 of RFB/ bidding document)
and in accordance with Clause 1.2 of Section 2 we declare and confirm that all partners
of the joint venture shall be liable jointly and severally for the execution of the contract in
accordance with the contract terms;

(m) We submit appended herewith, as integral part of the Technical Part of our bid, the details/

documents as listed in the table below in the Forms duly filled, as prescribed, along with
supporting documentary evidence as required/ specified. We understand and confirm that
we would be solely responsible for any errors or omissions in our Bid and your decision
in regard to sufficiency and/ or adequacy of the details/ documents comprising our Bid
for determining its completeness shall be final and binding.

_ | This Letter of Bid as per format prescribed in Form 1 given
in Section 4 of RFB/ bidding document

Bidder Information as per the format prescribed in Form 2
given in Section 4 of RFB/ bidding document

Bid Security or Bid Securing Declaration , as may be
specified in ITB 18 Section 3 of RFB/ bidding document,
in the form of specified in ITB . Bid Securing Declaration
in format prescribed in Form 3A given in Section 4 and Bid
Security in the form of Bank Guarantee in format
prescribed in Form 3B given in Section 4 of RFB/ bidding
document.

. [Power of Attorney by Lead Joint Venture Member/ Sole
Bidder authorizing an Individual Designated Representative
for the Joint Venture Bidder/ Sole Bidder as per the format
prescribed in Form 4 given in Section 4 of RFB/ bidding
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document

Declaration of conformance of the Bidder and the Facilities
offered, to the specified eligibility requirement specified in
Section 2 and Section 3, as per the format prescribed in
Form 5 given in Section 4 of RFB/ bidding document

Local Content Certificate for Class | Local Supplier, as
specified in Clause 1.5 of Section 2 of RFB/ bidding
document, Affidavit of Self certification as per the format
prescribed in Form 6 given in Section 4 of RFB/ bidding
document or by certificate (format not specified) of
Statutory Auditor, as may be applicable

Power of Attorney by each member/ partner of the Joint
Venture in favour of Lead member/ partner as per format
prescribed in Form 7 given in Section 4 of RFB/ bidding
document (applicable only for Joint Venture Bidder)

8A

Joint Deed of Undertaking (JDU) signed by each member/
partner of the Joint Venture, as per format prescribed in
Form 8 given in Section 4 of RFB/ bidding document
(applicable only for Joint Venture Bidder)

8B

Joint Venture Agreement entered amongst all the partners/
members of the Joint Venture in their own format but
without violating any of the requirements of the bidding
documents and necessarily including the confirmation as
specified in Clause 1.2 of Section 2 of RFB/ bidding
document (applicable only for Joint Venture Bidder)

Details/ Data and documentary evidence in support of
meeting the Qualification Requirement specified in Section
2 of RFB/ bidding document, as per the format prescribed
in Form 9 given in Section 4 of RFB/ bidding document

10.

The details of all major items of Plant and Installation
Services proposed to be subcontracted in case of award,
indicating name and nationality of the proposed
subcontractor/sub-vendor for each item, as per the format
prescribed in Form 10 given in Section 4 of RFB/ bidding
document.

as per the format prescribed in Form 1 given in Section 4

11.

Form of Undertaking on Compliance of Terms &
Conditions of the RFB/ bidding document including Scope
of Work and other related requirements, as per the format
prescribed in Form 11 given in Section 4 of RFB/ bidding

document, subject to SI No. 12 below of this table
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12 |Statement of Deviation from the requirements specified in
the RFB/ bidding documents including Conditions of
Contract, Employer’s Requirement/ Specification and
Drawings etc, including, inter alia, the cost of withdrawal
thereof, as per the format prescribed in Form 12 given in
Section 4 of RFB/ bidding document

13 |Work Completion Schedule, as per the format prescribed
in Form 13 given in Section 4 of RFB/ bidding document
14 |Guarantee Declaration, as per the format prescribed in
Form 14 given in Section 4 of RFB/ bidding document

15 |Information regarding ex-employees of Employer in our
firm, as per the format prescribed in Form 15 given in
Section 4 of RFB/ bidding document

16 |Filled up information regarding Price Adjustment Data,
as per the format prescribed in Form 16 given in Section
4 of RFB/ bidding document

17 | Option for Interest bearing Initial Advance payment and
Information for E-payment, PF details and declaration
regarding Micro/Small & Medium Enterprises, as per the
format prescribed in Form 17 given in Section 4 of RFB/
bidding document

18 | Declaration for tax exemptions, reductions, allowances or
benefits, as per the format prescribed in Form 18 given in
Section 4 of RFB/ bidding document

19 Bank Guarantee verification checklist, as per the format
prescribed in Form 19 given in Section 4 of RFB/ bidding
document

20 | Additional Information, if any, as per the format
prescribed in Form 20 given in Section 4 of RFB/ bidding
document

21 |Integrity Pact, duly signed on each page by the person
signing the bid, as per the format prescribed in Form 21
given in Section 4 of RFB/ bidding document

22  |Form 23 & Form 24 are to be agreed & signed by successful
bidder

23 [Form 25 is to be submitted for each OEM as mentioned in the
submitted technical bid by the bidder.

(n) We are also submitting herewith the Financial Part of our Bid, online separately, as per
the prescribed Forms given in Section 4 of RFB/ bidding document, complete in all
respects in electronic form only, as per the requirements of RFB/ bidding document. We
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(0)

confirm that the same does not contain any deviation, reservation or omission, failing
which it is liable to be rejected.

Contact Person

Details of the contact person representing us supported by the Power of Attorney, as
prescribed, are furnished as under:

NaME: L
DeSIgNAtION: ... .t
COMPANY: e
AAIESS: ..
MobIle: ..
PRONE: ..

Dated the ................ [Insert date of the month] day of.................... [Insert month, year]

................... [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

*fFor ajoint venture, either all members shall sign or only the authorized signatory as
per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}
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Form 2

(Appendix to Technical Part of the Bid)

Format for Bidder Information Sheet

[The Bidder shall fill in this Form in accordance with the instructions indicated below. No
alterations to its format shall be permitted and no substitutions shall be accepted.]

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page of pages

1. Bidder’s Legal Name

2. Legal Status of the Bidder

3. Bidder’s Country of Registration:

4. Bidder’s Year of Registration:

5. Bidder’s Legal Address in Country of Registration:

6. Bidder’s Authorized Representative Information
Name:
Address:
Telephone/Fax numbers:
Email Address:

7. Attached are copies of original documents of [check the box(es) of the attached original
documents]

o Self certified copy of the document to establish legal status of the firm viz. Certificate
of Incorporation issued under the Companies Act / The Limited Liability Partnership
Act / Partnership deed etc. as applicable;

Self certified copy of PAN

Self certified copy of GST Registration;

Self certified copy in support of MSME, if applicable

Organizational chart including a list of Board of Directors/ Key Management
Personnels..

O O O O
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Note : In case of JV/ Consortium, the afore details/ documents are to be furnished for each of
the JV/ Consortium Members

Dated the ................ [Insert date of the month] day of.................... [Insert month, year]
Al [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

*fFor a joint venture, either all members shall sign or only the authorized signatory as
per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}
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Form 3A

(Appendix to Technical Part of the Bid)

Format of Bid Securing Declaration
(if applicable)

BID SECURING DECLARATION

Whereas, I/We (name of Bidder) -----------------=--=----—- have submitted Bid in response to Request
For Bid (RFB) NO: -----=-=--===-=-=mmmmemee-
dated : ------=-meommememeeneenees

I/We hereby submit following declaration in lieu of Bid Security/ Earnest Money Deposit:

1. If after the opening of Proposal, I/We withdraw and/or modify my/our Proposal during its
period of validity (including extended validity) as specified in the RFB document,

Or

2. If, after the issue of Notification of Award of the Contract, I/We fail to sign the Contract,
or to submit Contract Performance Guarantee before the deadline specified in the RFB
document,

Or

3. If, in case of I/ we fail to ensure that the Contract becomes Effective as specified in the
RFB document.

I/we shall be suspended from and shall not be eligible to participate for a period of [... to be
filled in by the Utility as per ITB 18.8....] year from date of issue of the suspension order,
inthe bidding against any of the Notice Inviting Tenders/ Invitation For Bids/ Request for
Proposal/ Bid etc. issued by WBSEDCL during that period.

Datedthe ................ [Insert date of the month] day of ...................... [Insert month, year]
Al [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory}
Title: {insert title/position of authorized Bid Signatory}
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}
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*fFor a joint venture, either all members shall sign or only the authorized signatory as
per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}



Part 1 - Bidding Procedures and Requirements 76

Form 3B
(Appendix to Technical Part of the Bid)

Format of Bank Guarantee for Bid Security

{To be on non-judicial stamp paper of Rupees One Hundred Only (INR 100/-) or appropriate value
as per Stamp Act relevant to place of execution, duly signed on each page.}

Reference No. ................ Bank Guarantee No. ................ Dated:

Chief Engineer, IT
WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-II,
Bidhannagar, Kolkata-700091

Dear Sir/ Madam,

WHEREAS. ..., [Insert name of the Sole Bidder] /[ insert name of the Lead
Joint Venture Member followed by the words “representing Joint Venture of [ insert names of all
the members of Joint Venture]”’] with address ................ [Insert address of Sole Bidder /Lead
Joint Venture Member] having its registered office at ................ [Insert address of the Sole
Bidder /Lead Joint Venture Member] (Hereinafter, the “Bidder”) wishes to participate in Tender No.
[Tender Details] (the “RFB”) issued by WBSEDCL for [Contract title].

And WHEREAS a Bank Guarantee for [Amount] valid till [Date] is required to be submitted by
the Bidder along with the RFB.

We, .o, [Insert name of the Bank and address of the Branch giving the Bank Guarantee]
having our registered office at..................... [Insert address of the registered office of the Bank]
hereby give this Bank Guarantee No. ..................... [Insert Bank Guarantee number] dated

................ [Insert the date of the Bank Guarantee], and hereby agree unequivocally and
unconditionally to pay immediately on demand in writing from the Utility any officer authorized
by it in this behalf any amount not exceeding [Amount] to the said Utility on behalf of the
Bidder.

We .o, [Insert name of the Bank] also agree that withdrawal of the Bid or part thereof by
the Bidder within its validity or not signing the Contract Agreement or non-submission of
Performance Security by the Bidder within the stipulated time of the Letter of Award to the Bidder
or any violation to the relevant terms stipulated in the RFB would constitute a default on the part of
the Bidder and that this Bank Guarantee is liable to be invoked and encashed within its validity
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by the Utility in case of any occurrence of a default on the part of the Bidder and that the
amount is liable to be forfeited by the Utility.

This Guarantee shall be valid and binding on this Bank up to and inclusive of ................
[Insert the date of validity of the Bank] and shall not be terminable by notice or by Guarantor
for the reason of change in the constitution of the Bank or the firm of the Bidder or by any
reason whatsoever and our liability hereunder shall not be impaired or discharged by any
extension of time or variations or alternations made, given, conceded with or without our
knowledge or consent by or between the Bidder and the Utility.

NOTWITHSTANDING anything contained hereinbefore, our liability under this guarantee is
restricted to [Amount]. Our Guarantee shall remain in force till [Date]. Unless demands or
claims under this Bank Guarantee are made to us in writing on or before [Date], all rights of
the Beneficiary under this Bank Guarantee shall be forfeited, and we shall be released and
discharged from all liabilities there under.

[Insert the address of the Bank with [Insert signature of the Bank’s Authorized
complete postal branch code, telephone Signatory]

and fax numbers, and official round seal
of the Bank]

Attested

.................................. [Signature]
(Notary Public)

Place: ..o, Date: .ot

INSTRUCTIONS FOR SUBMITTING BANK GUARANTEE

1. Bank Guarantee to be executed on non-judicial stamp paper of appropriate value as per Stamp Act
relevant to place of execution.

2. The Bank Guarantee by Bidder shall be given from any Scheduled Commercial Bank.

3.The full address along with the Telex/Fax No. and e-mail address of the issuing bank to be
mentioned.
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Form4

(Appendix to Technical Part of the Bid)

Format of Power of Attorney of designated Bid Signatory by sole bidder/ lead
joint venture member

[To be on non-judicial stamp paper of Rupees One Hundred Only (INR 100/-) or appropriate
value as per Stamp Act relevant to place of execution.]

Know all men by these PreSents, WEe .........covceieieninenieseseseeeee e [Insert name
and address of the registered office of the Lead Consortium Member of the Bidding
Consortium/ Sole Bidder] do hereby constitute, appoint, nominate and authorize Mr./Ms.
......................................................... [Insert name and residential address], who
is presently employed with us and holding the position of ............cccccocveiiiiei i, as
our true and lawful attorney, to do in our name and on our behalf, all such acts, deeds and
things necessary in connection with or incidental to submission of our Bid in response to
RFB/ Tender No. [RFB/ Tender Details] for [Contract title] (the “Project”) issued by
WBSEDCL, including signing and submission of the Bid and all other documents related to
the Bid, including but not limited to undertakings, letters, certificates, acceptances,
clarifications, guarantees or any other document which Utility may require us to submit.
The aforesaid attorney is further authorized for making representations to Utility, and
providing information / responses to Utility, representing us in all matters before Utility,and
generally dealing with Utility in all matters in connection with our Bid till the completion of
the bidding process as per the terms of the RFB.

We hereby agree to ratify all acts, deeds and things done by our said attorney pursuant to this
Power of Attorney and that all acts, deeds and things done by our aforesaid attorney shall be
binding on us and shall always be deemed to have been done by us.

All the terms used herein but not defined shall have the meaning ascribed to such terms under
the RFB.

Signed by the within named ..........cccoocviiiiiiiin, [Insert the name of the executant
company] through the hand of Mr./ MIrS.........ccociiiiiiie, duly
authorized by the Board/ Owner to issue such Power of Attorney dated this
............................ day of .........

Accepted
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.................................... (Signature of Attorney)
[Insert Name, designation and address of the Attorney]

Attested

(Signature of the executant)
(Name, designation and address of the executant)

Signature and stamp of Notary of the place of execution
Common seal of .........cccccvevieennne has been affixed in my/our presence pursuant to Board
of Director’s Resolution dated..../ Owner

Lo WITNESS L. oo (Signature)

Designation......ccceeevviiiniiinniinnnnnn.
2. WITNESS 2. ..o (Signature)

Notes:

a. The mode of execution of the power of attorney should be in accordance with the
procedure, if any, laid down by the applicable law and the charter documents of the
executant(s).

b. In the event, power of attorney has been executed outside India, the same needs to be
duly notarized by a notary public of the jurisdiction where it is executed.

c. Also, wherever required, the executant(s) should submit for verification the extract of
the charter documents and documents such as a Board resolution / power of attorney, in
favor of the person executing this power of attorney for delegation of power hereunder
on behalf of the executant(s).
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Form5

(Appendix to Technical Part of the Bid)

Format of Declaration of conformance of the Bidder and the Facilities offered, to
the specified eligibility requirement

NIT/RFB No.: [insert details]
Contract Title: [insert details]
To:

Chief Engineer, IT
WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-Il,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:
{In case of JV bidder, mention name
and address of all the Joint Venture members}

We hereby certify that Plant and Installation Services offered to be supplied by us fully
complywith all the eligibility and other requirements specified in Section 2 and Section 3 of
RFB/ bidding documents.

We hereby certify that our firm is legally established in India and we fully comply with the
eligibility and other requirements specified in Section 2 and Section 3 of RFB/ bidding
documents,

Datedthe ................ [Insert date of the month] day of ...................... [Insert month, year]
Al [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory}
Title: {insert title/position of authorized Bid Signatory}
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

*fFor a joint venture, either all members shall sign or only the authorized signatory as
per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}
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Form 6

(Appendix to Technical Part of the Bid)

Format for Affidavit of Self certification regarding Local Content in line with
PPP-MII order and #MoP Order/DoT order

[if applicable, to be provided on a non-judicial stamp paper of Rs. 100/- ]

NIT/RFB No.: [insert details]
Contract Title: [insert details]

To:

Chief Engineer, IT
WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-I1,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:

{In case of JV bidder, mention name
and address of all the Joint Venture members}

I We Slo, D/o, W/o, Resident
of , on behalf of the
firm(s) named above, hereby solemnly affirm and declare as under:

That we will agree to abide by the terms and conditions of the Public Procurement Order,
2017 of Government of India issued vide Notification No:P-45021/2/2017 -BE-Il dated
15/06/2017, its revision dated 04/06/2020 (hereinafter PPP-MI1 order),

That the information furnished hereinafter is correct to the best of my knowledge and belief
and I undertake to produce relevant records before the procuring entity/POWERGRID or any
other Government authority for the purpose of assessing the local content of plant/
goods/material/ services/works supplied by me for ... [insert
the reference of RFB and Contract title].
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That the local content for all inputs which constitute the said plant/ goods/material/
services/works has been verified by me and | am responsible for the correctness of the claims
made therein.

That the ‘Local Content ‘as defined in the PPP-MII order and #MoP order /DoT order
in the plant/goods/material/  services/works  supplied by me  for
........................................... (contract title) is ......... percent (%).

That in the event of the local content of the plant/goods/material/ services/works mentioned
herein is found to be incorrect and not meeting the prescribed Local Content criteria, based on
the assessment of procuring agency (ies)/ WBSEDCL /Government Authorities for the
purpose of assessing the local content, action shall be taken against me in line with the PPP-
MII order, MoP order and provisions of the Integrity pact/ Bidding Documents.

| agree to maintain the following information in the Company's record for a period of 8 years
and shall make this available for verification to any statutory authority.

i Name and details of the Local Supplier
(Registered Office, Manufacturing unit location, nature of legal entity)

ii.  Date on which this certificate is issued
iii.  Plant/goods/services/works for which the certificate is produced

iv.  Procuring entity to whom the certificate is furnished

v.  Percentage of local content claimed and whether it meets the Local Content prescribed
for ¢Class —I local supplier’/‘Class-11 Local supplier (choose as applicable)

vi. Name and contact details of the unit of the Local Supplier (s)
vii. Sale Price of the product

viii Ex-Factory Price of the product

iX. Freight, insurance and handling

X. Total Bill of Material
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xi  List and total cost value of input used to manufacture the Goods/to provide services/in
construction of works

xii. List and total cost of input which are domestically sourced. Value addition certificates
from suppliers if the input is not in-house to be attached

xiii. List and cost of inputs which are imported, directly or indirectly

Dated the ................ [Insert date of the month] day of.................... [Insert month, year]
) SRR [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

“fFor a joint venture, or only the authorized signatory as per ITB 19.4, in either case
the power of attorney of the authorized bid signatory (signatories) must be attached}

# choose as applicable while preparing bidding documents
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Form 7

(Appendix to Technical Part of the Bid)

Format of Power of Attorney by Each Member/ Partner of The Joint Venture in
favor of Lead Member/ Partner

KNOW ALL MEN BY THESE PRESENTS THAT WE , the Partners whose details are

QIVEN NEFEUNCET ...eeivie e have formed a Joint
Venture under the laws of ..o and having our Registered
Office(s)/Head Office(s) at .....cccocvieviviveviieii e, (hereinafter called the ‘Joint

Venture' which expression shall unless repugnant to the context or meaning thereof, include
its successors,  administrators and assigns) acting through M/s
................................................................................. being the Partner in-charge, do hereby

constitute, nominate and appoint M/S..........ccccovvevveieiicseece e a Company incorporated
under the laws of ..........cccccoeee. . and having its Registered/Head
Officeat........cocvvvevvieiree e, asour duIy constltuted Iawful Attorney (hereinafter called

"Attorney"” or "Authorized Representative™ or "Partner In-charge" or “Lead Partner “or “Lead
Member” or “Leader”) to exercise all or any of the powers for and on behalf of the Joint
Venture in regard to Request for Bids (RFB)/ Request for Proposals (RFP)
N\ [o JER the bids for which have been invited by

The Chief Engineer, IT, WBSEDCL, Vidyut Bhawan, 3" Floor, Block-DJ,

Sector-11, Bidhannagar, Kolkata-700091 (hereinafter called the 'Employer") to undertake the
following acts :

i) To submit proposal/ Bid and participate in the aforesaid Bidding, against the RFB/
RFP issued of the Employer, on behalf of the "Joint Venture".

i) To negotiate with the Employer the terms and conditions for award of the Contract
pursuant to the aforesaid Bid and to sign the Contract with the Employer for and on
behalf of the "Joint Venture".

iii) To do any other act or submit any document related to the above.

iv) To receive, accept and execute the Contract for and on behalf of the "Joint Venture".
It is clearly understood that the Partner In-charge (Lead Partner/ Lead Member) shall
ensure performance of the Contract(s) and if one or more Partner fail to perform their
respective portions of the Contract(s), the same shall be deemed to be a default by all

the Partners.

It is expressly understood that this Power of Attorney shall remain valid binding and
irrevocable till completion of the Defect Liability Period in terms of the Contract.
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The Joint Venture hereby agrees and undertakes to ratify and confirm all and
whatsoever the said Attorney/Authorized Representatives/Partner in-charge/ Lead
Partner/ Lead Member quotes in the bid, negotiates and signs the Contract with the
Employer and/or proposes to act or acts on behalf of the Joint Venture by virtue of this
Power of Attorney and the same shall bind the Joint Venture as if done by itself.

IN WITNESS THEREOF the Partners Constituting the Joint Venture as aforesaid have
executed these presents on this ........... day of..ccoovviiiieie under the Common
Seal(s) of their respective Companies.

for and on behalf of the
Partners of Joint Venture

The Common Seal of the above Partners of the Joint VVenture:

The Common Seal has been affixed there unto in the presence of:

WITNESS

1. SIgNature.....cccoooiiiiiiiee e

Designation ..........cceeeeeieeieeiecieeie e e

OCCUPALION ..o e e,

Designation .........ccceecveveeeeevieeieieeiee e

OCCUPALION ..o

Note:
1.

For the purpose of executing the power of attorney , the non-judicial stamp papers of
appropriate value shall be purchased in the name of Joint Venture.
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2. The power of attorney shall be signed on all the pages by the authorized representatives
of each of the partners and should invariably be witnessed and notarized.
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Form 8

(Appendix to Technical Part of the Bid)

Format of Joint Deed of Undertaking by the Joint Venture Partners/ Members

THIS JOINT DEED OF UNDERTAKING executed on this.......... day of... .......... Two
Thousand  and...............BDY ..o a company
incorporated under thelaws of ..................... and having its Registered Office at
........................ (hereinafter called the "Party No.1" which expression shall include its
successors, executors and permitted assigns) and Ms............... a company incorporated
underthe laws of .......................... and having its  Registered  Office at

....................... (hereinafter called the "Party No.2" which expression shall include its
successors, executors and permitted assigns ). and M/s.. .. .. ... .. .... ... .. .. .... .. a Company
incorporated under the laws of .................... and having  its Registered Office at
................ (hereinafter called the "Party No.3" which expression shall include its successors,
executors and permitted assigns) for the purpose of making a bid and entering into a contract
[hereinafter called the "Contract” {in case of award)] against the Request For Bids (RFB)/
Request for Proposal (RFP) NO..................... for ...... (insert the project name)
............... of Chief Engineer, IT, WBSEDCL a Company incorporated under the
Companies Act of 1956 having its registered office at

Vidyut Bhawan, 3rd Floor, Block-DJ, Sector-11, Bidhannagar, Kolkata-700091.

WHEREAS the Party No.1,Party No.2 and Party No.3 have entered into an Agreement

AND WHEREAS the Employer invited bids as per the above mentioned Package for the
design, supply and installation of the Plant as stipulated in the Bidding Documents for ......
(insert name of the project) ...............

AND WHEREAS as per Section 2/ Section 3 of the Bidding Documents, inter-alia stipulates
that a Joint Venture, as specified therein, may bid, provided, the Joint Venture and the partners/
members in/ of the Joint Ventures fulfill all the specified requirements of the Bidding
Documents and that , in such a case, the Bid shall be signed by all the partners so as to legally
bind all the Partners of the Joint Venture, who will be jointly and severally liable to perform
the Contract and all obligations hereunder.

AND WHEREAS the bid is being submitted to the Employer vide proposal
NO.civiieiiie, dated.............. by Party No.1 based on this Undertaking between all the
parties; under these presents and the bid in accordance with the requirements of Section 2/
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Section 3 of the Bidding Documents, has been signed in accordance with the provisions
contained therein.

NOW THIS UNDERTAKING WITNESSETH AS UNDER:

In consideration of the above premises and agreements all the parties of this Deed of
Undertaking do hereby declare and undertake:

1.

In requirement of the award of the Contract by the Employer to the Joint Venture
Partners, we, the Parties do hereby undertake that M/s......... the Party No.1, shall act
as Lead Partner/ Lead Member/ Authorized Representative/ Partner-in- Charge of the
Joint Venture, and further declare and confirm that we the parties to the Joint Venture
shall jointly and severally be bound unto the Employer for the successful performance
of the Contract and shall be fully responsible for the design, supply and installation of
the Plant and for successful performance of the Contract in the event of award and
performance of equipment in accordance with the Contract:

In case of any breach or default of the said Contract by any of the parties to the Joint
Venture, the party(s) do hereby undertake to be fully responsible for the successful
performance of the Contract and to carry out all the obligations and responsibilities
under the Contract in accordance with the requirements of the Contract.

Further, if the Employer suffers any loss or damage on account of any breach in the
Contract or any shortfall in the performance of the equipment in meeting the
performances guaranteed as per the specification in terms of the Contract, the Party(s)
of these presents undertake to promptly make good such loss or damages caused to the
Employer, on its demand without any demur. It shall not be necessary or obligatory for
the Employer to proceed against Lead Partner to these presents before proceeding
against or dealing with the other Party(ies), the Employer can proceed against any of
the parties who shall be jointly and severally liable for the performance and all other
liabilities/obligations under the Contract to the Employer.

The financial liability of the Parties of this Deed of Undertaking to the Employer, with
respect to any of the claims arising out of the performance or non-performance of the
obligations set forth in this Deed of Undertaking, read in conjunction with the relevant
conditions of the Contract shall, however, not be limited in any way so as to restrict or
limit the liabilities or obligations of any of the Parties of this Deed of Undertaking.

It is expressly understood and agreed between the Parties to this Undertaking that the
responsibilities and obligations of each of the Parties shall be as delineated in
Appendix — | (to be suitably appended by the Parties along with this Undertaking in
its bid) to this Deed of Undertaking. It is further undertaken by the parties that the above
sharing of responsibilities and obligations shall not in any way be a limitation of joint
and several responsibilities of the Parties under the Contract.
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It is also understood that this Undertaking is provided for the purposes of undertaking
joint and several liabilities of the partners to the Joint Venture for submission of the bid
and performance of the Contract and that this Undertaking shall not be deemed to give
rise to any additional liabilities or obligations, in any manner or any law, on any of the
Parties to this Undertaking or on the Joint Venture, other than the express provisions
of the Contract.

This Undertaking shall be construed and interpreted in accordance with the provisions
of the Contract.

In case of an award of a Contract, we the parties to this Deed of Undertaking do hereby
agree that we shall be jointly and severally responsible for furnishing a Contract
performance security from a bank in favor of the Employer in the currency/currencies
of the Contract.

It is further agreed that this Deed of Undertaking shall be irrevocable and shall form an
integral part of the bid and shall continue to be enforceable till the Employer discharges
the same or upon the completion of the Contract in accordance with its provisions,
whichever is earlier. It shall be effective from the date first mentioned above for all
purposes and intents.

IN WITNESS WHEREOF, the Parties to this Deed of Undertaking have through their
authorized representatives executed these presents and affixed Common Seals of their
companies, on the day, month and year first mentioned above.

Common Seal of ...............ccooeiini. For Lead Partner (Party No.-1)
has been affixed in my/ our For and on behalf of M/s
presence pursuantto Boardof

Director’s Resolution dated ................

Name ...,
Designation ......................
(Signature of the authorized
Signature ..o, representative)
WITNESS :

Common Sealof ............................ For Party No.-2
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has been affixed in my/ our For and on behalf of
presence pursuant to Board of M/S.iiiiiiiiiiiii
Director’s Resolution dated ................

Name ........ccooeeviiiiniinin.n. (Signature of the authorized
representative)

Designation ......................

Signature ............cooeiiin

WITNESS :

L

PPN

Common Seal of ............................ For Party No.-3

has been affixed in my/ our For and on behalf of M/s.

presence pursuant to Boardof Ll
Director’s Resolution dated ................

Name ...,
Designation ......................
(Signature of the authorized

Signature ..o, representative)

WITNESS :

L

PPN
Note
1. For the purpose of executing the Joint Deed of Undertaking, the non-judicial stamp

papers of appropriate value shall be purchased in the name of Joint Venture.

2. The Undertaking shall be signed on all the pages by the authorised representatives of
each of the partners and should invariably be witnessed.

3. Appendix 1 must be enclosed
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(Appendix to Technical Part of the Bid)
Joint Venture Agreement

(no specified format, bidders to use own format)
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Form 9
(Appendix to Technical Part of the Bid)

Format for Details/ Data and Documentary Evidence in support of meeting the
Qualification Requirement

Notes on Form of Qualification Information

The information is to be filled in by individual bidders. The following pages will be used for purposes
of post-qualification as provided for in Section2 / Section 3 of RFB/ bidding documents. This
information will not be incorporated in the Contract. Attach additional pages as necessary.

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page of pages

(Qualifying Requirement Data)

To:

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-Il,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:
{In case of JV bidder, mention name
and address of all the Joint Venture members}

Dear Ladies and/or Gentlemen,
In support of the Qualification Requirements (QR) for bidders, stipulated in Section-2 of the
bidding documents, we furnish herewith our QR data/details/documents etc., along with other

information, as follows (The QR stipulations have been reproduced in italics for ready
reference, however, in case of any discrepancy the QR as given in Section-2 shall prevail).

* We have submitted bid as individual firm.

* We have submitted bid as joint venture of following firms:

) s

(* Strike-off whichever is not applicable)
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[For details regarding Qualification Requirements of a Joint Venture, please refer para 4.0

below.]

We are furnishing the following details/document in support of Qualifying requirement for the

subject project.

l. Attached copies of original documents defining:

a) The constitution or legal status;
b) The principal place of business;
C) The place of incorporation (for bidders who are corporations); or the place of

registration and the nationality of the Owners (for applicants who are
partnerships or individually-owned firms).

Il Attached original & copies of the following documents.

a) Written power of attorney of the signatory of the Bid to commit the bidder.
b)** Joint Venture Agreement
[** To be submitted only in case of Joint Ventures. Strike off in case of individual
firms.]
I11. Technical Experience QR Data/ Details/ Document
Format A: Format for the Bidder (Single Firm / Partner(s) in case of Joint Venture) for
technical experience in compliance to para 2.1 of Section-2 [In case of Joint
Venture bidder, the QR data of each of the partner (in support of meeting the
requirement of para 2.1.2 of Section-2)] is also to furnished, as applicable,
using this format. The bidder (Single Firm / Partner(s) in case of Joint
Venture) who is willing to qualify in compliance to para 2.1 of Section-2 shall

fill below format for two or all three contracts.
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Al. | Name of Bidder/Lead Partner of JV/other partner(s) of
JV

A2. | Name of Contract (executed during the last 10 years up to
31.03.2023):

A3. | Contract Reference No. & Date of Award

A4 | Name and Address of the Employer/Utility
by whom the Contract was awarded

e-mail ID

Telephone No.
Fax No.

A5(i) | Name of completed work of project execution in

Eligible Projects in any Indian/Global

(electricity) during the last ten (10) financial

years:

(i) | Cost of the project
(i) | 9% of cost w.r.t. estimated cost of this bid (in %)

A6(i) | Date of successful execution of the Contract/Date of -
commissioning —
-
AT7. | Capacity in which the Contract was undertaken (Check Prime Contractor
One) Partner of JV

Subcontractor
(Tick whichever is
applicable)

A8. | Details/documentary evidence submitted in support of

stated experience/Contract

(Documentary evidence, such as copies of contract agreement, letter of award, purchase

order, work order, utility certificates, Completion Certificate, Go-Live Certificates in support
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of the details presented above etc., in support of its experience shall be attached with the

filled-up format for each experience/Contract)
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IV. Financial/ Commercial QE Data/ Details/ Documents

Format B: Format for the Bidder (Single Firm / Partner(s) in case of Joint Venture) for
financial/ commercial experience in compliance to para 2.2. of Section-2 [In
case of Joint Venture bidder, the QR data of each of the partner(in support
of meeting the requirement of para 2.2.4 of Section-2] is also to furnished, as

applicable, using this format.

Al. | Name of Bidder/Lead Partner of JV/other partner(s) of

Vv
A2. | Net-worth in last three years
1. Financial Year 2020-21 ' RS ------ lakhs
2. Financial Year 2021-22 : RS ------ lakhs
3. Financial Year 2022-23 : RS ------ lakhs

A3. | Details/documentary evidence submitted in support of

stated details

V. We understand that:



Part 1 - Bidding Procedures and Requirements 97

i. . Sub contractors’ experience and resources shall not be taken into account in

determining the bidder’s compliance with qualifying criteria.

One of the partners shall be nominated as lead partner, and the lead partner shall be
authorized to incur liabilities and receive instruction for and on behalf of any and all
partners of the joint venture and the entire execution of the contract including receipt
of payment shall be done exclusively through the lead partner. This authorization shall
be evidenced by submitting a power of attorney signed by legally authorized

signatories of all the partners as per specified format.

All partner of the joint venture shall be liable jointly and severally for the execution of
the contract in accordance with the contract terms and a copy of the agreement entered
into by the joint venture partners having such a provision shall be submitted with the
bid.

V1. We have furnished the following documents/details with Technical Part of our Bid:

2.1 A certificate from banker (as per format) indicating various fund based/non fund based

limits sanctioned to the bidder and the extent of utilization as on date. Such certificate
should have been issued not earlier than three months prior to the date of bid opening.

Wherever necessary Employer may make queries with the Bidders’ bankers.

2.2 The complete annual reports together with Audited statement of accounts of the

company for last five years of its own (separate) immediately preceding the date of

submission of bid.

Note:

(@ In the event the bidder is not able to furnish the information of its own (i.e.
separate), being a subsidiary company and its accounts are being consolidated with its
group/holding/parent company, the bidder should submit the audited balance sheets,
income statements, other information pertaining to it only (not of its

group/Holding/Parent Company) duly certified by any one of the authority [(i)
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Statutory Auditor of the bidder /(ii) Company Secretary of the bidder or (iii) A certified
Public Accountant] certifying that such information/documents are based on the
audited accounts as the case may be.

(b) Similarly, if the bidder happens to be a Group/Holding/Parent Company, the bidder
should submit the above documents/information of its own (i.e. exclusive of its
subsidiaries) duly certified by any one of the authorities mentioned in Note — 2.3 above
certifying that these information/ documents are based on the audited accounts, as the
case may be.

Datedthe ................ [Insert date of the month] day of ...................... [Insert month, year]
Al [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

“fFor ajoint venture, either all members shall sign or only the authorised signatory as
per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}
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To,

Form 10

(Appendix to Technical Part of the Bid)

Format of Bought-out & Sub-contracted Items

Chief Engineer, IT
WBSEDCL
Vidyut Bhawan, 3" Floor,

Block-DJ, Sector-I1,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:
{In case of JV bidder, mention name
and address of all the Joint Venture members}

Dear Sir/ Madam,

Page

NIT/RFB No.: [insert details]

Contract Title: [insert details]

pages

1.0 We hereby furnish the details of major items/ sub-assemblies, we propose to buy from our proposed sub-

vendors/ subcontractors for the purpose of supply of Plant and Installation Services under the subject

Project:

Sl.

No.

Item Description

Quantity proposed to
be bought-out/sub-

contracted

Details of the proposed sub-

contractor/sub-vendor

Name

Nationality

o 9 K W M

2.0 We hereby declare that, in the event of award of Contract on us, we would not subcontract any

portion of Installation Services under Part 11 of the Contract (Supply of Installation Services) and
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any major item other than those mentioned above under Part | of the Contract (Supply of Plant)
without the prior approval of Employer as per the provisions of the Contract. We understand that

for subcontract related to hiring of labour, prior approval of the Employer is not required.
3.0 We hereby declare that total local content that will be sourced in the bid is more than 50% of the total

content required under the project.

Dated the ................ [Insert date of the month] day of.................... [Insert month, year]
Al [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

“fFor a joint venture, either all members shall sign or only the authorised signatory as
per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}
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Form 11

(Appendix to Technical Part of the Bid)

Format of Undertaking on Compliance of Terms & Conditions of the Bidding
Documents including Scope of Work and other related requirements

UNDERTAKING ON COMPLIANCE OF RFB TERMS & CONDITIONS AND OTHER
REQUIREMENTS

(To be submitted on X100 Stamp paper issued in the State where Bidder’s office is
located, duly signed by the authorized signatory)

I/We hereby undertake that 1/We have examined/ perused, studied and understood the Request
For Bid (RFB) Document in respect of RFB no dated

and any corrigendum/ addendum/ clarification etc. thereto completely and have
submitted my/our Proposal/ Bid in pursuance to the said RFB document for [insert Contract
Title].

I/We hereby undertake that 1/We understand that the scope of Services and other related
requirement under and in pursuance of this RFB are indicative only and not exhaustive in
any manner. I/We understand that the scope of Services may undergo changes as per emerging
requirements of WBSEDCL as specified in the RFB document.

I/We hereby undertake that we shall comply with the scope of Services and other related
requirements and the terms and conditions specified in the RFB document completely and
except as mentioned in the Form 12 (Alternative, Deviations and Exceptions to the
Provisions) hereof, we have no deviations and/or submissions and/or clarifications,
whatsoever of any manner and/or sort and/or kind in this regard.

I/We hereby undertake to provide any further clarifications, details, documents etc. as may be
required without changing the substance of our Proposal.

I/'We understand that the WBSEDCL reserves the right to float a separate RequestFor Bid/
Notice Inviting Tender/ Invitation for Bids for the scope of Work and related requirements
as covered under this RFB, irrespective of the outcome of this RFB, and I/We hereby
undertake that we have no objection for the same. 1/We understand that in such a case, I/We
shall bid separately in response to such Request For Bid/ Notice Inviting Tender/ Invitation
for Bids, and in no case our bid/ Proposal in response to this RFB shall be deemedas a
Proposal/ Bid in response to such Request For Bid/ Notice Inviting Tender/ Invitation for
Bids.

I/We hereby undertake to provide the Plant and Installation Services and undertake to be the
single point of contact for WBSEDCL for complete Scope of Work and related
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requirements as per the terms and conditions and as specified in this RFB document.

I/We hereby undertake that except as mentioned in the Form 12 (Alternative, Deviations and
Exceptions to the Provisions) hereof, my/our bid is/ deemed to be as per the RFB document
and is accordingly submitted to the WBSEDCL. In case of a failure to comply and/or
variation WBSEDCL has the sole discretion not to consider or disqualify my/our Proposal/
bid for the aforementioned RFB and I/We shall be not have any claim of anysort/kind/form on
the same.

I/We agree to be bound by our Proposal for the period of validity as specified in and required
as per Section 3 of RFB document and it shall remain binding upon us and may be accepted at
any time before the expiration of that validity period as may be extended by us.

I/We hereby attach the duly signed and stamped RFB document as an unconditional
acceptance and compliance of RFB specifications and terms & conditions as part of the
Technical Part of our Bid without any deviations and/or submissions and/or clarifications of
any manner and/or sort and/or kind in this regard, except as indicated in Form 12 (Alternative,
Deviations and Exceptions to the Provisions) hereof-from-my/eurside-

I/We understand that mentioning of any pre-requisites, presumptions, assumptions,
hiding/ twisting/ deletion/ reduction/ manipulation/ disguising of Scope of Works and/or
application features and/or infrastructure and/or project deliverables etc. in any form
and/or by any means and/or under any head shall not be constituted as a part of the Bid/
Proposal and in case of award of the Contract the same shall not be claimed by me/us
while award and/or subsequently providing of Plant and Installation Services/ execution
of work. The decision of WBSEDCL on such issues shall be binding on me/us and the
same shall not be arbitrated upon by me/us.

I/We hereby undertake that we abide by all the terms and conditions mentioned in the
RFB document along with amendment/corrigendum/ clarification, if any, as confirmed
herein

We also confirm that in case any discrepancies/ inconsistencies and deviations/ omissions/
reservations, except as indicated in Form 12 (Alternative, Deviations and Exceptions to the
Provisions) hereof, is observed in the online Price Part of our Bid, the same shall be deemed
as withdrawn/rectified without any financial implication, whatsoever to WBSEDCL.

I/We understand that at any stage during the tenure of the Contract if it is found that any
statement or document submitted by us is false/forged/invalid, WBSEDCL has discretion to
terminate the Contract and get the Plant and Installation Services delivered / work done
though third party.

I/We hereby affirm that the products and/or Plant and Installation Services offered by us
against this RFB are in compliance to the latest Government of India Guidelines and
circulars which will remain complied to the same during the duration and execution of this
assignment.
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I/We also hereby affirm the following:

a) 1/ we are not insolvent, in receivership, bankrupt or being wound up, not have our
affairs administered by a court or a judicial officer, not have our business activities
suspended and am/ are not the subject of legal proceedings for any of the foregoing
reasons;

b) 1/ we have not, and our directors and officers have not, been convicted of any criminal
offence related to our/ their respective professional conduct or the making of false
statements or misrepresentations as to our/ their qualifications to enter into a
procurement contract within a period of two years preceding the commencement of
this procurement process, or have not been otherwise disqualified pursuant to
debarment proceedings;

c) 1/ wedonot have a Conflict of Interest in the procurement in question as specified in
the RFB document.

d) 1/ we complywith the code of integrity and other requirements as specified in the RFB
document.

Datedthe ................ [Insert date of the month] day of ..................... [Insert month, year]
) SRS [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

*fFor a joint venture, either all members shall sign or only the authorised signatory as
per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}
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To,

Form 12

(Appendix to Technical Part of the Bid)

Format of Alternative, Deviations and Exceptions to the Provisions of RFB

Chief Engineer, IT
WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-I1,

Bidhannagar, Kolkata-700091

Bidder’s Name and Address:
{In case of JV bidder, mention name
and address of all the Joint Venture members}

Dear Sir/ Madam,

Document

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page

of pages

The bidder shall itemize any deviation from the Specifications included in his bid. Each item

shall be listed (separate sheets may be used and enclosed with this Attachment) with the

following information:

Sl.

No.

Reference clause in

the Specifications

Deviation

Cost of withdrawal of

the deviation

The above deviations and variations are exhaustive. We confirm that we shall withdraw the

deviations proposed by us at the cost of withdrawal indicated in this attachment, failing which

our bid may be rejected and Bid Security forfeited.

Except for the above deviations and variations, the entire work shall be performed as per your

specifications and documents. Further, we agree that any deviations, conditionality or




Part 1 - Bidding Procedures and Requirements 105

reservation introduced in this Attachment-6 and/or in the Bid form, Price schedules &
Technical Data Sheets and covering letter, or in any other part of the bid will be reviewed to

conduct a determination of the substantial responsiveness of the bid.

Datedthe ................ [Insert date of the month] day of ...................... [Insert month, year]
Al [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

*fFor a joint venture, either all members shall sign or only the authorised signatory as
per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}
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Form 13

(Appendix to Technical Part of the Bid)

Format of Work Completion Schedule

To,

Chief Engineer, IT
WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-I1,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:

Dear Sir/ Madam,

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page of pages

We hereby declare that the following Work Completion Schedule shall be followed by us in

furnishing and installation of the subject Project for the period commencing from the effective

date of Contract to us:

Sl —
No. Description of Work

Period in months from the effective
date of Contract

1.
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3.
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SI. Description of Work Period in months from the effective
No. P date of Contract

4. | Manufacturing

a) commencement

b) completion

5. | Shipments & Delivery

a) commencement

b) completion

6. | Establishment of site office

7. Installation at Site

a) commencement

b) completion

8. | Testing & Pre-commissioning
a) commencement

b) completion

9. | Trial Operation
a) commencement

b) completion

Notwithstanding the above we reiterate our compliance to the Time for Completion of the

Facilities/ Works as per the provisions of the RFB document.

Datedthe ................ [Insert date of the month] day of ...................... [Insert month, year]
| PRSI [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:
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Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

*fFor a joint venture, either all members shall sign or only the authorised signatory as
per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}

Note:Bidders to enclose a detailed network covering all the activities to be undertaken for
completion of the project indicating key dates for various milestones for each phase

constituent-wise.
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Form 14

(Appendix to Technical Part of the Bid)

Format of Guarantee Declaration

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page of pages

To,

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-I1,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:
{In case of JV bidder, mention name
and address of all the Joint Venture members}

Dear Sir/ Madam,

We confirm that the plant/ equipment/ goods/ material offered shall have minimum (or
maximum, as the case may be) of the performance specified in the RFB document/
Employer’s Requirement/ Specification/ Scope of Work. We further guarantee the
performance/ efficiencyof the plant/ equipment/ goods/ material offered in response to RFB
document/ Employer’s Requirement/ Specification/ Scope of Work.

Datedthe ................ [Insert date of the month] day of ..................... [Insert month, year]
) SRR [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}
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*fFor a joint venture, either all members shall sign or only the authorised signatory as

per ITB 19.4, in either case the power of attorney of the authorized bid signatory
(signatories) must be attached}
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Form 15

(Appendix to Technical Part of the Bid)
Format of Information regarding Ex-employees

(The information in similar format should be furnished for each partner of joint venture in
case of joint venture bid)

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page of pages

To,

Chief Engineer IT

WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-I1,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:
{In case of JV bidder, mention name
and address of the concerned Joint Venture member}

Dear Sir/ Madam,
)

(Information regarding Ex-employees of WBSEDCL (Name of Employer) in

ourOrganization)
Dear Sir/ Madam,
We hereby furnish the details of ex-employees of WBSEDCL (Name of Employer) who had

retired/ resigned at the level of {ivceeeniininnininnnn. } (Define suitable post) from WBSEDCL
(Name of Employer) and subsequently have been employed by us:

Sl. Name of the person Date of Retirement/ Date of joining and
No. with designation in resignation from designation in our
{oe....j(Name of Lovvennnns J (Name of Organization

Employer) Employer)
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L e

2. i e s

Bl i e s

Datedthe ................ [Insert date of the month] day of ..................... [Insert month, year]
Al [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

“fFor a joint venture, either all members shall sign or only the concerned member and
authorised signatory as per ITB 19.4, in either case the power of attorney of the
authorized bid signatory (signatories) must be attached}

Note: .
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To,
Chief Engineer, IT
WBSEDCL

Vidyut Bhawan, 3" Floor,

Block-DJ, Sector-I1,

Form 16

(Appendix to Technical Part of the Bid)

Format for Price Adjustment Data

Bidhannagar, Kolkata-700091

Bidder’s Name and Address:

{In case of JV bidder, mention name
and address of all the Joint Venture members}

Dear Sir/ Madam,

We hereby furnish the details of Price Adjustments:

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page of

pages

Name of Material***

Price as on 30 days
prior to date of bid

opening*

Price as on XX days
prior to date of

shipment*

Variation*

*Detailed calculations as per Appendix-2 of Form 5 to be enclosed

** Not to be filled at the time of bid submission
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*** The materials listed are illustrative, a separate row to be created for each material for

indicating price adjustment

Dated the ................ [Insert date of the month] day of.................... [Insert month, year]
) SRR [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

*fFor a joint venture, either all members shall sign or only the concerned member and
authorised signatory as per ITB 19.4, in either case the power of attorney of the
authorized bid signatory (signatories) must be attached}
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Form 17

(Appendix to Technical Part of the Bid)

Format of Option for Initial Advance (either Interest Bearing Initial Advance or
No Initial Advance) and Information for E-payment, PF details and declaration
regarding Micro/Small & Medium Enterprises

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page of pages

To,

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-I1,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:
{In case of JV bidder, mention name
and address of all the Joint Venture members}

Dear Sir/ Madam,

I.  We have read the provisions in the Bidding Documents regarding the option for advance

payment. Accordingly, we hereby confirm to opt the following:

Interest Bearing Initial Advance
Supply of Plant Portion : Yes* [ ] No* [ ]

Supply of Installation Services Portion:  Yes" [ ] NoM [ ]

(*™ tick ONLY ONE of the selected options)

Il.  We are furnishing the following details of Statutory Registration Numbers and details of

Bank for electronic payment.

1. Name of the Supplier/ Contractor in

whose favour payment is to be made
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2. Address with PIN Code and State Registered Office:
Branch Office:
Correspondence Address:
3. Status — Company/others
[Declaration of Micro/ Small/ Medium
Enterprise under Micro/ Small &
Medium Enterprises Development Act
2006, if applicable]
4. Permanent Account (PAN) No.
5. Goods and Services Tax Registration
No..
6. PF Registration No. of the Company
7. PF Regional Office covered (with
Address)
8. Name of Contact Person
9. Telephone No(s). Landline(s):
Mobile(s):
Email Email ID :
10. | Bank Details for Electronic Payment Name of the Bank:
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Address of Branch:

Account No.:

Type of Account:

[ ] Saving

[ ]Current

11. | 9 digit MICR code printed at bottom in
middle, next to cheque no.

12. | IFSC (for RTGS)/NEFT Code (to be
obtained from the Bank)

Sample Cancelled Cheque to be
enclosed

We hereby declare that the above information is true and correct and we agree that the payment
on account of this Contract, in the event of award, be made in the above account maintained in

the above mentioned Bank.

Dated the ................ [Insert date of the month] day of..................... [Insert month, year]
| PRSI [Insert place].
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Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}
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Form 18

(Appendix to Technical Part of the Bid)

FORMAT OF Declaration for tax exemptions, reductions, allowances or benefits)

To,

Chief Engineer, IT
WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-I1,

Bidhannagar, Kolkata-700091

Bidder’s Name and Address:

{In case of JV bidder, mention name
and address of all the Joint Venture members}

Dear Sir / Madam,

Page

NIT/RFB No.: [insert details]
Contract Title: [insert details]

pages

1. We confirm that we are solely responsible for obtaining following tax exemptions,

reductions, allowances or benefits in respect of supplies under the subject Project, in

case of award. We further confirm that we have considered the same in our bid

thereby passing on the benefit to the Chief Engineer, IT, WBSEDCL while quoting

ourprices. In case of our failure to receive such benefits, partly or fully, for any reason

whatsoever, the Employer will not compensate us.

2. We are furnishing the following information required by the Employer for issue of

requisite certificate if and as permitted in terms of the applicable Govt. of India

policies/procedures (in case of award):

Applicable Act,
Notification No. and
Clause Ref. No.

SI. No.

Description of item

on which applicable

Country

origin

of

Remarks, if any
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(The requirements listed above are as per current Notification of Govt. of India

indicated above. These may be modified, if necessary, in terms of the Notifications.)

Dated the ................ [Insert date of the month] day of.................... [Insert month, year]
) SRS [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}
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To,

Form 19

(Appendix to Technical Part of the Bid)

Format of Bank Guarantee verification Check list

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page

of

pages

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-I1,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:
{In case of JV bidder, mention name
and address of all the Joint Venture members}

(Bank Guarantee verification Check list)

Dear Sir/ Madam

We have ensured compliance to the following checklist in submission of Bank Guarantee :

S. No. Checklist Yes No

1 Does the bank guarantee compare verbatim with standard
proforma for BG?

2(a) Has the executing Officer of BG indicated his name
designation & Power of Attorney No. / Signing power
Number etc. on BG?

2(b) Is each page of BG duly Signed/ initialed by the executants
and last page is signed with full particulars as required in the
standard proforma of BG and under the seal of the bank?

2(c) Does the last page of the BG carry the signatures of two
witnesses alongside the signature of the executing Bank
Manager?

3(a) Is the BG on non-judicial stamp paper of appropriate value?
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3(b) Is the date of sale of non-judicial stamp paper shown on the
BG and the stamp paper is issued not more than Six months
prior to the date of execution of BG?

4(a) Avre the factual details such as Bid specification No., LOA
No. contract price, etc, correct?

4(b) Whether Overwriting /cutting, if any on the BG,
authenticated under signature & seal of executants?

5 Is the amount and validity of BG is in line with contract
provisions?

6 Whether the BG has been issued by a Nationalized bank /
Non- Nationalized Bank acceptable to Buyer /Scheduled
Bank in India (the applicability of the bank should be in line
with the provisions of bidding documents)?

Dated the ................ [Insert date of the month] day of.................... [Insert month, year]
Al [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)}* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }

Title: {insert title/position of authorized Bid Signatory }

Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):

Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}

Email: {insert the authorized Bid Signatory’s email address}
(Common Seal)..........cviieiieiiieeeeeee s
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Appendix to Technical Part
Attachment-4A : List of Special Maintenance Tools & Tackles included in bid price

(List of Special Maintenance Tools & Tackles)

To,

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-I1,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:

Dear Sir,

We are furnishing below the list of special maintenance tools & tackles for various equipment
under the subject project. The prices for these tools & tackles are included in our lumpsum bid
price. We further confirm that the list of special maintenance tools & tackles includes all the

items specifically identified in your bidding documents as brought out below:

S.No. For Equipment Item Description Unit Quantity
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Notwithstanding what is stated above, we further confirm that any additional special
maintenance tools and tackles, required for the equipment under this project shall be furnished

by us at no extra cost to the employer.

(SIENATUTE)...eeevieeeiiieeiie et e e e e e aeeenans
Place:......cccccoeu.... (Printed NamMe).......cceevveeeerierieeieeieseeciee e eeeeeaeeees
(DeSIZNALION)...cuvieiiiei ittt eet ettt iee e e e e e

(CommON Seal).........cviiiiieieceeeeeeeeee e
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Appendix to Technical Part
Attachment-4B : List of Special Maintenance Tools & Tackles not included in bid price

(List of Special Maintenance Tools & Tackles)

To,

Chief Engineer, IT

WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-11,
Bidhannagar, Kolkata-700091

Bidder’s Name and Address:

Dear Sir,

We are furnishing below the list of special maintenance tools & tackles for various equipment
under the subject Project. The prices for these tools & tackles which are to be taken back after
the completion of the work by us are not included in our lumpsum bid price. We further confirm
that the list of special maintenance tools & tackles includes all the items specifically identified

in your bidding documents as brought out below:

(e 1T 11 L) SN

(Printed NaME)......ccvieieeieeeieeteeeeeeee e e
(DesiGNation)........cccueereeiieniient ettt e e e

(CommON Seal).........ouviiiiieieeeie e e
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Form 20

(Appendix to Technical Part of the Bid)

Format of Additional Information

NIT/RFB No.: [insert details]
Contract Title: [insert details]

Page of pages

To,

Chief Engineer, IT
WBSEDCL

Vidyut Bhawan, 3" Floor,
Block-DJ, Sector-II,

Bidhannagar, Kolkata-700091

Bidder’s Name and Address:
{In case of JV bidder, mention name
and address of all the Joint Venture members}

(Additional Information)

Dear Sir/ Madam,

In support of the additional information required as per the Bidding Documents, we furnish
herewith our data/details/documents etc., along with other information, as follows (the

stipulations have been reproduced in italics for ready reference):

1.0 The Bidder shall furnish

A certificate from their Banker(s) indicating various fund based/non fund based
limitssanctioned to the Bidder and the extent of utilization as on date. Such certificate
should have been issued not earlier than three months prior to the date of bid

opening. Wherever necessary the Employer may make queries with the Bidders’
Bankers. [Reference Part -1, Section 2]

1.1 In accordance with 1.0, certificate(s) from banker as per requisite format, indicating

various fund based/non fund based limits sanctioned to the bidder or each member of
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the joint venture and the extent of utilization as on date is/are enclosed, as per the

following details:

Name of the Bidder/partner of Joint Venture

Name of the Banker by whom certificate issued

Date of certificate (should not be earlier than 3 months

prior to date of bid opening)

Whether fund based/non fund based limits are indicated in

the certificate

Whether extent of utilization is indicated in the certificate

1.2 The Bidder should accordingly also provide the following information/documents (In
case of JV bidders, information should be provided separately for all the Partners

of JV in the given format):

(i) Details of Banker:

Name of Banker
Address of Banker

Telephone No.

Contact Name and Title

Fax No.
E-mail ID

As per para 1.0, Authorization Letter(s) from the bidder (in case of JV bidder,from all the partners)
addressed to the Banker(s), authorize Chief Engineer, IT, WBSEDCL
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to seek queries about the bidder with the Banker(s) and advisingthe Banker(s)

to reply the same promptly, is/are enclosed as per following details:

Sl Letter Ref.
No.

Date

Addressed to
(name of the Bank)

2.0 OTHER INFORMATION

2.1 Current Contract Commitments of works in progress

Bidders (individual firms or each partners of JV) should provide information on their

current commitments on all contracts that have been awarded, or for which a letter of

intent or acceptance has been received, or for contracts approaching completion, but

for which an unqualified, full completion certificate has yet to be issued.

Details of Value of outstanding work Estimated completion date
Contract (Rs.)
2.2 Financial Data :
(In Rs. Millions)
Actual Projection for next
(previous five years) five years

1. Total Assets

2. Current Assets

3. Total Liability
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4. Current Liability

5. Profit before taxes

6. Profit after taxes

3. The information/documentation in support of Bidder’s design infrastructure and
erection facilities and capacity and procedures including quality control related to the
work, are enclosed at [....... ] herewith.

4. The CV and experience details of a project manager experience(as per section 6 ) in
executing such contract of comparable nature including not less than five years as

manager and the CVs of other employees to be deputed for the subject work, are

enclosed at [....... ]_herewith.
Datedthe ................ [Insert date of the month] day of ...................... [Insert month, year]
) SRS [Insert place].

Signature {(of Bidder’s authorized Bid Signatory (ies)} {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }

Title: {insert title/position of authorized Bid Signatory }

Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):

Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}

Email: {insert the authorized Bid Signatory’s email address}
(Common Seal)..........oviiiieieieieeeeeeeeeeeee s
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Form 21

(Appendix to Technical Part of the Bid)
Format of Integrity Pact
INTEGRITY PACT

PRE-CONTRACT INTEGRITY PACT

GENERAL

This pre-bid contract Agreement (herein after called the Integrity Pact) is made on

day of the month of 20... , between, on one hand, the WBSEDCL Acting
through Shri......................... , Designation of the officer, (hereinafter called the

"WBSEDCL”, which expression shall mean and include, unless the context otherwise
requires, his successors in the office and assigns) of the First Part and
M/s. represented by Shri (hereinafter called the
"BIDDER/SUPPLIER”, which expression shall mean and include, unless the context
otherwise requires, his successors and permitted assigns) of the Second Part.

WHEREAS the WBSEDCL propose to procure Plant and Installation Services as per the
Scope of Work Mentioned in the RFB document (hereinafter called the "Facilities”, against
RFB No. [.....] for [Contract Title] which expression shall mean and include, unless the
context otherwise requires, any additions & deletions in the said "Facilities”) and the
BIDDER/ Supplier is willing to offer/has offered the said "Facilities”.

WHEREAS the BIDDER/ Supplier is a Private Company/Public Company/LLP/ Government
Undertaking/ Partnership/Proprietorship, constituted in accordance with the relevant law in the
matter and the WBSEDCL is a Ministry /Department of the Government of West Bengal
/SPSU performing its function on behalf of the Governor of West Bengal.

NOW, THEREFORE,

To avoid all forms of corruption by following a system that is fair, transparent and free from
any influence/prejudiced dealings prior to, during and subsequent to the currency of the
Contract to be entered into with a view to:-

Enabling the WBSEDCL to obtain the desired "Facilities” at a competitive price in
conformity with the defined specifications by avoiding the high cost and the distortionary
impact of corruption on public procurement, and

Enabling BIDDER/ SUPPLIER to abstain from bribing or indulging in any corrupt practice in
order to secure the contract by providing assurance to them that their competitors will also
abstain from bribing and other practices and the WBSEDCL will commit to prevent
corruption, in any form, by its official by following transparent procedures.
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The parties hereto hereby agree to enter into this Integrity Pact and agree as follows:
Commitments of the WBSEDCL

1.

1.1. The WBSEDCL undertakes that no official of the WBSEDCL, connected directly or
indirectly with the contract, will demand, take a promise for or accept, directly or
through intermediaries, any bribe, consideration, gift, reward, favour or any material
or immaterial benefit or any other advantage from the BIDDER/SUPPLIER, either
for themselves or for any person, organization or third party related to the contract in
exchange for an advantage in the bidding process, bid evaluation, contracting or
implementation process related to the contract.

1.2. The WBSEDCL will, during the pre-contract stage, treat all BIDDER/SUPPLIER
alike, and will provide to all BIDDER/SUPPLIER the same information and will not
provide any such information to any particular BIDDER/SUPPLIER which could
afford an advantage to that particular BIDDER/SUPPLIER in comparison to the
other BIDDER(S)/SUPPLIER(S).

1.3. All the officials of the WBSEDCL will report the appropriate Government office any
attempted or completed breaches of the above commitments as well as anysubstantial
suspicion of such a breach.

2. In case any such preceding misconduct on the part of such official(s) is reported by the
BIDDER/SUPPLIER to the WBSEDCL with the full and verifiable facts and the same is
prima facie found to be correct by the WBSEDCL, necessary disciplinary proceedings, or
any other action as deemed fit, including criminal proceedings may be initiated by the
WBSEDCL and such a person shall be debarred from further dealings related to the
contract process. In such a case, while an enquiry is being conductedby the WBSEDCL, the
proceedings under the contract would not be stalled.

Commitments of BIDDERs/SUPPLIERs

3. The BIDDER/SUPPLIER commits itself to take all measures necessary to prevent corrupt
practices, unfair means and illegal activities during any stage of its bid or during any pre-
contract or post-contract stage in order to secure the contract or in furtherance to secure it
and in particular commit itself to the following:-

3.1. The will not offer, directly or through intermediaries, any bribe, gift, consideration,
reward, favour, any material or immaterial benefit or other advantage, commission,
fees, brokerage or inducement to any official of the WBSEDCL, connected directly or
indirectly with the biding process, or to any person, organization or third party
related to the contract in exchange for any advantage in the bidding, evaluation,
contracting and implementation of the contract.

3.2. The BIDDER/SUPPLIER further undertakes that it has not given, offered or promised
to give, directly or indirectly any bribe, gift, consideration, reward, favour, any
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3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

3.9.

material or immaterial benefit or other advantage, commission, fees, brokerage, or
inducement to any official of the WBSEDCL or otherwise in procuring the Contract
of forbearing to do or having done any act in relation to the obtaining or execution of
the contract or any other contract with the Government for showing or forbearing to
show favour or disfavor to any person in relation to the contract or any other contract
with the Government.

The BIDDER/SUPPLIER shall disclose the name and address of agents and
representatives and Indian BIDDERSs shall disclose their foreign principals or
associates.

The BIDDER/SUPPLIER shall disclose the payments to be made by them to
agents/brokers or any other intermediary, in connection with this bid/contract.

The BIDDER/SUPPLIER further confirms and declares to the WBSEDCL that he
BIDDER/SUPPLIER is the original manufacture/Integrator/authorized government
sponsored export entity of the defense stores and has not engage any individual or firm
or company whether Indian or foreign to intercede, facilitate or in any way to
recommend to the WBSEDCL or any of its functionaries, whether officially or
unofficially to the award of the contract to the BIDDER/SUPPLIER, nor has any
amount been paid. Promised or intended to be paid to any such individual, firm or
company in respect of any such intercession, facilitation or recommendation.

The BIDDER/SUPPLIER, either while presenting the bid or during pre-contract
negotiations or before signing the contract, shall disclose any payment he has made, is
committed to or intends to make to officials of the WBSEDCL or their family
members, agents, brokers or any other intermediaries in connection with the contract
and the details of services agreed upon for such payments.

The BIDDER/SUPPLIER will not collude with other parties interested in the contract
to impair the transparency, fairness and progress of the bidding process, bid
evaluation, contracting and implementation of the contract.

The BIDDER/SUPPLIER will not accept any advantage in exchange for any corrupt
practice, unfair means and illegal activities.

The BIDDER/SUPPLIER shall not use improperly, for purpose of competition or
personal gain, or pass on to others, any information provided by the WBSEDCL as
part of the business relationship, regarding plans, technical proposal and business
details, including information contained in any electronic data carrier. The
BIDDER/SUPPLIER also undertakes to exercise due and adequate care lest any such
information is divulged.

3.10. The BIDDER/SUPPLIER commits to refrain from giving any complaint directly or

through any other manner without supporting it with full and verifiable facts.

3.11. The BIDDER/SUPPLIER shall not instigate or cause to instigate any third person to

commit any of the actions mentioned above.

3.12.1f the BIDDER/SUPPLIER or any employee of the BIDDER/SUPPLIER or any

person acting on behalf of the BIDDER/SUPPLIER, either directly or indirectly, is a
relative of any of the officers of the WBSEDCL, or alternatively, if any relatives of
an officer of the WBSEDCL had financial interest/stake in the
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BIDDER’s/SUPPLIER’s firm, the same shall be disclosed by the
BIDDER/SUPPLIER at the time of filling of tender.

The term ‘relative’ for this purpose would be as defined in Section 6 of the Companies
Act 1956.

3.13.The BIDDER/SUPPLIER shall not lend to or borrow any money from or enter into
any monetary dealings or transactions, directly or indirectly, with any employee of the
WBSEDCL.

4. Previous Transgression

4.1. The BIDDER/SUPPLIER declares that no previous transgression occurred in the last
three years immediately before signing of this Integrity Pact with any other company
in any country in respect of any corrupt practices envisaged hereunder or with any
Public Sector Enterprise in India or any Government Department in India that could
justify BIDDER's/SUPPLIER’s exclusion from the tender process.

4.2. The BIDDER/SUPPLIER agrees that if it makes incorrect statement on this subject,
BIDDER can be disqualified from the tender process or the contract, if already
awarded, can be terminated for such reason.

5. Earnest Money (Security Deposit) (If applicable as per ITB Clause 18)
5.1. While submitting commercial bid, the BIDDER/SUPPLIER deposit an amount
(as specified in TENDER) as Earnest Money/Security, Deposit, with the
WBSEDCL through any of the following instruments:
5.1.1. Bank Draft or a Pay Order in favour of ‘WBSEDCL’ payable at Kolkata.
5.1.2. A confirmed guarantee by an Indian Nationalized Bank, promising payment of
the guaranteed sum to the WBSEDCL on demand within three working days
without any demur whatsoever and without seeking any reasons whatsoever. The
demand for payment by the WBSEDCL shall be treated as conclusive proof of
payment.
5.1.3. Any other mode or through any other instrument (to be specified in the TENDER.

5.2. The Earnest Money/ Security Deposit shall be valid as per terms of TENDER.

5.3. In the case of successful BIDDER/SUPPLIER, a clause would also be incorporated in
the Article pertaining to Performance Bond in the procurement Contract that the
provisions of Sanctions for violation shall be applicable for forfeiture of Performance
Bond in case of a decision by the WBSEDCL to forfeit the same without assigning
any reason for imposing sanction for violation of this Pact.

5.4. No interest shall be payable by the WBSEDCL to the BIDDER/SUPPLIER on
Earnest Money/Security Deposit for the period of its currency.

6. Sanctions for Violations
6.1. Any breach of the aforesaid provisions by the BIDDER/SUPPLIER or anyone
employed by it or acting on its behalf (whether with or without the knowledge of the
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BIDDER/SUPPLIER/SUPPLIER) shall entitle the WBSEDCL to take all or any one

of the following actions, wherever required:-

6.1.1. To immediately call off the pre contract negotiations without assigning any
reason or giving any compensation to the BIDDER/SUPPLIER. However, the
proceedings with the other BIDDER(s) would continue.

6.1.2. The Earnest Money Deposit (in pre-contract stage) and/or Security
Deposit/Performance Bond (after the contract is signed) shall stand forfeited
either fully or partially, as decided by the WBSEDCL and the WBSEDCL shall
not be required to assign any reason, therefore.

6.1.3. To immediately cancel the contract, if already signed, without giving any
compensation to the BIDDER.

6.1.4.To recover all sums already paid by the WBSEDCL, and in case of the Indian
BIDDER/SUPPLIER with interest thereon at 2% higher than the prevailingPrime
Lending Rate of State of India, while in case of a BIDDER/SUPPLIER from a
country other than India with Interest thereon at 2% higher than the LIBOR. If
any outstanding payment is due to the BIDDER from the WBSEDCL in
connection with any other contract for any other stores, such outstanding
payment could also be utilized to recover the aforesaid sum and interest

6.1.5. To encash the advance bank guarantee and performance bond/warranty bond, if
furnished by the BIDDER/SUPPLIER, in order to recover the payments, already
made by the WBSEDCL, along with interest.

6.1.6. To cancel all or any other contracts with the BIDDER/SUPPLIER. The BIDDER
shall be liable to pay compensation for any loss or damage to the WBSEDCL
resulting from such cancellation/rescission and the WBSEDCL /PRINCIPAL
shall be entitled to deduct the amount so payable from the money(s) due to the
BIDDER/SUPPLIER.

6.1.7. To debar the BIDDER/SUPPLIER from participating in future bidding processes
of the Government of India or any country listed by ADB/WBSEDCL
/PRINCIPAL for a minimum period of five years, which may be further
extended at the discretion of the WBSEDCL.

6.1.8. To recover all sums paid in violation of this Pact by BIDDER/SUPPLIER (s) to
any middlemen or agent or broken with a view to securing the contract.

6.1.9. In cases where irrevocable Letters of Credit have been received in respect of any
contract signed by the WBSEDCL with the BIDDER/SUPPLIER, the same shall
not be opened.

6.1.10.  Forfeiture of performance Bond in case of a decision by the WBSEDCL to
forfeit the same without assigning any reason for imposing for sanction for
violation of this pact.

6.2. The WBSEDCL will be entitled to take all or any of the actions mentioned at para
6.1 (i) to (x) of this Pact also on the Commission by the BIDDER/SUPPLIER or
anyone employed by it or acting on its behalf (whether with or without the knowledge
of the BIDDER/SUPPLIER), of an offence as defined in Chapter IX of the Indian
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6.3.

Penal code, 1860 or Prevention of Corruption Act, 1988 or any other statute enacted
for prevention of corruption.

The decision of the WBSEDCL to the effect that a breach of the provisions ofthis
pact has been committed by the BIDDER/SUPPLIER shall be final and conclusiveon
the BIDDER/SUPPLIER. However, the BIDDER/SUPPLIER can approach the
Independent Monitor(s) appointed for the purposes of this Pact.

7. deleted

7.1.

deleted

8. Independent Monitors

8.1.

8.2.

8.3.

8.4.

8.5.

8.6.

8.7.

8.8.

The WBSEDCL has appointed Independent Monitors (hereinafter referred to as
Monitors) for this Pact in consultation with the Central Vigilance Commission
(Names and Addresses of the Monitors shall be published subsequently by
WBSEDCL.

The task of the Monitors shall be to review independently and objectively, whether
and to what extent the parties comply with the obligations under this Pact.

The Monitors shall not be subject to instructions by the representatives of the parties
and perform their functions neutrally and independently.

Both the parties accept that the Monitors have the right to access all the documents
relating to the project/procurement, including minutes of meetings.

As soon as the Monitor notices, or has reason to believe, a violation of this Pact, he
will so inform the Authority designated by the WBSEDCL.

The BIDDER/SUPPLIER(S) accepts that the Monitors has the right to access without
restriction to all project documentation of the WBSEDCL including that provided by
the BIDDER/SUPPLIER. The BIDDER/SUPPLIER will also grant the Monitor,
upon his request and demonstration of a valid interest, unrestricted and unconditional
access to his project documentation. The same is applicable to Subcontractors. The
Monitor shall be under contractual obligation to treat the information and documents
of the BIDDER/SUPPLIER/Subcontractors(s) with confidentially.

The BUYER will provide to the Monitors sufficient information about all meetings
among the parties related to the Project provided such meetings could have an impact
on the contractual relations between the parties. The parties will offer to the monitor
the option to participate in such meetings.

The Monitor will submit a written report to the designated Authority of WBSEDCL
/Secretary in the Department/ within 8 to 10 weeks from the date of reference or
intimation to him by the WBSEDCL /BIDDER/SUPPLIER and, should theoccasion
arise, submit proposals for correcting problematic situations.

9. Facilitation of Investigation

In case of any allegation of violation of any provisions of this Pact or payment of commission,
the WBSEDCL or its agencies shall be entitled to examine all the documents including
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the Books of Accounts of the BIDDER/SUPPLIER and the BIDDER/SUPPLIER shall provide
necessary information and documents in English and shall extend all possible help for the
purpose of such examination.

10. Law and Place of Jurisdiction

This Pact is subject to Indian Law. The place of performance and jurisdiction is the seat of the
WBSEDCL.

11. Other Legal Actions

The actions stipulated in this Integrity Pact are without prejudice to any other legal action that
may follow in accordance with the provisions of the any extent law in force relating to any
civil or criminal proceedings.

12. Validity

12.1. The validity of this Integrity Pact shall be from the date of its signing and extend up
to 5 years or the complete execution of the contract to the satisfaction of both the
WBSEDCL and the BIDDER/SUPPLIER, including warranty period, whichever is
later. In case BIDDER/SUPPLIER is unsuccessful, this Integrity Pact shall expire
after six months from the date of the signing of the contract.

12.2.Should one or several provisions of this Pact turn out to be invalid; the remainder of
this Pact shall remain valid. In this case, the parties will strive to come to an agreement
to their original intentions.

13. The parties hereby sign this Integrity Pact at on

Signature (of Bidder’s authorized Bid Signatory)* {In full and initials}:

Full name: {insert full name of authorized Bid Signatory }
Title: {insert title/position of authorized Bid Signatory }
Name of Bidder (Sole Bidder’s name or Consortium/ JV’s name, if applicable):
Capacity: {insert the person’s capacity to sign for the Bidder}

Address:  {insert the authorized Bid Signatory’s address}

Phone/fax: {insert the authorized Bid Signatory’s phone and fax number, if applicable}
Email: {insert the authorized Bid Signatory’s email address}

*fFor a joint venture, either all members shall sign or only the authorised signatory as
per ITB 19.4, in which case the power of attorney to sign on behalf of all members
shall be attached}

Witness

1.
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[WBSEDCL]
Name of the
Officer
Designation
Deptt/MINISTR
Y/PSU

Witness
1.
2.

* Provision of these clauses would need to be amended/deleted in line with the policy
of the[WBSEDCL] in =regard to involvement of Indian agents of foreign supplies.
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Form-22

FORMAT OF THE BANK GUARANTEE FOR ADDITIONAL PERFORMANCE
SECURITY DEPOSIT

..................................................... (Designation of Engineer-in Charge)
..................................................... (Office address of Engineer-in Charge)
WHEREAS

(Name and address of Contractor) hereafter called “the Contractor”) has undertaken in pursuance of
CoNract NO.......ocviiiiiiic e

“the Contract™)

AND WHEREAS it has been stipulated by you in the said Contract that the Contractor shall furnish you
with a Bank Guarantee by a Scheduled Commercial Bank for the sum specified therein for
‘ADDITIONAL PERFORMANE SECURITY DEPOSIT’ for compliance with his obligation in
accordance with the Contract.

NOW WHEREAS, WE ....ccecviiiiie et (indicate the name of the bank and branch)
have agreed to give the Contractor such a Bank Guarantee.

NOW THEREFORE, WE......cci ittt (indicate the name of the bank &
branch) hereby affirm that we are the Guarantor and responsible to you on behalf of the Contractor, upto a
total Of RS.....ccoviviiiiis (amount of guarantee)

(in words). We undertake to pay you upon your first written demand and without cavil
of argument, a sum within the limits of..........cccccooveviiieniiien.
........................... (‘amount of guarantee ) as aforesaid without your needing to prove or to show grounds
or reasons of your demand for the sum specified therein.
W, ot (indicate the name of the bank and branch) hereby
waive the necessity of your demanding the said debt from the contractor before presenting us with the
demand.
WV s ( indicate the name of bank and branch) further
agree to pay to you any money so demanded notwithstanding any dispute or disputes raised by the
contractor(s) in any suit or proceeding pending before any court or
Tribunal................o the present absolute and unequivocal.
The payment so made by us under this bond shall be valid discharge of our liability for payment there
under and the contractor(s) shall have no claim against us for making such payment.
We (indicate the name of bank and branch ) further agree that no change or addiction
to or other modification of the terms of the Contract or of the works to be performed there under or of any
of the Contract documents which may be made between you and Contractor shall in nay way release us
from any liability under the guarantee, and we hereby waive notice of any such charge, addition or
modification.
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We (indicate the name of the bank and branch) lastly undertake not to revoke this
guarantee except with the previous consent of you in writing.
This Guarantee shall be valid upto...........ccooiiiiiiiiii e It come into force with

immediate effect and shall remain in force and valid for a period upto the time of completion of work
under the stated contract plus claim period of Six months for the Bank Guarantee . Notwithstanding
anything  mentioned above our liability against this guarantee is  restricted to

RS.io (Rupees......covvveeiiiiiiiiiiieennns ) and unless a claim in writing is
lodged with us within the validity period le.
L0800 J this guarantee all our liabilities under
this guarantee shall cease to exist.

Signed and sealed this
day...coooiii Of e 2024, at

SIGNED, SEALED AND DELIVERED
For and on behalf of the BANK

By:
(Signature)
(Designation)
(Code Number)
(Address)

NOTES: (1) The bank guarantee should contain the name, designation and code number of the officer(s)
signing the guarantee.

The address, telephone number and other details of the Head Office of the Bank as well as of issuing
Branch should be mentioned on the covering letter of issuing Branch.
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Form 23

West Bengal State Electricity Distribution Company Limited
Agreement for Third Party Access Security Policy of WBSEDCL

Organization Name & Address: Date:
First Name Middle Name Last Name Department:
Designation:

Third Party Access Security Policy

User shall access only the appropriate physical area of the premises and appropriate information
resource.

e  Users shall not access any information resources of WBSEDCL, without prior authorization of the
concerned officials of WBSEDCL.

e  User shall not carry any Personal storage media like USB, Hard drives, Laptop, DVD/CDs into secured
zones like Data Centre, Disaster Recovery Centre, SCADA Centers, Smart Grid Control Centre, etc.

e  Users shall not access any information resources without the presence of WBSEDCL's authorized
personnel.

e Any passwords and access privileges given shall not be disclosed to anyone inside and outside
WBSEDCL's physical and logical boundaries.

e  Users shall not engage in abusive or improper use of information resources, which includes, but is
not limited to, misuse of resource/ privileges, tampering with resource and unauthorized removal of
resource components.

e User shall not conduct or permit "hacking" activities. User shall not run "packet sniffers". Users shall
not distribute computer viruses, Trojan horses, worms, or any other malicious software.

| hereby declare that | have understood the information security practices followed at WBSEDCL, and | shall
adhere to the procedures.

(Signature of the Bidder)
Date:
Name of the Bidder:
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Form 24
West Bengal State Electricity Distribution Company Limited
NON-DISCLOSURE AGREEMENT

( To be done with successful bidder in a 100/- stamp paper)

This Non-Disclosure Agreement ("Agreement") dated Date, Month, Year ("Effective Date") is entered
BETWEEN
WBSEDCL a company incorporated under the provisions of Companies Act, 1956 and having its principal place of business at
................... thereinafter referred toas " ..................... " which expression shall mean and include its executions,
administrations, subsidiaries and assigns).
AND

M/S e, a company incorporated under the provisions of Companies Act, 2013/1956 and having its principal place of
business at ................... thereinafter referred to as ........ccceeeuneeee. which expression shall mean and include its parent, affiliates
subsidiaries and assigns) WBSEDCL and collectively referred as parties.

Purpose

WBSEDCL embarked on implementing information Security Management System (ISMS) which involves disclosure of .................
application Landscapes of WBSEDCL which are presently hosted at Data Centre and Data Recovery Centre. Such information is
sensitive and confidential in nature. To protect the said confidential information both the parties desire to sign this Non-
Disclosure Agreement.

Disclosure of Confidential Information

Either party may disclose to the other party either orally or in any recorded medium, information comprising or relating to its/
or its subsidiaries or franchisees techniques; schematics; designs; contracts; financial information; ERP information; SAP
Modules; client data; business affairs; operations; strategies; inventions; methodologies; technologies; employees;
subcontractors; pricing; service proposals; methods of operations; procedures; products and / or services (Confidential
Information). Confidential Information shall include all nonpublic information furnished, disclosed or transmitted regardless its
source.

Confidentiality

Either party shall use the Confidential Information solely in furtherance of the actual potential business relationship between
the parties. The parties shall not use the Confidential Information in any way that is directly or indirectly detrimental to the
other party and shall not disclose the Confidential Information to any unauthorized third party.

Parties shall ensure that access to Confidential Information is granted only to those of its employees or agents
(“Representatives”) who have a demonstrated need to know such information in order to carry out the business purpose of
this Agreement. Prior to disclosing any Confidential Information to such /Representatives, party shall inform them of the
confidential nature of the information and their obligation to refrain from disclosure of the Confidential Information. Each
party and its Representatives will take all reasonable measures to maintain the confidentiality of the Confidential Information,
but in no. event less than the measures it uses for its own information of similar type. Parties and its Representatives shall not
disclose to any person including, without limitation, any corporation, sovereign, partnership, limited liability company, entity
or individual(i) the fact that any investigations, discussions or negotiations are taking place concerning the actual or potential
business relationship between the parties, (ii) that it has requested or received Confidential information, or (iii) any of the
terms, conditions or any other fact about the actual or potential business relationship.

Each party and its Representatives will immediately notify the other party of any use of disclosure of the Confidential
information that is not authorized by this Agreement. Each party and its Representatives will use its best efforts to assist the
other party in remedying any such unauthorized use or disclosure of the Confidential Information Either Party shall implement
and follow the rules as laid down in the information Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules, 2011 as and where apply.

The obligations contained under the agreement will not apply to the extent that either Party can demonstrate that the
Confidential information: (a) was part of the public domain at the time of disclosure or properly became party of the public
domain, by publication or otherwise; (b) was rightfully acquired by Receiving Party prior to disclosure by Disclosing Party; (c)
was independently developed by Receiving Party or its Representatives without reference to the Confidential information: or
(d) is required to be disclosed by a government agency or by a proper court of competent jurisdiction; provided; however, that
Receiving Party and its Representatives shall provide Disclosing Party prompt prior written notice of such requirement, shall
consult with and assist Disclosing Party in obtaining a protective order prior to such disclosure, and shall only disclose the
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portion of Confidential information which it has been advised by written opinion of counsel is legally required to be disclosed
and shall use its best efforts to obtain assurance that confidential treatment will be accorded such information if the
protective order is not obtained or if Disclosing Party waives disclosure of such information.

Ownership of Material/No Warranty

Each Party retains all rights, title and interest to its confidential information. No license under any trademark, patent or
copyright, or application for same which are now or thereafter may be obtained by the other Party is either granted or implied
by the disclosure of confidential information.

Term

This Agreement shall terminate ......... years from the Effective Date. Receiving Party's obligations with respect to
confidentiality shall expire after ...... years from the date of disclosure.

Return of Confidential information

Upon written request of either Party, Parties and its Representatives shall promptly return to the other Party all copies of
Confidential information in its possession including all copies of any analyses, compilations, studies or other documents
prepared by Receiving Party or its Representatives containing or reflecting any Confidential information. Either Party shall
clarify in writing that it and its Representatives have returned all such information to the other Party.

General

(a) This Agreement shall be governed by and construed in accordance with the applicable laws of India.

(b) Either Party agrees that breach of the provisions of this Agreement by any Party will cause the other Party and irreparable
damage for which recovery of money damages would be made in court of law' is Kolkata inadequate. Receiving Party and its
Representatives hereby irrevocably and unconditionally consent to submit to the exclusive jurisdiction of the courts of

Kolkata, West Bengal for any actions, suits or proceedings arising out of a relating to this Agreement and the transactions
contemplated hereby (and agree not to commence any action, suit or proceeding relating thereto except in such courts), and
further agree that service of any process, summons, notice 'or document by registered mail or tracked courier service to the
address set for the above shall be effective service of process for any action, suits or proceeding brought against Receiving
Party and its Representatives in any such court.

(c) Neither party may assign any of its rights or obligations under this Agreement without the prior written consent of the
other party. This Agreement shall be binding upon and inure to the benefit of the parties permitted successors and assigns.

(d) This Agreement may be amended or supplemented only by a writing that is signed by duly authorized representatives of
both parties.

(e) No terms or provision hereof will be considered waived by either party, and no breach excused by it, unless such waiver or
consent is in writing signed an authorized representative of the non-breaching party. No consent to, or waiver of, a breach by
a party, whether express or implied, will constituted a consent to, waiver of, or excuse of any other, different, or subsequent
breach.

(f) If any part of this Agreement is found invalid or unenforceable, that par will be amended to achieve as nearly as possible
the same economic and legal effect as the original provision and the remainder of this Agreement will remain in full force.

(g) This Agreement constituted the entire agreement between the parties relating to this subject matter and supersedes all
prior or simultaneous representations, discussions, negotiations, and agreements, whether written or oral, in the instant
subject matter.

IN WITNESS WHEREOF the parties have executed these presents on the day, month and year first above written.

Signed, Sealed and delivered by:
K] 31 TSSO representing
WBSEDCL in presence of:
Witness:
1)
Authorized signature with designation and seal
Signed, Sealed and delivered by:
K] o1 TSSO representing

Witness:
1)

Authorized signature with designation and seal
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Form -25
West Bengal State Electricity Distribution Company Limited

Manufacture’s Authorization Form (MAF)

Date:
Tender Reference No.& Tender ID.
Dear Sir,
We (OEM) who are established and reputed
manufacturers of (Equipment) having Factories at

and confirms that , M/s.

(Name and address of Bidder herein after

called as partner) wishes to participate the Bid or Project stated above and enter into agreement for the
purchase and resale of (OEM) Products and, Service. The Partner is
entitled and authorized to the following.

(a) Resale, and/or distribute (OEM) products and/or services in India to
end users within that Territory.

(b) Bid, negotiate and conclude a contfract with for the above
products/services manufactured or supplied by (OEM).

(OEM) will, within the scope of its agreement with its

authorized channels, provide product warranty services and technical support for
(OEM) products obtained through its authorized channels for
a defect liability period mentioned in the Tender document referred above, from the date of
installation at (Work-site name).

(OEM) certify that, the equipment being sold would

not be declared End of Sale (EoS) within defect liability period and that
(OEM) shall supply suitable substitute in case EoS of

equipment. Also (OEM) certifies that the products being sold
would be covered under Warranty/Technical Support and technical support will be available for
defect liability period from the date of installation af (Work-
site name).

If you need any additional information, please contact Mr./Ms.
at (Mobile No.) of (E-
mail ID).

Yours faithfully,

Name of the person:
For and on behalf of M/s.

Designation:

Contract Details:

Date:

Place:

(Name of Original Equipment Manufacture- OM) (Seal of OEM)
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Section - 5 : Bidding Forms - Financial Part of the Bid

INSTRUCTIONS TO BIDDERS: The bidder must fill and submit the price schedules online as specified in BDS.

1. lllustration of Price schedule (Schedule No 1 to Schedule No 5): BOQ

Head UoM DC DR
Network Spine Switch Nos. 2
Boarder Switch Nos. 2
Fibre Leaf Switch Nos. 7
Copper Leaf Switch Nos. 3
DMZ Switch Nos. 2
Core Router Nos. 2 2
SDN Fabric Manager Nos 1
Network Authentication Controller Nos. 1 1
Management Switch Nos. 1 1
Security Tools Lot 1
Network and Fibre Optic Cables, as required to build the new network and | Lot 1 1
keep existing Network.
x86 Server 48 Core or Higher CPU , 800GB Memory, 4X 10/25 Network Port, | Nos. 10 6
4X16/32 GBps FC port
Virtualization Virtualization / Hyper Converged Interface plus Replication and Disaster | Nos. 480 288
Recovery Management License from 768 Cores, with support for three
years
RISC Server 12 x 12 Core RISC Processor, (80 Cores Active for DC and 95 Cores | Nos. 2 1
Active for DR), (10.04L SAPS X2 for DC and 12.5L SAPS for DR)
Storage Usable Storage, NVMe Flash, 1M IOPS, in TB B 550 450
SAN Switch with enough ports to connect all servers to both Disk and | Nos. 2 2
Tape Storage
FO cables, patch Panels, FO Patch Cords required to build the SAN and | Lot 1 1
Connect the Tape Systems and Servers
Backup Tape Autoloader Nos. 1 1
Backup Solution including required Cartridges for 3 years Lumpsum 1 1
RACK Intelligent 42U Rack having Dual Power Supply from two sources, | Nos. 2

Extendable power supply. Capability, Top Cooling Fan, Lock and Key
facility.




RN e Item Rate BoQ

Tender Inviting Authority: Chief Enginer , IT&C Cell

Name of Work: Request for Proposal for DC/DRC i ion under IT/IT-OT i ion at WEST BENGAL STATE ELECTRICITY DISTRIBUTION COMPANY LIMITED under Loss Reduction Part of "Revamped Reforms-Linked Results-Base d Distribution Sector
Scheme" (RDSS)

Contract No: Tel (0): 033- 2319 7445, 2319 7442, Email: ceit@wbsedcl.in /itcell@wbsedcl.in

Name of the
Bidder/ Bidding
Firm / Company

PRICE SCHEDULE
(This BOQ template must not be modified/replaced by the bidder and the same should be uploaded after filling the relevent columns, else the bidder is liable to be rejected for this tender. Bidders are allowed to enter the Bidder Name and Values only )

NUMBER # TEXT # NUMBER # TEXT # TEXT # NUMBER # TEXT NUMBER NUMBER # TEXT #
si. Item Description Quantity Units Quoted BASICRATEIn | SCN/SAC GST TOTAL AMOUNT, It will be | TOTAL AMOUNT
No. Currency in | Figures To be convert in INR In Words
INR/Other | entered by the
Currency Bidder
1 4 5 12 13 19 20 53 55
1.00 Hardware ,Software with Licenses and Services for DC/DRC
11 Supply & Delivery of Spine Switch and associated accessories at DC with 3 ) Nos. INR 0.0000 INR Zero Only

years warranty Support Service

112 Supply & Delivery of Boarder Switch and associated accessories at DC with

; 2 Nos. INR 0.0000
3 years warranty Support Service INR Zero Only
113 Supply & Delivery of Fibre Leaf Switch and associated accessories at DC with 3 . Nos. NR 0.0000 INR Zero Orly

Vears warranty Support Service
114 Supply & Delivery of Copper Leaf Switch and associated accessories at DC with 3 R Nos. NR 0.0000 INR Zero Only
years warranty Support Service
115 Supply & Delvery of DMZ Switch and associated accessoriesat DC with 3 years B Nos. NR 0.0000 INR Zero Orly
warranty Support Service
Supply & Delivery of Two Core Routers and associated accessories at each location

116 4 Nos. INR 0.0000

of DC & DRC with 3 years warranty Support Service INR Zero Only
Supply & Delivery of SDN Fabric Manager and associated accessories and software

117 1 Nos. INR 0.0000
at DC with 3 years ATS Support INR Zero Only
118 Supply & Delivery of One no Network Authentication Controller and associated ) Nos. NR 0.0000 INR Zero Only

accessories at each location of DC & DRC with 3 years warranty Support Service
Supply & Delivery of One no Management Switch and associated accessories at

1.19 2 Nos. INR 0.0000
each location of DC & DRC with 3 years warranty Support Service INR Zero Only
120 Supply & Delivery of One no Security Tools for all locations covering DC, \ Lot NR 0.0000 INR Zero Only

DRC &site offices with 3 years ATS support

Supply & Delivery of Network and Fibre Optic Cables, as required to build the
1.21 new 10G network at DC and maintain existing Network at DRC with 3 years 2 Lot. INR 0.0000 INR Zero Only
support service

Supply & Delivery of x86 servers comprising 48 Core or Higher CPU , 800GB
1.22 Memory or higher, 4X 10/25 Network Port, 4X16/32 GBps FC port (10 nos at 16 Nos. INR 0.0000 INR Zero Only
DC & 6 nos. at DRC) with 3 years warranty Support Service

Supply & Delivery of Enterprise or higher level Virtualization / Hyper
1.23 Converged Interface plus Replication and Disaster Recovery Management 768 Nos. INR 0.0000 INR Zero Only
License for 768 Cores, with 3 years ATS support

Supply & Delivery of 12 x 12 Core RISC Processor, (80 Cores Active for DC
124 and 95 Cores Active for DR), (6.2 L SAPS X2 for DC and 7.4 L SAPS for DR) 3 Nos. INR 0.0000 INR Zero Only
with 3 years warranty Support Service

Supply & Delivery of Storage, NVMe Flash, 1M I0PS, in TB (550 TB usable at

125 1000 ™ INR 0.0000 INR Zero Onl

DC and 450 T8 usable at DRC ) with 3 years warranty Support Service oro Only
Supply & Delivery of SAN Switch with enough ports to connect all servers to
126 both Disk and Tape Storage at DC & DRC with 3 years warranty Support 4 Nos. INR 0.0000 INR Zero Only
Service
127 Supply & Delivery of Tape Autoloader (with minimum 5 drives each and 40 ) Nos. R 0.0000 INR Zero Only
cartridge slot in each) at DC & DRC with 3 years warranty Support Service
1.28 Backup Solution including required Cartridges for 3 years at DC & DRC 2 Ls INR 0.0000 INR Zero Only

Supply & Delivery of Intelligent 42U Rack having Dual Power Supply from two
1.29 sources, Extendable power supply. Capability, Top Cooling Fan, Lock and Key facility 2 Nos. INR 0.0000 INR Zero Only
at DC with 3 years warranty Support Service.

Design, nstallation , configuration, migration , testing commissioning and
130 Training of entire systems ( Network/ Server/Storage) at DG 1 Ls INR 0.0000 INR Zero Only
Design,Installation , configuration, migration , testing commissioning and
131 Training of entire systems ( Network/ Server/Storage) at DRC ! Ls INR 0.0000 INR Zero Only
132 Buy back price for all EOS/EOL products as per RFP 1 Ls INR 0.0000 INR Zero Only
Total in Figures
inFigu 0.0000 Zero Only

NOT TO BE QUOTED HERE
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6.1 Scope of Work for Implementation Agencies

Under the Scope of work WBSEDCL is looking for an Al to perform the Hardware refresh at DC- DRC and
migration of application from existing infrastructure to new Infrastructure. The Scope of work can be
categorized into the following parts:

1. Hardware refresh and upgradation of existing hardware from 1G to 10G at DC-DRC.

2. Migration of existing applications on existing infrastructure at DC-DRC to the new Hardware
procured under this RFP.

3. Providing maintenance for Hardware and applications for a period of 5Years from the date of Go-
live on new Infrastructure.

4. The solution should comprise of AMC and ATS services for all Hardware, software and
Application Warranty support for 3 years.

5. The IA has to dispose the existing hardware as per the standard e-waste disposal procedure
defined by the Central pollution control board.

Scope of Work (SOW) is defined in line with the concept of building a private Cloud Like infrastructure for
WBSEDCL. For this, the existing end of support hardware is to be phased out. The new set of hardware
to be procured must be installed in a virtualized environment having an internal network speed of 10G or
more.

Furthermore, the entire setup is to be maintained during the warranty period of three years post Go live of
the solutions. The hardware procured under this RFP should not reach End of support (EOS) for
minimum 6 Years from the date of installation of the hardware. Any procured hardware reaching EOS
before 6 years should be replaces by the Bidder.

All the newly procured hardware & Software Comprehensive Annual Maintenance Contract, Annual
Technical Support for the licenses of Operating Systems and application software with the OEM are to be
maintained by the implementing agency. Upgrade of Server, Storage and Networking along with
migration of applications will be carried out on a CAPEX basis.

The Bidder should be responsible for buying back the end of Life hardware after securely disposing of
WBSEDCL Data as per the standard e-waste management procedure.

Annexures containing DC and DRC asset details will be provided to all bidders participating in the bid.
They need to email to the specified email ID as mentioned in this document from their company domain
ID. It will be provided to them.

Breakdown of the Scope of Work (SOW) for consolidating and upgrading the existing IT Infrastructure
under the Buyback Policy shall be as follows:

6.1.1 Project Overview

The project involves replacing the current End of Support IT Infrastructure . This includes
managing the facility for the next three years as warranty. Details of existing IT Infra (H/W & S/W) are
attached as Annexure A.

Services and applications running of the current hardware must be migrated to newly procured system by
the Implementing Agency (IA) such that no new additional licenses are required as of now.

The IT system architecture should allow high availability, horizontal and vertical scalability and integration
compatibility of current and future systems that may need to interact with the core application stack. It



should be ensured that the IT Infra deployed under the current scope can be integrated with core
business applications. Under no circumstances WBSEDCL would procure new licenses for its core
business. However, there must be scalability provisions built into the upgraded hardware.

Sizing of the IT Infra at the data center is done considering the existing IT Infra setup as base and year on
year growth for the next five years accommodating/integrating any future IT systems like ERP, AMR, AMI-
Smart Metering, SCADA/DMS and utility initiatives, etc. Server Sizing is done considering a virtualized
environment that would accommodate all the current applications and more applications in future.
Storage is sized for the current data size and must be scalable for the next five years for a growth rate of
15% data volume year on year. All solution that are to be considered must be capable of Scaling up and
Out for the next eight years.

New solutions need to be provided for backup, virtualization and/or containerization.

6.1.2 Project Objectives

The objective is to provide logically unified and shared infrastructure flexible enough to rapidly respond to
infrastructure requirements and accommodate future technology enhancements, distributed applications,
database applications running on bare metal, and virtualized applications running in hypervisor
environments, that are available on demand all impose different demands on infrastructure.

Network Speed Enhancement: WBSEDCL Internal Network speed is to be enhanced to at least 10G.
Software Defined Network: Movement towards a fault tolerant SD Network.

Virtualization: The Compute and Storage must be used to build a Virtualized environment such that all
current and future applications will be virtual cloud like infrastructure within WBSEDCL premises.

Roadmap to SAP S/4 HANA: WBSEDCL is moving towards SAP S/4 HANA in future. The upgraded
compute system must be compliant to SAP S/4 HANA

Support for three years after Go Live: Go Live will be the start day of support. 1A will arrange to supply
all materials, complete the installation, integration, migration, and the subsequent acceptance test criteria
to obtain the Go Liv. Support will consist of three years of warranty comprising, all spares, services, and
licenses.

Buyback Policy Compliance: Ensure adherence to the outlined guidelines and policies regarding
equipment buyback.

Security and Compliance: Ensure all security policies of WBSEDCL and that of the Cyber Security
Guidelines are followed during the entire project span. Additional Tools to keep WBSEDCL compliant with
the latest Cyber security Guideline must be supplied.

6.1.3 Procurement approach for the solution components
The Scope of Work for this upgrade/revamp will be divided into four actionable.

i. Submission of Documentation and Approval.
ii. Supply of Goods.
iii. Installation, Commissioning, and integration.

iv. Migration of older system to new system and its subsequent Acceptance after
completion of Stabilization Period.
V. Support Service post migration and Go Live.

The payment will be released upon supply, installation, commissioning, integration, migration, acceptance
tests, stabilization period and warranty phase.



Hardware: Network Device, Compute Device, Storage System and Backup System
Software: Software Defined Network, Virtualization software, Management Software for Virtualization and
automation, Backup Solution.

6.2 IT System Design Consideration

The Implementation Agency (IA) will be expected to bring all the installation equipment’s and tools
required for the installation of the system. The IA shall install, integrate, and commission the active
network equipment as well as passive network components as per the approved deployment design. All
the work shall be done in a conscientious manner as per the OEM guidelines and best industry practices.
The system shall be subjected to inspection at the milestone stages. Local regulation/codes shall always
be followed. The IA and its OEM resources shall follow all Safety Regulations and practices. The IA shall
not cause any damage to the existing server farm and property at the DC and DRC and will perform
restoration if any damage occurs.

The IA must establish a centralized IT environment within the DC and the DR that will,

i. Enhance the data transfer speed to a minimum of 10G from the current 1G in DC,

ii. Implement a Software Defined Network that would not have a single point of failure and be
manageable from the NOC at DC and Conventional 1 G network at DRC with taking some
devices (which equipment are within OEM support and running) from DC and some newly
procured network devices. Carrying securely and installation of the devices from DC to DRC or
vice versa will be responsibility of IA(implementation agency).

iii. The implemented SDN devices must be able to accommodate the future change of devices within
the DC and the DRC.

iv. Establish a Spine Leaf Architecture for the upgraded Network.

V. Accommodate all existing applications running in the DC Servers into a compact virtualized
environment. It must be scalable horizontally and vertically for future applications for the entire
support period.

Vi. Accommodate all the current data storage into Scalable Storage environment. It must be scalable
horizontally and vertically for the entire support period.

vii. Have a back Up system and software capable of a backup for the entire DC and DR landscape.

Viii. Implementation Agency is responsible for Supply, Install, Configure, Migrate, Test, and Maintain

the entire solution for a period of 5 years post Go-Live. The Implementation Agency should
propose only one solution that is in accordance with the RFP specifications.

iX. The existing infrastructure assets that are still under use and will not be replaced by the current
upgrade is to be compatible with the upgraded solution. The assets and services to be retained
will be listed in Annexure A (Master List of Asset)

X. Extend support to WBSEDCL 24 X 7 with onsite resource. The entire implementation service will
have to be carried out with onsite resource in the DC and the DRC. Escalation matrix to this effect
for all the participating OEM must be provided to WBSEDCL by the IA. In case, L3 or higher SME
support is required for any critical problem/s, 1A should arrange such support and WBSEDCL, at
its sole discretion, will approve of such support till the resolution of the issue. However, the SLA
for resolution will still be applied as per attached SLA

Xi. The 1A will provide a dedicated onsite Project Manager to carry out the daily project management
tasks and capacity planning for the entire project period till the Go Live and stabilization period.
Xii. Subject Matter Experts for the below competencies as per the CV of SME is to be posted on site

for the entire duration of the project in addition to other resources that are required to successfully
complete the project as per defined timeline till the Go Live.

a. Network and Security.

b. Virtualization and Cloud

c. Server, Storage, and migration.

d. Project Management



Xiii.

Xiv.

XV.

XVi.

XVii.

XViii.

XiX.

XX.

XXi.

IA will arrange firmware updates and upgrades from OEM, and periodic system health check-up
to ensure the system is up and running optimally for the entire period of support.
The Go-Live shall be considered after successful integration, commissioning, and migration of the
IT Infrastructure to the entire satisfaction of WBSEDCL.
The duration of the Support contract will be three years after Go Live. The IA will be required to
provide an infrastructure which is scalable and provides for next-generation latest technologies
like virtualization, unified management etc. The IA is free to add any additional components that
are deemed necessary for providing the overall solution. The IA should also consider the
following while proposing the solution.
The IA should ensure that all the peripherals, accessories, sub-components required for the
functionality and completeness of the solution, including but not limited to the devices, equipment,
accessories, software, licenses, tools, etc. should also be provisioned according to the
requirements of the solution.
WBSEDCL will not be responsible if the Implementation Agency has not provisioned for any
components, subcomponents, assemblies, sub-assemblies as part of bill of material in the bid
response. The Implementation Agency will have to provision to meet the solution requirements, at
no additional cost and time implications to WBSEDCL.
The Implementation Agency should ensure there is a comprehensive support arrangement for the
entire period of engagement (including any extension) after Go-Live with all the OEM for
respective IT components.
All Software, Licenses, Operating Systems and Applications must be genuine and under the sole
ownership of WBSEDCL. IA will be solely responsible for any litigation arising out of issues for
non-genuine software.
Help Desk Services during support period: SLA Based Support through Help
Desk/telephone/specific E-mail/ personal visit. All the service-related calls will be logged by
WBSEDCL/bidder/SI or FMS Vendor at WBSEDCL owned Service Desk or other ITSM tools
used by WBSEDCL. Bidder will have to use the same call logging tool (Service Desk) for
updating the status of the calls. IA shall access WBSEDCL helpdesk from within the WBSEDCL
network. No outside access shall be granted/ allowed for integration/ticket logging. Downtime
calculation report will be generated from UIM (Unified infrastructure management)/ eHealth/
Spectrum software which are installed at DC & DRC. The same ITSM tools or OEM tools may be
used for logical monitoring of all the DC/DRC Hardware parallelly with physical monitoring at DC
& DRC site.
The CA Service Desk/UIM shall undertake the following activities:
Log issues / complaints related to IT infrastructure at the Data Centre / Disaster Recovery Centre
as per BOQ under the scope of work and issue an ID number against the issue / complaint.
Assign severity level to each issue / complaint.
Track and analyze each issue / complaint to resolution.
If necessary, the issues / complaints will be Escalated by WBSEDCL as per the escalation matrix
defined by the IA.
Provide feedback to the callers.
Creation of knowledge base on frequently asked questions to aid the users of the IT
infrastructure.
The IA should submit monthly status report for the service calls generated in that month including
previous pending calls indicating the actions taken.
Preparing/following Dashboard (MIS Report for availability/uptime report in CA UIM) on Quarterly
basis.
SMS Alert to concern WBSEDCL Officers and IA for the following activities:

a. Logging Calls

b. First Response

c. Resolution



6.2.1 Documentation

The existing asset details is available in Annexure A and the assets that are to be retained are marked in
the Annexure. The IA after the LoA, must take a note of all the assets in the DC and the DRC.
Accordingly, they must prepare a final documentation on:

Vi.
Vii.

viii.

Xi.

Xii.

Xiii.

Xiv.

XV.

A Comprehensive Inventory of all the current Compute servers, Storage devices, Networking
equipment and all other critical hardware within the DC and the DRC along with specifications,
configurations and marking all the devices that are being replaced as per the Upgrade Plan.

The document must contain the current and future VLAN configuration, IP Addresses, and other
details.

A SLD of the current architecture along with the upgraded architecture.

List of all software and applications currently running in the DC with details of the Versions,
Licenses, Dependencies, and Integration points.

A Document on Storage systems, their logical mappings to servers and applications, RAID
Setups.

A list of Critical Data and a plan for their backup and migration during the project.

A plan for at least 100% betterment on current CPU utilization, Memory Usage, Network traffic
and storage IOPS. Document must contain both current and upgraded metrics.

Steps to ensure all the current Security compliances are maintained and additional Security
compliance with respect to private Cloud, Virtualization are added. All network devices supplied
must be MTCTE compliant.

A risk assessment and a Business Continuity Plan for each phase of migration, described in the
next section. Any downtime would require a special approval from WBSEDCL. IA must raise
Downtime Request to WBSEDCL with due justification.

A Change Management Plan involving a communication strategy for all stake holders.

A Manufacturer's Authorization Form to be attached by the Implementation Agency for all the
hardware supplied by them which would ensure.

A 3-level escalation matrix for all the OEM and turnaround time of response with their email id
and mobile number. A 4-level escalation matrix of the |A must also to be submitted.

A Timeline and Project Plan outlining the tasks, milestones, resources to be used for each task in
the SOW, from documentation, supply, installation, migration, UAT and Go Live.

A support plan, post Go Live, including support from all participating OEM. This plan must be
followed and back-to-back from OEM will be verified by WBSEDCL before giving approval for Go
Live.

A Handover-takeover plan needs to be listed, necessary training to be given to WBSEDCL, its
FMS team and its delegates.

Post the submission of the above documents, WBSEDCL would verify each one of the documents
mentioned above and provide their individual approval for supply of the upgrade assets.

6.2.2 Indicative High-Level architecture.
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6.2.2.1 Drawing of the present network Architecture
Attached herewith is the current Network SLD of WBSEDCL Data Center at Rajarhat and Disaster
Recovery Center at Berhampur. Details of Assets are provided in the Asset List.

WBSEDCL DC/DRC
Network Diagram

6.2.2.2 Drawing of the Indicative upgraded Network.
Implementation Agency must build and submit a final network diagram before supply.
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6.2.3 CEA Guideline for (Cyber Security in Power Sector)

Cyber Resilience is a measure of preparedness, the ability to respond to any cyber-attack and
to recover and resume critical business operation during/after a cyber-attack by any
Responsible Entity. The Mandatory Requirements (MRs) detailed in the Guidelines includes
measures, tools and processes intended to prevent cyber-attacks and improve cyber resilience,
should be holistically built in by Responsible Entities in their cyber security framework as well as
well as cyber security policy.

6.2.3.1 Objective
The objective of the CEA (Cyber Security in Power Sector) Guideline, 2022 is the preservation
of:
(a) Confidentiality: Preventing the unauthorized access to information.
(b) Integrity: Preventing the unauthorized modification or theft of information.
(c) Availability: Preventing the denial of service and ensuring authorized access to
information.
(d) Non-repudiation or accountability: Preventing the denial of an action that took place or
the claim of an action that did not take place.
3.1 Within the text of these Guideline, ‘Responsible Entity’ shall mean all:
a) Transmission Utilities,
b) Load dispatch centers (State, Regional and National),
c) Generation utilities (Hydro, Thermal, Nuclear, RE),
d) Distribution Utilities e) Generation Aggregators,
f) Trading Exchanges,
g) Regional Power Committees, and
h) Regulatory Commissions.

6.2.3.2 Applicability:

The Responsible Entity as well as Service Providers, Suppliers/Vendors, Service
Providers, Software Designers engaged in the Indian Power Supply System shall be
subjected to CEA (Cyber Security in Power Sector) Guideline, 2021. Mandatory
Requirements shall be read in conjunction with the provisions of IT Act 2000 and
Amendments thereof and Cyber Security Audit mandated by CERT-In.

6.2.3.3 Scope
Control Systems, System Operation and Operation Management

Grid Control and Management Systems,

Power Plant Control Systems,

Central Systems used to monitor and control of distributed generation and
loads e.g., virtual power plants, storage management, central control rooms
for hydroelectric plants,photovoltaic/wind power installations,

Systems for fault management and work force management,

Metering and measurement management systems,

Data archiving systems

Parameterization, configuration, and programming systems,

YV V

YVVVY
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» Supporting systems required for operation of the above-mentioned systems,
>

Communication System
> Routers switches and firewalls,
» Communication technology-related network components,
» Wireless digital systems.

Secondary, Automation and tele control technologies
e Control and Automation components,

Control and field devices,

Tele control devices,

Programmable logic controllers/ Remote Terminal Units, including digital sensor

and actuators elements,

Protection devices,

Safety components,

Digital measurement and metering installations,

Synchronization devices,

Excitation Systems,

6.2.3.4 Standard

Reference Description

ISO/IEC 15408 Common Criteria Certification Standard

ISO/IEC 17011 General requirements for accreditation bodies

ISO/IEC 17025 General requirements for the competence of testing and calibration
laboratories

ISO/IEC 21827 Systems Security Engineering - Capability Maturity Model (SSE-CMM)

ISO/IEC24748-1 Systems and software engineering — Life cycle management — Part
1: Guidelines for life cycle management.

ISO 27001/2 Information Security Management

ISO/IEC 27019

conformity assessment bodies

ISO/IEC24748-1 Systems and software engineering — Life cycle management —
Part 1: Guidelines for life cycle management.

ISO 27001/2 Information Security Management

ISO/IEC 27019 Information technology — Security techniques —
Informationsecurity controls for the energy utility industry

ISO/IEC 61508 Functional Safety of Electrical / Electronic / Programmable
Electronic Safety-related Systems

IEC 61850 Communication networks and systems for power utility automation
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IEC 62351 Standards for Securing Power System
Communications

IEC 62443 Cyber Security for Industrial Control Systems

IS 16335 Power Control Systems — Security Requirements

NERC CIP 002-014 Critical Infrastructure Protection Standards for Bulk Electric Providers

Mandatory Requirements have been serially numbered as R.n under each Guideline
which shallbe monitored, measured and audited for compliances. The Responsible
Entity shall be liable for penalty in case of non-compliances of Requirements to be
latter classified as High and Medium. At pesent the monitoring mechanism and
provisions for levy of penalty has been not covered in

these Guidelines, but the same shall be added in subsequent reviews of these
Guidelines. Thishas been done to give time to the Responsible Entities to establish
system and mechanism for adopting these Guidelines and build human resource
capability to meet the requirements and for attaining maturity in ensuring the cyber
security of their Cyber Systems.

6.3 Indicative Component of Upgraded Infrastructure.
6.3.1 List of Current hardware in the DC and the DRC

A detailed list of all Assets in the DC and DRC are provided in the ANNEXURE A tentative list of
Asset

Assets those are marked as to be removed are to be considered for Buy Back items.

Assets those are marked as to be retained are to be kept as it is in the 1G network that needs to
be connected in the upgraded network in DC.

Assets those are of 10G already are to be enabled for 10G and connected to the 10G Network.

6.3.2 List of Current Hardware to be considered for Buy Back.

All assets in the above list in ANNEXURE A tentative list of Asset having an Y in the to be replaced are
to be considered for replacement. The remaining assets are to be retained in the DC and the DRC. The
Assets that are to be replaced are to be considered for the buy back. A detailed list of actionable is given
in this section 6.7.8 below. A Final list is to be prepared for the list of assets to be taken back as a part of
this upgrade project after secure disposal of important WBSEDCL data and configurations. A buy Back
price is to be offered during the bidding process itself, based on the Asset List. The final offer price post
deduction of this price will be considered in the Price bid.

6.3.3 List of Current Applications running
Applications are running in two platforms in WBSEDCL DC and DRC. A detailed list is given below
separately for the x86 Platform and the RISC platforms.
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6.3.3.1 Applications running in the x86 Platform.
ANNEXURE B list all the existing applications running. Marked in it are applications that would
be migrated to the Virtualized On Premises Cloud Platform.

6.3.3.2 List of Applications running in RISC server.
Annexure C lists all the existing application running in the RISC platform. The selected DB and
the CI instance running in the Power8 and Power7 Platform are to be migrated to the newly
procured RISC/EPIC server and the rest of the instances are to be migrated to the current
Power 8 server. A feasibility study is to be conducted by the IA for the same and any hardware,
software required to make that happen is to be supplied by the IA.

6.3.4 Proposed Minimum Supply Requirement for upgrade.

Noted herein are the list of minimum hardware and Software assets that needs to be supplied to
the DC and the DR. The Bidder must add any further hardware that would be required to ensure
proper functioning of the DC and DRC. All devices supplied must be Rack Enabled. The number
of assets is to be in line with the Price Schedule.

The quantity of numbers of any quoted item as incorporated in the RFP are provisional, which
may vary up to +/- 25% of the ordered quantity during course of execution of the contract as per
actual requirement. WBSEDCL shall communicate such variations of quantity to the successful
Bidder in writing. The unit price to be quoted by the Bidder and incorporated in the order would
remain valid for such variation of quantity. The variation in quantity shall be communicated by
WBSEDCL to the successful Bidder prior to Go Live.

Head UoM DC | DR
Network Spine Switch Nos. 2

Boarder Switch Nos. 2

Fibre Leaf Switch Nos. 7

Copper Leaf Switch Nos. 3

DMZ Switch Nos. 2

Core Router Nos. 2 2

SDN Fabric Manager Nos 1

Network Authentication Controller Nos. 1 1

Management Switch Nos. 1 1

Security Tools Lot 1

Network and Fibre Optic Cables, as required to | Lot 1 1

build the new network and keep existing Network.

x86 Server 48 Core or Higher CPU , 800GB Memory, 4X | Nos. 10 | 6
10/25 Network Port, 4X16/32 GBps FC port
Virtualization | Virtualization / Hyper Converged Interface plus | Nos. 480 | 288

Replication and Disaster Recovery Management
License from 768 Cores, with support for three
years

RISC Server | 12 x 12 Core RISC Processor, (80 Cores Active | Nos. 2 1
for DC and 95 Cores Active for DR), (10.04L
SAPS X2 for DC and 12.5L SAPS for DR)

Storage Usable Storage, NVMe Flash, 1M IOPS, in TB TB 550 | 450
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SAN Switch with enough ports to connect all | Nos.
servers to both Disk and Tape Storage
FO cables, patch Panels, FO Patch Cords | Lot
required to build the SAN and Connect the Tape
Systems and Servers

Backup Tape Autoloader Nos.
Backup Solution including required Cartridges for | Lumpsum
3 years

RACK Intelligent 42U Rack having Dual Power Supply | Nos.
from two sources, Extendable power supply.
Capability, Top Cooling Fan, Lock and Key facility.

6.3.3.1 Private cloud Setup
In all cases below both DC and DRC is to be considered. Requirements with respect to sizes are
mentioned separately in the table below.

Device Specification Details Compliance
Virtual Cloud Offered private cloud shall allow WBSEDCL to build their self-
Compute Management | service cloud on demand and deliver virtual machines across

hybrid cloud.

Offered Private cloud solution shall also allow creation of VM from
Public cloud provider directly from the Private cloud console and
shall be able to import the images and instance type while
provisioning the VM

Dashboard shall clearly show the overall number of Virtual
machines being managed from Private cloud.

Dashboard shall also provide the information about number of
VMs and Systems, which are more than 95% full w.r.t capacity

Dashboard shall also the output of configuration check of overall
installed system and shall clearly highlight the issues, if any, by
clicking on them

Dashboard shall also show the performance and latency of top
VMs and recently provisioned VMs.

Offered Private cloud shall list down the current version of offered
system (Hardware, Management module, Hypervisor, Service
Pack, Storage layer) and shall also provide the update path of
next version from the GUI itself

Offered Private cloud shall allow the migration of the data from
one datastore of a given cluster on a given system to another
datastore on a different system.

Offered Private cloud shall allow the functionality to reset the
virtual machines like Power Reset / Shutdown / Reboot / Power-
off etc

Offered Private cloud shall allow the functionality to migrate the
virtual machine from one cluster to another cluster and one
datastore of one system to another datastore of another system.

Offered Private cloud shall allow the importing of virtual machines
from System which are not actively managed by the Private cloud
console.

Offered private cloud shall allow to create the single on premise
VM provisioning policy for selecting De-duplication, encryption
and quality of service. Solution shall ensure that VM provisioning
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service shall be available either for unified file format that is
compatible across all virtualization products in the market.

Offered private cloud shall allow creation of VM directly from the
cloud console and shall be able select OS template from Content
Library, VM provisioning policy for Storage operations like De-
duplication, Encryption, Quality of service and Backup protection
policy from a single wizard.

Hyper
Convergence
Infrastructure
Solution)  or
HCI

Platform Offered Platform shall have complete independence for the
scaling of both Compute and Storage platform. Scaling of both
components shall be completely independent without any
immediate disk re-balancing operation.

Hypervisor Offered platform shall provide the simplicity of Hyper-converge

Support from market leading Hypervisors along with required licenses as

per below specifications and requirements.

Server Node

The proposed HCI solution should support scalability of nodes in a
single cluster. Each server node should have dedicated redundant
hot swap power supplies & cooling fans.

Offered Platform shall be supplied with at-least 10 number of
Server Nodes in DC and 6 in DRC.

Each Server engine shall have flexibility to see and consume the
entire capacity of storage layer.

Each Server node / engine shall be supplied with at-least:

480 Core CPU in DC and 288 CPU in DRC, 8TB or More Memory
of memory in DC and 5 TB or More in DRC, 4X 10/25 Network
Port or more in DC and 4 X 1/10G Network Port or more in DRC,
4X16/32 GBps FC port in DC and DRC.

2 x Intel Xeon-Gold 5318Y 2.1GHz or higher 48 or higher Intel-
core or equivalent or Higher Processor. Each compute engine
shall have at-least two number of 960 GB SSD drives for boot
configured in RAID1. Offered compute node shall also support
25Ghps & 100Gbps IP ports.

Offered platform shall also be supplied with additional dedicated
256GB L3 cache / memory for read and write operations on each
node of storage layer.

The HCI solution should be configured with minimum of 550 TB
usable storage capacity excluding cache capacity for each of DC
and 450 TB in DRC. The capacity to be configured with minimum
data protection of replication factor 2 or equivalent or higher. The
capacity should be absolute capacity without considering any data
efficiency techniques as Data Deduplication and compression.
Any other capacity required for meta data, host maintenance
mode, component rebuilds etc. should be factored over and above
the capacity

The solution should support All Flash configuration with support
for 2U form factor with the addition of the latest Intel 2.1 Ghz or
higher Processors or higher and 64 GB or higher DIMM capacity

Management

Complete platform shall be managed directly from offered
hypervisor management layer and shall not require multiple
management tools for day-to-day operations.

Each compute engine shall have additional network port for
remote management. Remote management shall have own
dedicated flash memory.

Each compute engine shall have immutable silicon root of trust for
ensuring that under any situation — firmware is completely tamper-
proof and at any stage shall not be compromised.
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Data
Protection

Offered platform shall use all NVMe flash drives only for storage
layer. All offered NVMe Flash drives on storage layer shall be
configured with Hardware RAID 1 for asked usable capacity.

Failure of any compute engine shall not reduce the overall number
of offered drives. In case vendor is not supporting this capability,
then additional one node of the same configuration in terms of
compute and storage shall be provided.

Performance

Offered platform shall have flexibility to utilize all offered drives on
storage layer for a given virtual machines for both read and write
operations and shall not be limited to local node allocation.

There shall be no performance de-gradation during critical support
activities like Firmware upgrade, patch upgrade etc.

Offered Platform shall provide 1M I0Ps and sub-millisecond
Latency with 80:20 Read: write ratio and 8K Block size.

No Single
Point of
Failure

Offered platform shall be configured in no single point of failure-
environment. Vendor shall design in such a way that storage layer
shall provide at-least 6 nines data availability and VM availability
is being maintained through the offered hypervisor clustering.

There shall be no performance de-gradation on storage layer due
to a single component or storage node failure. Vendor shall
provide the documentary proof for same.

CPU
Drives
support

and

Offered platform shall have the capability to support x86 CPU
various NVMe flash capacities drive within the same cluster.

Investment
Protection

Offered platform shall non-disruptively scalable to higher
generation platform within the given family without any forklift
upgrade. There shall be no downtime, no data re-balancing while
upgrading to next generation model.

Storgae
Integration

offered platform shall be tightly integrated with Hypervisor and
shall be certified for VOL. The platform should not need any
helper software of any kind to work properly with storage volumes
and shall support:
a. Platform Shall support both compression and de-duplication for
virtual Volumes of Storage.
b. Platform Shall support Scheduled snapshot and quality of
service for Storage Volumes.
c. Platform shall support encryption of Storage Volumes assigned
to Virtual Servers

Quality of
service

Offered platform shall support and supplied with Quality of
Services (QoS) for controlling the IOPS and MB/sec for a given
datastore selectively.

Offered platform shall automatically do QoS in order to prevent a
single workload from taking over the overall storage layer
performance.

Thin
Provisioning
and Space
optimization

Offered platform shall support critical global data efficiency
features - inline de-duplication, inline compression, and thin
provisioning without any performance degradation

All above data efficiency features shall be truly global and shall
have capability to compare chunks across all VMs and datastores
enabled / created into the platform.

Offered platform shall support both non-duplicated datastores as
well as duplicated datastores at the same time within the platform.

Offered Platform shall support both non-compressed as well as
compressed datastores at the same time within the platform.

Snapshot  /

Offered platform shall support more than 1000 Snapshots for a
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Point in time
copy [/ Zero
Copy Clone /
Thin Clone

given datastore. Vendor shall use efficient
technology like re-direct on write or better.

performance

All created snapshots shall support global de-duplication and
compression.

Offered platform must support multiple Snapshots or Clones or
Replications sessions without any impact to performance.

Data Integrity
and
Encryption

Offered platform shall offer checksums that go beyond the T10-PI
standard. The checksums will automatically detect and prevent
errors resulting from lost/misplaced reads or writes that T10-PI
and equivalent check summing systems cannot remediate

Offered platform shall be supplied with certified encryption at
Granular datastore level even without using encrypted NVMe flash
drives.

Remote
Replication

Offered platform shall support Stretch cluster across locations
while ensuring that dual write is being maintained at each location.
Replication across locations shall be native inside the platform.

Offered Platform shall have ability to replicate only incremental
changes between two sites (bC and DRC).

Offered platform shall support FAN out asynchronous replication
from primary location to at-least two secondary locations for a
given volume. It shall provide the flexibility to define the separate
schedule for each replication relationship

Licenses

Vendor shall provide the license for all critical functionalities like
capacity expansion, Snapshot, Thin Clone, Replication and QOS
etc. for the maximum supported capacity of platform. There shall
be no additional software license requirement for future capacity
upgrade. Any additional license required for meeting the RFP
specification shall also be offered upfront.

Storage
Architecture

General
Requirements

The HCI storage should be a scale-out distributed storage

The HCI software should pool all NVMe from all the nodes in the
cluster to present a single storage resource pool to all server
nodes in the cluster. There should not be any dependence on
data locality

The HCI software should pool all NVMe from all the nodes in the
cluster to present a single storage cache pool across the HCI
nodes.

The HCI should support 10 striping across all NVMe in the cluster
for individual virtual machines to extract maximum throughput and
performance from the cluster.

The HCI solution should support scaling storage capacity and
performance linearly by addition of nodes. VMs on existing nodes
should get the storage performance & capacity that was scaled by
the addition of new HCI nodes.

The HCI solution should be able to present cluster wide storage
performance to any single large Virtual machine.

Present scale-out storage to compute only nodes for Seamless
failover of compute-only nodes for a fully high available design of
HCI

The HCI should support connecting to external 3rd party SAN
(FC, ISCSI) and NFS storage into the HCI cluster for capacity
expansion and ease of migration from exisitng environment to HCI

The HCI solution should support various data replication methods
(RF=2 & RF=3) or equivalent for data protection. Any software
license required to enable RF=2 & RF=3 should be quoted on day

18




1

The HCI solution should support Inline Deduplication across all
storage tiers.

The HCI solution should support for 1 nodes failure in entire
solution

The Solution should support Instant space optimized point-in-time
Snapshots. Should allow for taking snapshots of individual Virtual
Machines to be able to revert back to an older state, if required.
Any additional software and license should be provided on day 1.

The Solution should allow for taking clones of individual Virtual
Machines for faster provisioning. Any additional software or
license required should be provided on day 1.

The HCI storage should have integrated wizard to schedule
snapshot for hourly/weekly/monthly snapshot policies. Any
additional software or license should be provided on day 1.

The HCI solution should be able to boot bare-metal servers from
iSCSI LUNs hosted onto the HCI solution

The HCI storage should have integrated wizard for batch clones of
virtual machines and customization. Any additional software or
license should be provided on day 1.

The proposed HCI solution must support file-level end-to-end data
encryption to provide confidentiality of data at the HCI software
level and without adding any overhead to the hypervisor or guest
VMs. Encryption should be FIPS 140-2 compliant and should
support 256-bit AES inline encryption. It should allow the
coexistence of encrypted and unencrypted Virtual data stores in
the same cluster. Necessary key management solution must be
included in the proposal. If the proposed solution does not feature
native encryption and key management solution, then the
Implementation Agency can propose a proven and popular 3rd
party solution for encryption and key management. Necessary
licenses to support the full capacity/VMs/CPUs must be included
in the proposal.

The proposed solution must support synchronous replication
between DC and Near DC (whenever WBSEDCL decides to
deploy an Active-Active disaster avoidance solution for mission-
critical workloads requiring high uptime (near zero Recovery Time
Objective) and no data loss (zero Recovery Point Objective).
Necessary licenses required to achieve this solution must be
included in the proposal to support full capacity/VMs/CPUs.

The solution should automatically rebalance data to maintain
balanced utilization of storage across the HCI nodes. When
storage capacity is scaled up or scaled out, the HCI modes must
automatically redistribute data equally across all nodes equally
without migrating VMs.

The same storage must be OS agnostic and must be able to
accommodate storage pools from Windows or Unix pool. Unix
may be of any flavor available in the market.

6.3.3.2 Network

Functional Specification of the Network devices upgrade.
e The IA shall provision different Network devices (Router, Firewall, Web Application firewall, Core
Switch, Distribution Switches and Access Switch) for the required network infrastructure.
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e The IA should provision devices compatible to support 10G or higher network.

e The IA must link the upgraded 10G network with the remaining portion of 1G network seamlessly.
e The Network should be designed with Spine-Leaf architecture.

e The IA shall without fail submit the technical compliance sheet as per the table mentioned below.

e The IA shall ensure that all the supplied hardware /software and spares/upgrades for the solution
shall have a OEM support up to next 5 years from the date of commissioning of the entire Setup
after Go Live.

e The IA shall ensure from the OEM that they supply the latest set of hardware and Software, and
the OEM will support them for the next seven years, at least, post Go Live.

e The devices proposed should have Zero touch serviceability and should be available from day
one.

e All Active Network devices must support OPENFLOW protocol.

e The devices provided at the locations shall be new and Implementation Agency shall provide and
install software Updates/Patches/Versions during all the Stages up to five years post Go Live for
all software components including operating systems (that of Network Equipment’s), firmware,
management software, security software, or any other software, which would be part of the
supplies.

¢ Implementation Agency is required to design, supply, implement, maintain, and manage hub
network devices commissioned and provide warranty, AMC and ATS services for the mentioned
equipment(s) and associated management software during the tenure of contract.

A Security Tool having below features are to be added to the list supply materials. It must be duly
installed, configured and handed over to WBSEDCL with adequate training to utilize its proper benefits.

Vulnerability scanning tools are software applications designed to identify and assess security
vulnerabilities within networks, systems, applications, and devices. These tools automate the process of
discovering potential weaknesses that could be exploited by attackers. Some common features and
capabilities of vulnerability scanning tools include:

1. Network Scanning: Identifying devices, servers, and endpoints connected to the network and
scanning them for known vulnerabilities.

2. Port Scanning: Detecting open ports and services on networked devices, which can help identify
potential entry points for attackers.

3. Vulnerability Assessment: Analyzing systems and applications for known security vulnerabilities,
misconfigurations, and weak security settings.

4. Patch Management Integration: Integrating with patch management solutions to identify missing
patches and updates that could address known vulnerabilities.

5. Compliance Checks: Assessing systems against security standards and compliance frameworks to
ensure they meet regulatory requirements.

6. Web Application Scanning: Identifying vulnerabilities within web applications, such as SQL injection,
cross-site scripting (XSS), and insecure server configurations.
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7. Credential Scanning: Authenticating with devices using provided credentials to perform deeper scans
and identify vulnerabilities that require elevated privileges to detect.

Hardware Specification

Device

Specification

Details

Compliance

Core Router

General Requirements

The Router should support chassis or fixed
form-factor, multi-core Processor, internal
redundant field replaceable power supply
(from Dayl). The Router Should have
capabilities of seamless field
upgrade/replacement  (without interrupting
running processes and services ).

Router should have a physical separation
between control and data planes processor.
Router should support inline hardware
accelerated encryption for high-throughput
IPsec

Hardware and Interface
Requirement

Router should have minimum 8 x 1G SFP
base and minimum 48 port 1G ethernet
module LAN / WAN and 4 x 10G LAN / WAN
Interface loaded with 2* long range module
and 2* short range module

Router should have minimum 16GB of on-
board/inbuilt DRAM/RAM for data plane +
control plane processes and 32 GB storage
from Day 1.

Performance Requirement

Router should have minimum I[P forwarding
throughput of 38 Gbps

Router should support minimum 4M IPv4 &
IPv6 routes

No. of Firewall session: 2M

The router must support IKEv1, L2TP, IKEV2,
GRE and IPSEC from day 1. The proposed
solution should serve the GRE encryption for
traffic from any location to other location on
demand and also should able to create GRE
tunnel.

The router should support 19 Gbps of IPSEC
Bandwidth

Implementation  Agency should ensure
necessary encryption 8.5 Gbps throughput
(IMIX, EMIX) supported by proposed device at
site from day 1: (IPSEC case of SD-WAN)

Router should be scalable to support up to
4000 tunnels (non-SDWAN) / 8000 SD_WAN
tunnel (SD-WAN)

Router should support VRF level segmentation
with min support for 8000 VRF segments

Router should support IGMP v1/v2/v3 and PIM
multicast routing

Layer3 Features & Security

Router should support static Routes, OSPFv2,
OSPFv3, BGP4, MBGP, BFD, Policy based
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routing, IPv4 and IPv6 tunneling from Day 1

The Router should support Zone Based
Firewall feature or an external appliance for
the same functionality can be provided.

Router should Support Traffic Optimization
feature built in the router operating system or
an external appliance for the same
functionality can be provided.

Shall have 802.1p class of service and
marking, classification, policing and shaping.

Should  support advanced  encryption
algorithms like AES-256 and AES-GCM

The router should be able to support
Hierarchical QoS. QoS should be supported
both at Physical and sub-interface level

Router should be able to do deep packet
inspection and identify applications at layer-7
and we should be able to define QoS and
access control based on application. It should
be possible to identify at least 1000 common
applications by Device.

Manageability

Router should support SSHv2, SNMPvZ2c,
SNMPv3 and NTP

Routers should support AAA using RADIUS
and TACACS+

Should have extensive support for IP SLA or
equivalent and best path selection for metrics
like delay, latency, jitter, packet loss to assure
business-critical IP applications from Dayl.

Router should support monitoring of network
traffic with application level insight with deep
packet visibility into web traffic, RTP-Based
VolP traffic.

Router shall conform to UL 60950 or IEC
60950 or CSA 60950 or EN 60950 Standards
for Safety requirements of Information
Technology Equipment.

Router shall conform to EN 55022 Class A/B
or CISPR22 Class A/B or CE Class A/B or
FCC Class A/B Standards for EMC (Electro
Magnetic Compatibility) requirements.

Router/Router's Operating System should be
tested and certified for EAL 3/NDPP or above
under Common Criteria Certification

Router should be IPv6 Certified/IPv6 logo
ready

Network
Authentication
Controller

General Specifications

The Solution should provide a highly powerful
and flexible attribute-based access control
solution that combines authentication,
authorization, and accounting (AAA); posture;
profiling; and guest management services on a
single platform.

It should allow enterprises to authenticate and
authorize users and endpoints via wired,
wireless, and VPN with consistent policy

22




throughout the enterprise

Provides complete guest lifecycle
management by empowering sponsors to on-
board guests.

Solution should be scalable enough to support
at least 25000 endpoints in the network.

Solution should be scalable enough to support
200 Network devices.

Delivers customizable self service portals as
well as the ability to host custom web pages to
ease device and guest on-boarding, automate
endpoint secure access and service
provisioning, and enhance the overall end-
user experience inside business-defined
workflows

The solution should support guest users
onboarding through social media login to
simplify the registration process

The solution should support sponsor approval
for guest users connecting into the network
and the approval request should have control
from multiple sponsor to avoid single point of
failure

The solution should support flexible guest
account approval even in absence of sponsor

The Solution should support complete guest
lifecycle where Sponsor should be able to
Extend,Suspend and reinstate guest accounts
with reasons.

Offers comprehensive visibility of the network
by automatically discovering, classifying, and
controlling endpoints connected to the network
to enable the appropriate services per
endpoint

Enforces security policies by blocking,
isolating, and  repairing  noncompliant
machines in a quarantine area without
requiring administrator attention

Offers a built-in monitoring, reporting, and
troubleshooting console to assist helpdesk
operators and administrators streamline
operations

Allows you to get finer granularity while
identifying devices on your network with Active
Endpoint Scanning

The NAC solution should be able to block
unauthenticated/rogue machine without giving
any access to the network.

Augments network-based profiling by targeting
specific endpoints (based on policy) for
specific attribute device scans, resulting in
higher accuracy and comprehensive visibility
of what is on your network

The NAC solution should be able to control the
user even before IP address is assigned. It
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should act as a pre-admission solution

The NAC solution should be able to integrate
with APT, NBAD and SIEM solution

The solution should provide full TACACS+
capability including enable  password,
configuration present for different NAD types,
TACACS+ proxy etc.

Manages endpoint access to the network with
the Endpoint Protection Service, which
enables administrators to specify an endpoint
and select an action - for example, move to a
new VLAN, return to the original VLAN, or
isolate the endpoint from the network entirely -
all in a simple interface

Utilizes standard RADIUS protocol for
authentication, authorization, and accounting
(AAA).

Supports a wide range of authentication
protocols, including PAP, MS-CHAP,
Extensible Authentication Protocol (EAP)-
MD5, Protected EAP (PEAP), EAP-Flexible
Authentication via Secure Tunneling (FAST),
and EAP-Transport Layer Security (TLS).

Offers a rules-based, attribute-driven policy
model for creating flexible and business-
relevant access control policies. Provides the
ability to create fine-grained policies by pulling
attributes from predefined dictionaries that
include information about user and endpoint
identity, posture validation, authentication
protocols, profiling identity, or other external
attribute sources. Attributes can also be
created dynamically and saved for later use

Provides a wide range of access control
mechanisms, including downloadable access
control lists (dACLs), VLAN assignments, URL
redirect, and Security Group Access (SGA)

tagging.

Should have predefined device templates for a
wide range of endpoints, such as IP phones,
printers, IP cameras, smartphones, and
tablets.

It should allow Administrators to create their
own device templates. These templates can
be used to automatically detect, classify, and
associate  administrative-defined  identities
when endpoints connect to the network.
Administrators can also associate endpoint-
specific authorization policies based on device

type.

Solution must allow administrator to add
exception for certain device properties in the
device templates/ device profiles available in
the solution to filter unintentionally picked
paramters of endpoints.
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The Solution should have capability to collect
endpoint attribute data via passive network
telemetry, querying the actual endpoints, or
alternatively from the infrastructure via device
Sensors on switches.

The Solution should have capability to see
endpoints attribute data via passive network
telemetry or alternatively from the
infrastructure via device sensors on switches
at Core, Distribution and Access Layer.

Solution should allow end users to interact
with a self-service portal for device on-
boarding, providing a registration vehicle for all
types of devices as well as automatic
supplicant  provisioning and  certificate
enrollment for standard PC and mobile
computing platforms.

Solution should have capability to grant
authenticated users with access to specific
segments of the network, or specific
applications and services, or both, based on
authentication results.

Solution should have capability which allows
users to add a device on a portal, where the
device goes through a registration process for
network access. Should allow users to mark
as lost any device that you have registered in
the network, and blacklist the device on the
network, which prevents others from
unauthorized network access when using the
blacklisted device. Should have capability to
reinstate a blacklisted device to its previous
status in Device Portal, and regain network
access without having to register the device
again in the Devices Portal. Should also
support removing any device in the enterprise
network temporarily, then register the device
for network access again later.

Solution should support automatic provisioning
of NAC agents

The NAC solution should support any SAML
v2 compliant solution.

Solution should support periodic reassessment
for clients that are already successfully
postured for compliance.

Solution should support the following endpoint
checks for compliance for windows endpoints:

- Check operating system/service
packs/hotfixes

- Check process, registry, file & application

- Check for Antivirus installation/Version/
Antivirus Definition Date

- Check for Antispyware installation/Version/
Antispyware Definition Date
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- Check for windows update running &
configuration

Solution should support following remediation
options for windows endpoints:

Should support native supplicant profiles to
enable users to bring their own devices into
network. When the user logs in, based on the
profile that you associate with that user's
authorization requirements, solution should
provide the necessary supplicant provisioning
wizard needed to set up the user's personal
device to access the network. This should be
supported over Microsoft windows, Apple Mac
and iOS and Android devices.

Must be able to differentiate policy based on
device type + authentication

The soultion should support BYOD workflow
for Partner/Contractor or Employees for BYOD
scenario by automatically provisioning the
supplicant such that Owner & the device are
authenticated based on certificate.

The NAC solution should be standard RADIUS
server with built-in certificate authority

The CA server should be able to provision
certificate for multiple use cases like BYOD,
EAP authentication and Third Party Client and
Server side authentication.

The solution must have internal CA server
functionality with flexibility to create certificate
template to be used by other network services

Should support authenticating IP phones and
users connected behind IP phones on the
same physical port.

Solution should have profiling capabilities
integrated into the solution in order to detect
headless host. The profiling features leverage
the existing infrastructure for device discovery.
Should support the use of attributes from the
following sources or sensors:

* Profiling using MAC OUIs

* Profiling using DHCP information

* Profiling using RADIUS information

* Profiling using HTTP information

* Profiling using DNS information

* Profiling using NetFlow information

* Profiling using SPAN/Mirrored traffic

Soution should support troubleshooting
authentication issues by triggering session
reauthentication to follow up with an attempt to
reauthenticate again.

The NAC solution should integrate with
vulnerability scanner like Rapid7, Tenable etc.
Should be a listed vendor and officially
supported integration and should allow use of
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threat intelligence to build authorization
permissions based on the vulnerability scores
received from these tools to enforce
permissions.

Should support session termination with port
shutdown option to block an infected host that
sends a lot of traffic over the network.

Should support the functionality to force
endpoint to reacquire IP address that do not
support a supplicant or client to generate a
DHCP request after a vlan change.

Troubleshooting & Monitoring Tools

Should support evaluation of the configuration
of the device with the standard configuration.

Should support TCP dump utility & also
support saving a TCP dump file.

Solution should support schedule reports to
run and re-run at specific time or time intervals
& send and receive email notifications once
the reports are generated.

The solution must have internal CA server
functionality to provision certificate for multiple
use cases like BYOD, Contractor, Employee
Asset efc.

The Solution should support complete guest
lifecycle where Sponsor should be able to
Extend, Suspend and reinstate guest accounts
with reasons.

The solution should support centralized and
distributed deployment options with clustering
of nodes or cross-site failover for disaster
recovery scenarios

Solution should support integration with
leading helpdesk ticketing system. It should
support self remediation through end user self
support and automatic remediation including
guided remediation, quarantine, manual
remediation etc.

Any third party product required to achieve the
functionality should be provided with the
necessary enterprise version license of
software/appliance and necessary hardware,
database and other relevant software or
hardware etc should be provided with the
solution

Solutions must support agent, agentless and
dissolvable agent method for performing
endpoint profiling, base-lining, health check
and prevention

Solution should be able to enforce Layer 4
controls right from Access to distribution to
core to edge to data center to servers without
the need of mirroring the traffic and
maintaining end to end segmentation even
when two endpoints are in same broadcast
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domain.

Solution should consume license only based
on active devices on the network where
Devices include user endpoints (such as
laptops, tablets and smartphones), non-user
devices (such as printers, IP phones, security
equipment, medical devices, manufacturing
equipment), virtual machines, Network
infrastructure devices (such as switches,
routers and access points) should not
consume license and If so vendor should
consider these licenses exclusively and should
be counted along with User/Endpoints.

Solution should support detecting Endpoint
anomaly behavior for example - a device
MAC address earlier seen on Wired Network
next moment or later seen on Wireless
network etc.

Open seating environments where the MAC
addresses is not peristance, solution should
be to authorize managed endpoint

The solution should be able to detect the 10T
devices using MUD for identifying the device
type and its capabilities. Manufacturer Usage
Description (MUD) is an embedded software
standard defined by the IETF that allows loT
Device makers to advertise device
specifications, including  the intended
communication patterns for their device when
it connects to the network.

Spine Switch

General Requirement

The Switch should support non-blocking
architecture, all proposed ports must provide
wire speed line rate performance

Switch should support the complete STACK of
IPV4 and IPV6 services.

All relevant licenses for all the features and
scale should be quoted along with switch and
all these licenses and features should be
available from Day 1.

The Switch and Transceivers should be from
the same OEM

Hardware and Interface
Requirement

Min of 32 non-blocking interfaces populated
with multimode 40/100G Transceivers from
day 1

Switch should have console port for local
management & Out of band management
interface for remote management

Switch should have adequate power supplies
for the complete system usage and for
providing N+1 power supply redundancy

All Transceivers/ Cables should be added as
per the BOQ from Day 1

Performance Requirement

Switch should support minimum 1000 VRF
instances with route leaking functionality

The switch should support minimum 400K
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IPv4 Longest Prefix Match routes

The switch should support 30k multicast
routes

Switch should support a minimum of 12 TBps
Bandwidth

Device should be based on simple and
intelligent shared-memory buffered
architecture that simplifies the system buffer
management and queuing implementation.
Both the SAN swith and the Spine/Leaf
switches should be from the same OEM

The switch proposed should have minimum 64
MB Packet Buffer

The switch should have capability to support
400G without any additional software or
module from day 1

Network
Features

Virtualization

Switch should support VXLAN to achieve
Network Virtualisation.

Switch should support VXLAN and EVPN
symmetric IRB for supporting Spine - Leaf
architecture to optimise the east - west traffic
flow inside the Data

Centre.

Layer2 Features

Switch should support minimum 90K no. of
MAC addresses

Spanning Tree Protocol (IEEE 802.1D,
802.1W, 802.1S)

Switch should support VLAN Trunking
(802.1q)

Switch should support layer 2 extension over
VXLAN across all Data Centres to enable VM
mobility & availability

Switch should support IEEE Link Aggregation
and Ethernet Bonding functionality (IEEE
802.3ad) to group multiple ports for
redundancy

The switch should support BGP EVPN Route
Type 2, Type 4 and Route Type 5 for the
overlay control plane

Layer3 Features

Switch should support static and dynamic
routing

Switch should support segment routing and
VRF route leaking functionality from day 1

Switch  should provide multicast traffic
reachable using PIM-SM, PIM-SSM and
Multicast Source Discovery Protocol (MSDP)

Switch should support Multicast routing

Quality of Service

Switch should support 802.1P classification
and marking of packet using CoS (Class of
Service) and DSCP (Differentiated Services
Code Point)

Switch should support different type of QoS
features for real time traffic differential
treatment using Weighted Random Early
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Detection and Strict
Priority Queuing.

Switch should support to trust the QoS
marking and priority settings of the end points
as per the defined policy

Security

Switch should support control plane Protection
from unnecessary or DoS traffic by control
plane protection policy

Switch should support external database for
AAA using TACACS+ and RADIUS

Switch should support for Role Based access
control (RBAC) for restricting host level
network access as per policy defined

Manageability

Switch should support for sending logs to
multiple centralized syslog servers for log
monitoring and audit trail.

Switch should provide remote login for
administration using SSHv2

Should support hardware telemetry without
impacting performance of the switch and
without adding overload on the resources like
CPU and Memory.

* Flow path trace (ingress to egress switch)

* Per Flow Hop by Hop packet drop with
reason of drop

» Per Flow latency (per switch and end to end)

Should support software telemetry -
>Utilization of MAC table, Route table
Hardware resources like interface utilization,
BW utilization

>Switch environment like CPU, memory, FAN
and Power Supply unit

> Interface statistics like CRC errors etc.

Switch should support monitoring using
different type of Industry standard NMS tools
using SNMP v3.

Switch should provide different privilege for
login into the system for monitoring and
management

All relevant licenses for all the features and
scale should be quoted along with switch and
all these licenses and features should be
available from Day 1

Software
Defined
Network
Fabric
Manager

Fabric Definition

Proposed fabric must be the Clos network
topology architecture defined using Spine,
Leaf switches with VXLAN overlay

Fabric should have following functionalities to
be achieved:

Flexibility: Should allow workload mobility
anywhere in the DC, across the Data Centre
sites

Resiliency: The proposed fabric should be
able to sustain multiple link and device (Leaf &
Spine), Controller failures
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Performance: The proposed fabric should be
able to use full cross- sectional bandwidth
(any-to-any) across all provisioned uplink ports

using equal cost multi-pathing.

Solution should provide latency and drop
analysis between end points connected to
fabric with reason of drop.

fabric architecture:

Mult-Data Center design: The proposed
architecture should provide a single pane for
provisioning, monitoring, and management to
deploy stretched policies across multiple Data
centres. It should have federated (Manager of
managers) management plane to push
consistent policies across all the sites

All relevant licenses for all the features and
scale should be quoted along with switch and
all these licenses and features should be
available from Day 1.

Hardware and Interface
Requirement

Leaf switches to Spine connectivity should be
through uplink port using line rate 100G only

In the fabric, the leaf and spine switches
quoted should be non- oversubscribed and
perform at line rate

All switches including Spine and leafs should
be of line rate including access ports and
uplink ports. All the interfaces should be non-
blocking.

All switches & proposed Fabric must support
minimum 1000 VRFs/Private networks without
any additional component upgrade or design
change

Fabric should support scale up and scale out
without any service disruption.

Fabric must support minimum of 02 leaf
switches

Fabric must support minimum of 02 spine
switches and scale up to 06 spine switches
without any design change.

Fabric must support a minimum 1000 tenants
without any additional component upgrade or
design change.

Fabric General Features

Fabric must support various Hypervisor
encapsulation including VXLAN 802.1ad and
VLAN 802.1g natively without any additional
hardware/software or design change.

The fabric architecture must be based on
hardware VXLAN overlays to provide logical
topologies that are abstracted from the
physical infrastructure with no performance
degradation. Fabric must support VXLAN
Switching/Bridging and VXLAN Routing.

Fabric must support Role Based Access
Control in order to support Multi - Tenant
environment.
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Fabric must integrate with different Hypervisor
Managers viz. Vmware vCenter, Microsoft
Hyper-V with System Center, Kubernetes,
Redhat Openshift and manage virtualise
networking from the single pane of Glass -
Fabric Controller/SDN Controller for visibility of
VM/Container at the controller level

Fabric must integrate with all proposed L4 - L7
Physical and virtual appliances using single
pane of glass i.e. Fabric Controller or SDN
Controller

Solution should provide L2 & L3 extension
across multiple sites/ Data Centres

Fabric must act as single distributed layer 2
switch, Layer 3 router and Stateless
distributed firewall.

Fabric Security Features

Fabric must have zero trust policy
model for directly connected systems or hosts
in order to protect against any kind of attacks
like Unauthorized Access, Man - in - the -
middle — attack, Replay Attack, Denial of
Service and to protect against Data exfiltration.
The solution should support enforcement of
application whitelist policies on external
security devices including SDN, Load
balances and Firewalls.

Fabric must provide RBAC policies and
support AAA using Local User authentication,
External RADIUS, External TACACS+,
External LDAP and

The solution must integrate with orchestration
tools to ingest workload tags and annotations
& enrich application context of the workloads
dynamically. The solution should provide
capability to create customer Forensic rules to
identify process behavior deviations and
provide alerts and notifications.

Fabric /SDN controller should support micro-
segmentation rules and policies for workloads
connected to DC fabric for east-west traffic. It
must also support micro-segmentation based
on VM attributes like hostname, OS, VM Tags,
FQDN, Microsoft AD based classification. The
solution must also provide micro segmentation
capability on application end host at remote
location sites in offline mode (once policy is
applied from the DC to workloads on remote
sites, in case the sites are dis-connected, the
enforcement policy is retained). Mentioned
feature/capability should be achieved using
same OEM products for a seamless
integration, without using any external/3rd
party solution.

The solution must capture and analyze flow
and process telemetry from all workloads
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across all DCs, in real time and store in a
time-series for long data retention of minimum
3 months.It should automatically generate per
application whitelist policy and enforce the
auto generated whitelist policy allowing only
the required traffic, blocking everything else.
Fabric must support Micro Segmentation for
the Virtualized and Non - Virtualized
environment (Bare metal and Container).
Fabric must act as a State-less distributed
firewall with the logging capability.

The solution should provide capability to
identify process behavior anomalies and
deviations including MITRE attack pattern and
provide alerts and notifications.

Multi DC fabric solution should provide
encryption between sites using 256-bits AES.
The solution must also provide full audit
logging of all system access and changes
applied.

Fabric must be capable of inserting physical
and virtual L4 - L7 (FW, LB, IPS) services
dynamically between multiple segments using
policy-based traffic redirect.

The solution must detect, remediate, and
notify of any brute force override of the
segmentation policy implementation.

Cloud Ready (Hybrid/Multi
Cloud)

e Fabric architecure must support
seamless network and security
extension to multiple cloud as well.
Centralized controller is able to
provide seamless connectivity within
cloud, across clouds and onpremise to
cloud.

e Centralized controller must provide
complete visibility into Cloud
Environment.

Fabric management

Fabric must provide Centralised Management
Appliance or SDN Controller - Single pane of
glass for managing, monitoring and
provisioning the entire Fabric within Data
Centre & across all Data

Centres

Fabric must Auto discover all the Spine and
Leaf switches and auto

provision them based on the Fabric policy
using Centralized Management appliance or
SDN Controller.

Centralized management appliance or SDN
Controller should not participate in Data plane
and control plane traffic path of the fabric.

The proposed solution should provide an
option to drill down directly from any
problematic transaction to:
i) the server instance which was executing that
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transaction and provide visibility into health of
the server and other transactions getting
executed in that node
i) related DB instance in-context with the
queries that are being executed
iii) in-context oS level metrics
iv) correlated application logs from available
log files

The solution must capture and analyze flow
and process telemetry from all workloads
across all DCs, in real time and store in a time-
series for long data retention of minimum 3
months.

The solution must provide capability to edit
and modify the discovered policies to define
and include more absolute InfoSec protection
policies. It must export the policy to Network
fabric, security devices etc.

The solution must provide application
dependency map. As part of the application
dependency map it must provide detailed and
accurate application to application and service
relations and inter-dependencies.

The solution must integrate with external
systems such as vCenter, Kubernetes, IPAM
or CMDB to bring in additional context for each
application workload.

The proposed solution should have a robust
analytics engine that can ingest application
performance, custom and business data from
multiple sources such as:
i) Application transactions
ii) End user browser requests and sessions
iii) End user mobile requests and sessions
iv) Application logs
This analytics module should have a provision
to query the ingested data through Ul and also
a full fledged query language to perform
advanced analytics to provide insights into
application performance impact on a process
flow through business journey mapping,
impact analysis of an issue over a period of
time on users, regions and functionalities,
release analytics, conversion of business KPIs
to trackable metric, experience level
management etc.

The proposed solution must provide
comprehensive coverage for container based
microservices monitoring along with container
orchestration layer monitoring support. The
solution should be able to monitor the
container images and the services running on
those images. There should be no requirement
to change the container images to enable
monitoring in case of applications based on
technoloogies like Java. The solution should
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also be capable of pulling information from the
orchestration layers like kubernetes/openshift
and present relevent metrics like pod metrics,
node metrics, deployment metrics, endpoint
metrics etc.

Centralised management appliance or SDN
Controller must communicate to south bound
devices using open standard protocols i.e.

OPFLEX, OPENFLOW, OVSDB etc. or using
Device APIs.

Centralised management appliance or SDN
Controller must run in "N +1" redundancy to
provide availability as well as to function
during a split-brain scenario.

In the event of failure of all Centralised
management appliances or SDN Controllers,
the fabric must function with the current
configuration and

without any performance degradation.

Centralized management appliance or SDN
Controller must provide real-time device
inventory and network topology of the fabric. It
must

also validate the cabling connectivity and
generate alarms in case of wrong or faulty
connectivity.

All the infrastructure including hardware and
licenses required by fabric

controllers to support the listed features and
scale, should be provided by the
Implementation Agency.

All the features mentioned in this document
shall be available from Day 1. Hardware,
Solution Software and licenses should be
supplied from Day 1 to support these features.

Solution should be able to store historical data
to provide anomalies and trending information
of each resource (environment, configuration
& operational) and graphical representation of
parameters to help debug.

Solution should provide an automated
mechanism to find configuration deviations,
security risks & non-compliances against
segmentation rules by assessing current
configuration, network security policies and
generate alert for any deviation to provide
assurance.

Solution should provide network visibility and
historical analysis between any two
timeframes to identify any issues and changes
including user information

The solution should provide pre-change
analysis of the configuration to highlight any
challenges and issues before pushing the

35




configuration within the fabric to reduce the
risk of network failures and human errors for a
robust change management.

Solution should provide instant visibility into
any relevant and applicable bugs, security
advisories and field notices for running
hardware and configuration

Solution should support bug, PSIRT etc
visibility

Leaf Switch

Solution Requirement

The Switch should support non-blocking Layer
2 switching and Layer 3 routing

Switch should support the complete STACK of
IPv4 and IPv6 services.

The Switch should have the capability to
function in line rate for all ports

Hardware and Interface
Requirement

Switch should have the following interfaces:

Minimum 48 ports support 1/10/25 Gbps SFP
ports for host connectivity and 6*100G ports
for Fabric/Spine connectivity. The proposed
switch should support native 25G and should
be populated with 48*10G Multimode fiber
transceivers for downlink connectivity &
6*100G ports with multimode 100G
Trancievers, for uplink connectivity . All the
transceivers should be from the same OEM as
the switch.

All SFPs should be considered as per BOQ
from Day 1

Switch should have console port for local
management & Out of band management
interface for remote management

Switch should be 1 RU fixed form factor

Switch should be rack mountable and support
side rails, if required.

Switch should be provided with redundant
power supply units

Performance Requirement

Switch should support dedicated process for
each routing protocol

Switch should re-converge all dynamic routing
protocols at the time of routing update
changes i.e. Graceful restart for fast re-
convergence of routing protocols like OSPF,
IS-1S, BGP.

Switch should support minimum 1000 VRF
instances with route leaking functionality

The switch should support min 800k IPv4 LPM
routes

The switch should have MAC Address table
size of 500k

The switch should support 100K multicast
routes

Switch should support 4000 VLANS

Switch should support minimum 64 ECMP
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paths

Switch should support minimum 3.6 Tbps of
switching throughput

Device should be based on simple and
intelligent shared-memory egress buffered
architecture that simplifies the system buffer
management and queuing implementation.

The Switch should support intelligent buffer
management with a minimum buffer of 36 MB.

Network
Features

Virtualization

Switch should support VXLAN to achieve
Network Virtualisation.

Switch should support VXLAN and EVPN
symmetric IRB for supporting Spine

Switch must provide the capability to be
integrated with different Hypervisor Managers
viz. Vmware vCenter, Microsoft Hyper-V with
System Center, Kubernetes, Redhat Openshift
and manage virtualise networking from the
single pane of glass

Layer2 Features

Spanning Tree Protocol (IEEE 802.1D,
802.1W, 802.1S)

Switch should support VLAN Trunking
(802.1q)

Switch should support minimum 90k of MAC
addresses

Switch should support VLAN tagging (IEEE
802.1q)

Switch should support IEEE Link Aggregation
and Ethernet Bonding functionality (IEEE
802.3ad) to group multiple ports for
redundancy

Switch should support Link Layer Discovery
Protocol as per IEEE 802.1AB for finding
media level failures

Switch should support layer 2 extension over
VXLAN across all Data Centers

to enable VM mobility & availability

The Switch should support DC Bridging i.e.
IEEE 802.1Qbb Priority Flow Control (PFC),
Data Center Bridging Exchange (DCBX), IEEE
802.1Qaz Enhanced Transmission Selection
(ETS), Explicit Congestion Notification

(ECN).

The switch should support Minimum 48
number of port channels

A port channel should support up to 32 no. of
ports

The switch should support BGP EVPN Route
Type 2, Type 4 and Route Type 5 for the
overlay control plane

Layer3 Features

Switch should support static and dynamic
routing

Switch should support segment routing and
VRF route leaking functionality from day 1

Switch should support VRF, VRF Edge, Virtual
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Router to achieve multi

instance routing

Switch  should provide multicast traffic
reachable using PIM-SM, PIM-SSM and
Multicast Source Discovery Protocol (MSDP),
IGMP v1, v2 and v3

Quality of Service

Switch should support 802.1P classification
and marking of packet using CoS (Class of
Service) and DSCP (Differentiated Services
Code Point)

Switch should support different type of QoS
features for real time traffic differential
treatment using Weighted Random Early
Detection and Strict

Priority Queuing

Switch should support Rate Limiting - Policing
and/or Shaping

Switch should support to trust the QoS
marking/priority settings of the end points as
per the defined policy

Security

Switch should support control plane Protection
from unnecessary or DoS traffic by control
plane protection policy. Switch must provide
the capability of micro-segmentation rules and
policies for the Virtualized and Non -
Virtualized environment (Bare metal and
Container) workloads connected to DC fabric
for east-west traffic. It must also support
micro-segmentation based on VM attributes
like hostname, OS, VM Tags, FQDN, Microsoft
AD based classification. The solution must
also provide micro segmentation capability on
application end host at remote location sites in
offline mode (once policy is applied from the
DC to workloads on remote sites, in case the
sites are dis-connected, the enforcement
policy is retained). Mentioned
feature/capability should be achieved using
same OEM products for a seamless
integration, without using any external/3rd
party solution.

Switch should support external database for
AAA using TACACS+ and RADIUS. Switch
must provide the capability of inserting
physical and virtual L4 - L7 (FW, LB, IPS)
services dynamically between multiple
segment using policy-based traffic redirect.

Switch should support to restrict end hosts in
the network in order to

secure the port by limiting the number of
learned MAC addresses to avoid MAC
address flooding. Switch must support the
capability to be used in the network fabric to
act as a State-less distributed firewall with the
logging capability
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Switch platform should support encryption of
traffic i.e. MAC Sec Encryption (802.1AE) in
hardware

VXLAN and other tunnel
encapsulation/decapsulation should be
performed in single pass in Hardware

Switch should support Role Based access
control (RBAC) for restricting host level
network access as per policy defined

Switch should support DHCP Snooping

Switch  should support Dynamic ARP
Inspection

Switch should support IP Source Guard

Switch should support unicast and multicast
blocking on a switch port to suppress the
flooding of frames destined for an unknown
unicast or

multicast MAC address out of that port.

Switch support broadcast, multicast and
unknown unicast storm control to

prevent degradation of switch performance
from storm due to network attacks and
vulnerabilities. Both the SAN swith and the
Spine/Leaf switches should be from the same
OEM

The Switch should support LLDP.

Switch should support Spanning tree BPDU
protection

Manageability

Switch should support for sending logs to
multiple  centralized syslog server for
monitoring and audit trail

Switch should provide remote login for
administration using SSHv2

Switch should support for capturing packets
for identifying application performance using
local and remote port mirroring for packet
captures

Switch must have Switched Port Analyzer
(SPAN) with minimum 4 active session and
ERSPAN on physical, Port channel, VLAN
interfaces

Switch should support monitoring status using
different type of Industry standard NMS using
SNMP v3.

Switch should provide different privileges for
login in to the system for monitoring and
management

Should have Open APIs to manage the switch
through remote-procedure calls (JavaScript
Object Notation [JSON] or XML) over HTTPS
after secure

authentication for management and
automation purpose.

The Switch Should support monitor events and

39




take corrective action like a script when the
monitored events occur.

Should support hardware telemetry without
impacting performance of the switch and
without adding overload on the resources like
CPU and Memory.
* Flow path trace (ingress to egress switch)
* Per Flow Hop by Hop packet drop with
reason of drop
» Per Flow latency (per switch and end to end)

Should support software telemetry
>Utilization of MAC table, Route table
Hardware resources like interface utilization,

BW utilization
>Switch environment like CPU, memory, FAN
and Power Supply unit

> Interface statistics like CRC errors etc.

Availability

Switch should have provision for connecting to
1:.1/N+1 power supply for usage and
redundancy

Switch should provide gateway level of
redundancy IPV4 and IPV6 using
HSRP/VRRP

Switch should support for BFD For Fast
Failure Detection

Miscellaneous Points

Console cable and power cable (As per Indian
standards) as per customer requirement to be
provided. All Cables shall be factory-
terminated.

All Functionalities of Switch shall be IPv6
compliant, and it should work on IPv6 Platform
without any additional hardware/ software.

Switches and Transceivers should be from
same OEM.

All relevant licenses for all the features and
scale should be quoted along with switch

SAN Switch

General Requirement

The proposed director or chassis-based
solution must have complete redundancy in
case of failure including hot swappable control
plane module/supervisor, fabric modules, fan
modules, power supplies, software modules
on the OS

The switch (or director platform) must be able
to provide minimum 196 - 16/32-Gbps FC and
should have integrated/external FCIP module
with minimum 8 FC port of 8/16-Gbps and 8
ports of 1/10 Gbps with all supported licenses
from day one. Switch should support Fiber
Channel, FCIP and FICON.

The switch should be able to support (or in
future) 32G FC speeds on all 196 ports at line
rate. Providing an aggregate bandwidth of
24Thps.

The switch must have non-blocking
architecture and be capable of dropping bad /
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corrupt frames at the ingress of the switch by
checking the ingress/egress packet against
CRC.

The switch must support the following modules

types in the same chassis:
. 4/8/16/32-Gbps FC Module
. 8/16/32-Gbps FC Module

* minimum 8 nos of 1/10 Gigabit Ethernet
FCIP ports

All FC ports for device connectivity should be
16/32 Gbps auto-sensing Fiber Channel ports.

The switch must be able to support non-
disruptive software upgrade.

The switch must be able to support stateful
process restart.

The switch must support port aggregation of
up to 16 physical ports. The aggregated ports
must NOT be consecutive ports on a line card
and should support distributed model.
The port channel should support trunk/port
channel members from different ASICs /
modules ports into a single aggregated link to
ensure that the bundle can remain active in
the event of a port, Application-Specific
Integrated Circuit (ASIC), or module failure.

The switch should be completely
programmable.  Should  support REST
framework and be able to handle various
industry standard formats. It should have the
ability to reply to outside/3rd party
management station requests in JSON/XML
format.

It should natively support power-on auto
provisioning (POAP) to automate software
image upgrades and configuration file
installation on newly deployed switches.

Switch/director should support FC and FCIP
cards in the same chassis. The FCIP card
should deliver min of 40G of FCIP with a
single line card.

The switch should support Virtual SAN and
inter VSAN routing for sharing resources
across VSAN. Switch should be able to deliver
line-rate routing between any ports in a system
or fabric without the need for external routing
appliances.

Switch should provide end-to-end visibility,
from the virtual machine to the storage
resource with resource allocation and
performance measurements.

Switch should provide comprehensive tool set
for analyzing, troubleshooting, and debugging
storage networks. Features like POST
diagnostics, Online diagnostics, SPAN and
RSPAN, Fibre Channel traceroute, Fibre
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Channel ping, Fibre Channel debug, Fabric
Analyzer, Syslog, Online system health, Port-
level statistics, Real-Time Protocol (RTP)
debug etc should be supported

SAN Switch should provide end to end
visibility of fibre channel SAN traffic. It should
inspect 1/O flow to bring out a unified view of
the infrastructure irrespective of the
architecture or vendor of storage arrays,
servers or operating systems.

Switch should have capability to monitors
ITL/ITN flows between the compute and
storage layers, including the read and the write
transactions between a host and the backend
storage. All these metrics should be used to
generate health reports. These reports should
reveal the health of the overall storage
infrastructure and applications.

Analytics solution must support minimum
100,000 ITL/ITN flows for deep SAN Visibility.
Export metrics should be at 30-sec granularity.
We should be able to export 1000 flows. We
should get per flow performance metrics,
latency metrics, error metrics for every ITL/ITN

The analytics and telemetry capabilities should
not impact production traffic and should be
built into the hardware platform. The complete
analytics calculations should be done real
time.

The telemetry data extracted from the
inspection of the frame headers should be
calculated on board (within the switch
hardware) and, using an industry-leading open
format, can be streamed to any analytics-
visualization platform.

There should be common Operating System
family for Data Center Ethernet switching and
SAN Switching for simplified Software
Management across Data Center.

There should be common OEM Provided
Fabric Management and monitoring software
for Managing Data Center Ethernet switching
and SAN Switching for ease of operations.

Chassis must support Virtual Output Queue
(VOQ) to ensure line-rate performance on
each port, independent of traffic pattern, by
eliminating head-of-line blocking.

The switches should have 80 Plus Platinum
certified power supplies and should provide
GRID level redundancy.

Switch shall be able to support FCIP with any
generation of OEM switches without any
compatibiltiy issues.

SFPs proposed alongwith switches should be
compatible with any generation of SAN
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switches for investment protection.

Switch must support anticounterfeit security
with secure boot to avoid any tampering and
additional security

Management
Switch

General Specifications

Switch should be rack mountable in
standard 19" rack.

Switch should support internal field
replaceable unit redundant power
supply from day 1.

Switch should have minimum 2 GB RAM
and 2 GB Flash.

Switch should have dedicated slot for
modular stacking, in addition to asked
uplink ports. Should support for minimum
48 Gbps of stacking thoughput with 8
switch in single stack.

Performance

Switch shall have minimum 128 Gbps
of switching fabric and 95.23 Mpps of
forwarding rate.*

Switch shall have minimum 16K MAC
Addresses and 250 active VLAN.

Should support minimum 11K IPv4 routes
or more

Switch shall have 1K or more multicast
routes.

Switch should support atleast 16K flow
entries

Switch should support 128 or more STP
Instances.

Switch should have 6MB or more packet
buffer.

Functionality:

Switch should support IEEE Standards of
Ethernet: IEEE 802.1D, 802.1s, 802.1w,
802.1x, 802.3ad, 802.3x, 802.1p, 802.1Q,
802.3, 802.3u, 802.3ab, 802.3z.

Switch must have functionality like static
routing, RIP, PIM, OSPF, VRRP, PBR and
QoS features from Dayl

Switch should support network
segmentation that overcomes the
limitation of VLANs using VXLAN and
VRFs.

Switch shall have 802.1p class of service,
marking, classification, policing and
shaping and eight egress queues.

Switch  should support management
features like SSHv2, SNMPv2c, SNMPvV3,
NTP, RADIUS and TACACS+ .

Switch should support [IPv6 Binding
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Integrity Guard, IPv6 Snooping, IPv6 RA
Guard, IPv6 DHCP Guard, IPv6 Neighbor
Discovery Inspection and IPv6 Source
Guard.

Switch should support 802.1x
authentication and accounting, IPv4 and
IPv6 ACLs and Dynamic VLAN
assignment and MACSec-128 on
hardware for all ports.

Switch must have the capabilities to
enable automatic configuration of switch
ports as devices connect to the switch for
the device type.

During system boots, the system’s
software signatures should be checked for
integrity. System should capable to
understand that system OS are authentic
and  unmodified, it should have
cryptographically signed images to
provide assurance that the firmware &
BIOS are authentic.

Interfaces Switch shall have 24 nos. 10/100/1000
Base-T ports and additional | 4 nos. of
SFP+ uplinks ports.

Certification: Switch shall conform to UL 60950 or IEC

60950 or CSA 60950 or EN 60950
Standards for Safety requirements of
Information Technology Equipment.

Switch shall conform to EN 55022 Class
A/B or CISPR22 Class A/B or CE Class
A/B or FCC Class A/B Standards for EMC
(Electro Magnetic Compatibility)
requirements.

Switch / Switch’s Operating System
should be tested for EAL 2/NDPP or
above under Common Criteria
Certification.

DMZ Switch

Same as Leaf Switch

6.3.3.3 Backup Solution
Backup Solution must be built up separately in the DC and the DRC. The solution must use the Disk to
Disk to Tape schema.

Specification | Details Compl
Device iance
Tape Capacity Offered tape Library shall support Native Data Capacity of 3PB
Library (uncompressed) expandable to 4PB using LTO-9 technology

Shall be offered with minimum of 3 (Three) numbers of LTO-9 tape
drive. Drives shall support encryption in each location.

Shall be offered with at least 40 Cartridge slots and Scalable up to 280
slots
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Shall be offered with a minimum number of cartridges that will be
necessary and sufficient for taking a copy of the entire current backup in
cartridge, in addition to 30 new cartridges and 2 Cleaning Cartridges.

Tape Drive
Architecture

Offered LTO-9 drive in the library shall conform to the Data Rate
Matching Technique for higher reliability.

Tape Drive Architecture in the Library shall conform to the INCITS T10
standard ADI Protocol or newer Benchmarks.

Scalability Tape Library shall be scalable to a minimum of 20 number of drives and
250 Cartridge slots when fully populated.
Speed Offered LTO-9 Drive shall support 300MBPS in Native Mode
Connectivity | Offered Tape Library shall provide native 8GPPS FC connectivity to
SAN switches
Partitioning Offered Tape Library shall have flexibility to configure each offered drive
into a separate partition. Offered tape Library shall support minimum of
20 drives when fully populated.
Encryption Offered Library shall be provided with a hardware device like USB key,
Device a separate device etc. to keep all the encrypted keys in a redundant
fashion.
Management | Tape Library shall provide web based remote management
Barcode Tape Library shall support Barcode Reader and mail Slot
Reader and | Tape Library shall be offered with 5 mail slots and shall be scalable to
Mail Slots 20 slots when fully populated.
Other Tape Library shall have GUI Panel
Features Shall be Rack mountable
Shall have option for redundant Power Supply
Tape Library shall be supplied With software which can predict and
prevent failures through early warning and shall also suggest the
required service action.
Offered Drives in the Tape Library shall optionally support both data
path and control path failover.
Backup Appliance Offered Disk to disk backup device shall be of modular design to allow
Appliance configuration and addition of capacity increase performance.
with Offered appliance shall be certified to work with at least 3 leading
Backup Backup Application vendor ISV like Zerto, Veeam, Commvault,
Software Spectrum Protect, etc.

Capacity and
Scalability

Offered device shall be capable of using the existing Disk system at
WBSEDCL.

The Offered device shall have a minimum of 400TB of usable backup
space including WBSEDCL existing disk space

Offered device shall also be scalable to at least 800TB of usable space
in Native Mode (without deduplication and compression.

General
Features

The backup Solution must use the D2D2T technology for backup within
the Data Center. Blocks backed up for 30 days are to be backed up in
disks and backups more than 30 days must automatically move to Tape
Library.

Backed up blocks in the Tape Library must be retrievable to disk based
backup as a part of the backup solution.

Backup solution should be image level backup solution specifically
designed for VMware and Hyper-V Virtual Environments. Proc License.

Backup solution should be totally agent less but should support
application aware backup processing. Solution should be Agentless and
should not require license, deploy, manage or monitor on hosts or VMs

Backup solution should be Hardware Agnostic Solution and it should
support any type of storage for storing the Backups.

Backup solution should store a backup recovery point as a single file.
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Backup solution should provide the RTO equal to High Availability and
be able to boot the Virtual Machines directly from the Backup to reduce
the downtime

Backup solution should provide Recovery of Application Items, File,
Folder and Complete VM recovery capabilities from the image level
backup within 15Mins RTO.

Solution shall have native feature for Automated Backup Verification.
Automated restore should happen to an isolated sandbox environment
to allow for non-disruptive testing of backups according to user-defined
schedules. This ensures that backups are 100 % recoverable.

Recovery verification should automatically boot the server from backup
and verify the recoverability of VM image, Guest OS, and Application
Consistency

Solution should provide Backup and Replication capabilities in one
console.

The Solution should support varieties of backup mechanisms like Full,
Incremental, Differential etc. at different frequencies i.e., yearly,
monthly, weekly, daily, hourly etc. as per defined policy. It should also
have calendar-based backup scheduling. The restoration should also be
supported accordingly.

Replication should include failover and failback capabilities and
automated re IP and Networks mapping with Replica Seeding. In
Normal stage, VMs are replicating from primary location to DR site. But
in the time of DR Drill, corresponding application should replicate from
DR to primary site.

The proposed solution should run on minimal licenses and cost effective
thus reducing total cost of the solution. License should consider the
case :- In Normal stage, VMs are replicating from primary location to DR
site. But in the time of DR Drill, corresponding application should
replicate from DR to primary site.

Solution should support 24x7 real-time monitoring, with at-a glance and
drill-down views of health, performance, and workload of the virtual
hosts.

The proposed Backup solution must Support Seamless Integration with
Point-in-time SAN snapshots with Major OEM SAN Storages to perform
faster LAN Free Backup without any overhead to Hypervisor Compute
Layer.

The Solution should be Network-efficient, Secure backup data
replication with variable-length encryption at the source, along with
compression and encryption to ensure that backups are optimized for
WAN transmission. This should be ensured without need of any other
3rd party WAN Accelerator requirements.

Vendor shall not use any additional staging device between Disk based
backup and tape Library. ....

Offered Solution must be able to integrate with the existing solution
such that the existing backups are copied into the new backup solution

Offered device shall have deduplication licenses, low bandwidth
replication license so that, only unique non duplicated blocks only get
transferred to DRC or other remote locations.

Offered device shall have intelligence to understand both sources based
and target-based deduplication and shall be integrated with all well-
known backup ISVs mentioned above.

Offered device shall support receiving non duplicated data from remote
locations directly from the Application Server / Client Servers in low
bandwidth mode without using any backup or replication-based device
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at remote location.

Offered disk-based backup device shall also support secure erase
feature for protecting against unauthorized recovery of deleted data.

Offered Disk based backup appliance shall support VLAN tagging.
Offered IP ports of same type shall also support Port bonding in
Adaptive Load balancing as well as Active Backup Mode.

Data Offered Device shall be protected with Hardware RAID6 from the factory

Protection so that, no RAID configuration is required in field for data drives.

Protocol Offered device shall support emulation of both VTL and NAS target like
NFS and CIFS
Offered device shall have capability to do complete copy of data sets
from On Premise disk backup storage to tape storage instead of data
Tiering.

VTL Offered device shall have the ability to configure at least 128 Tape

Features Libraries and NAS targets along with 1,000,000 or more cartridge slots
in a single appliance.
Offered device shall have capability to deliver selective restore from
Disk Library itself.

Front end | Offered device shall have a minimum of 4 X 25GBps SFP IP ports and 4

Ports X 40GBps QSFP28 ports. Licenses and SFP ports must be configured
Offered Appliance fiber channel ports shall support connectivity of
servers either directly or via SAN switches while supporting both source
and target-based deduplication.

Encryption Offered disk-based backup device shall also support encryption
functionality.

Throughput Offered device shall support rated write performance of at least 25TB
per hour

Backup The backup Solution should be proposed with licenses necessary and

Software sufficient for all the current VMs plus 25% more from Day 1 and

License additional licenses must be available for purchase within the service

period of 8 years, for a cost not more than 5% year on year of the
original cost of purchase.

Brand & Model

Bidders are required to disclose if the proposed model release date

Array
Architecture

a) The proposed array should be an enterprise-class, employing NVMe-based
all-flash storage with a tightly integrated scale-up and scale-out architecture. It
should allow for independent scaling of compute controllers and media
enclosures.

b) The proposed array should feature an end-to-end NVMe multi-controller
architecture, delivering comprehensive NVMe performance.

c) The Proposed storage should be a pure block storage system mandatorily
supporting FC & iSCSI Protocols

a) The proposed array must include a minimum of 2 controllers, with scalable
upgrades to 4 or more for future expansion.

b) The array should offer high resiliency with either an active-active or active-

Controller . . . .
active controller pair configuration.
c) Automatic failover between active controllers must occur in the event of
controller failure, ensuring uninterrupted performance at full workload capacity.
a) The proposed array should feature a minimum of 1.5 TB Global/Controller
DRAM Cache, expandable to 6 TB or more, where SSD/Flash drives are not
Cache/Memor

y Management

considered part of the cache.

b) The storage solution should include mechanisms to safeguard cache data
during power outages by securely transferring it to non-volatile disk storage.

Capacity
Management

a) The array should be configured with at least 300 TiB of usable capacity. Out
of 300TiB, 165 TiB should be from NVMe SSD/NVMe Flash drives and rest
using NLSAS with no more than 8TB drives, after implementing industry-
standard RAID-6 or equivalent, without utilizing data reduction technologies
such as compression or deduplication.
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b) One global hot spare or similar technology for spare should be supplied for
every 24 data disks.

a) The proposed array must support the latest dual-ported industry-standard
NVMe SSDs / Flash drives with sizes of 7.68 TB, 15.36 TB, or higher.

NVMe Flash | b) A minimum of 96 NVMe SSD/NVMe Flash Drive should be supported by the
Drives proposed array for scalability purposes.

¢) The proposed array should be configured with drive sizes of not more than

20TB for 8(a).

a)Offered storage should be configured to deliver at least 100K IOPS with
Performance workload characteristics of 64KB block size, with 90% write.

b) The vendor must furnish proof/certificate/benchmarking documents from the
OEM to demonstrate that the proposed array meets the required IOPS.

Front-End and

a) The proposed array should be equipped with at least 16x32Gbps FC adapter
and 8x10Gb Ethernet ports for Host connectivity and separate port for the
management.

Backenql . b) The storage should have sufficient dedicated back-end ports for connecting
connectivity / h ) |

disk enclosures & controllers, ensuring no data/disk loss in case of controller

failure.

a) The proposed array must eliminate single points of failure (SPOF), ensuring
No Single all components are redundant and hot-swappable, including power supply, fan,

point of Failure

and battery modules.

b) Replacement of failed hardware components, firmware upgrades, and
hardware upgrades should not disrupt operations.

a) The array should support multiple operating systems such as Windows, Unix,

Operating Linux, Solaris, AlX, HP-UX etc.
System & | b) The storage should be compatible with clustering solutions such as Microsoft
Clustering Cluster, MS SQL Cluster, Sun Solaris Cluster, Linux Cluster, etc.
Support c) Integration with major databases like Oracle, MS-SQL, MySQL, MongoDB,
DB2, etc., should be available.
Virtualized The proposed array must support virtualized server environments like VMware
Environment vSphere, Microsoft Hyper-V, and should seamlessly integrate with vSphere
Support Virtual Volumes (VVol), VAAI, and VASA.
a) The required software/tool should offer unlimited storage capacity and enable
rapid troubleshooting in case of performance issues.
Quality of b) T_he storage should prov_ide Qualit_y_ of Servic_e (QoS) to allocate bandwidth to
service desired servers or ports, with the ability to restrict 10s or throughput to LUNs or
Volumes.
¢) The proposed array must support partitioning of resources at logical and/or
physical levels, covering front-end ports and logical volumes.
a) The proposed arrays should facilitate active-active replication at a metro
distance, enabling logical volumes to be presented in RW mode simultaneously
High across two sites for disaster recovery and workload balancing.
Availabili b) The solution should support RPO=0 and RTO=0 solution for supported OS &
vailability -
Solution applications. _ _
¢) The metro-cluster should not be suspended or failover due to failure of the
arbitration mechanism between local and metro-distant sites, with native
capability of the storage array.
a) The remote replication solution should support three-way replication in both
Concurrent and Cascaded configurations, ensuring no data loss. Concurrent
replication should employ synchronous and asynchronous modes, while
Cascaded replication should synchronize data from the Primary site to the Near
site in synchronous mode and from the Near site to the DR site in asynchronous
Remote mode.
Three-Site b) The proposed arrays should support 10GbE or 25GbE connectivity for remote
Replication replication over IP.

¢) The remote replication solution should allow switching between synchronous
and asynchronous modes for the same volumes.

d) The replication solution should safeguard remaining sites in case of a single-
site failure and support incremental updates between the remaining two sites.

e) Replication licenses must be provided for delivered capacity from Day 1.

Storage Array

a) The proposed storage array must support management via CLI, GUI, and
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Configuration
&
Management
Software

RESTful API, including compatibility with the CSI driver for Kubernetes and
automation capabilities with Ansible and vRO.

b) The storage solution should provide a unified GUI interface for centralized
management of all arrays across the three sites, while offering the flexibility of a
local GUI interface for individual array management at each site.

c) The storage management software should seamlessly integrate with Active
Directory/LDAP for user authentication.

d) The proposed array should be equipped with an On-Premise performance
monitoring and reporting tool, delivering comprehensive utilization reports for
storage, including metrics such as space utilization, throughput, IOPS,
read/write response time, and read/write ratio. It should support historical
performance reporting, trending, and storage utilization reports.

e) The storage management software should include advanced features like
generating end-to-end topology visualization and offer multi-pathing software
solution with failover and load balancing functionality.

f) The storage system should provide a multi-pathing software solution equipped
with failover and load balancing functionalities, deployable across an unlimited
number of hosts.

g) The system should facilitate immediate recovery of files, databases, and
complete volumes from snapshot copies.

h) The proposed storage should ensure a minimum of 256 point-in-time
application consistent snapshots per volume/LUN, ensuring snapshots do not
occupy additional space upon creation, with the license for the entire usable
capacity included.

i) The proposed storage system should support software tailored for fast, space-
efficient, application-consistent, disk-based backups and clone management,
enhancing recovery point objectives (RPOs) and recovery time objectives
(RTOs) for protected applications.

j) The proposed system should include licenses/software simplifying backup,
restore, and clone management by permitting mountable snapshots and clones
without disrupting production operations.

k) The storage system should offer capabilities for creating backup copies
across multiple sites and enabling data replication across backup targets,
providing any necessary licenses.

I) The proposed array should support instantaneous restoration of the source
volume from point-in-time copies, making it immediately available to the host for
production processing while the restore process operates in the background.

m) The proposed array should support manual creation of shapshots or
snapshots through snapshot policies for a single source volume, enabling
granular recovery. Additionally, it should offer scheduling options for snapshot
creation, deletion, and expiration.

Data
Reduction
Technology
/Storage
Efficiency

a) The proposed array should support both in-line and post-process efficiency
features such as Compression, De-Duplication, and Compaction.

b) The proposed array should support inline compression and deduplication of
application data for improved space efficiency. It should offer the flexibility to
enable or disable the data reduction feature on an application storage group
(single LUN or multiple LUNSs) as needed.

Security and

Encryption

a) The proposed storage array should support AES-XTS 256 data-at-rest
encryption, adhering to FIPS 140-2 certification requirements. This encryption
should be manageable either by an On-board Key Manager or an External Key
Manager using a cryptographic security module.

b) The proposed array must offer an audit service to record activities, including
host-initiated actions, physical component changes, and blocked attempts by
security control. The audit log should remain secure and tamper-proof.

c) The storage system should provide capabilities for visibility, detection, and
remediation of ransomware attacks.

d) The proposed array must have the ability to create multiple secure and
immutable snapshots of the source volume to safeguard against intentional or
accidental deletion. Users should not possess the capability to delete, expire, or
modify the contents of these secure snapshots.
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The proposed Storage Systems should support and integrate with Backup

Support Software Solutions like Commvault & Veeam. All features, including parameters
Backup : - .

mentioned in this document, supported by the proposed storage array, should
Software ) . . . -

be included in a bundled license provided from the first day of deployment for
vendor ; .

the required usable capacity.
Licenses a) The proposed arrays should be accompanied by their own Storage

Rack/Cabinet with PDU and Power Cables.

Implementatio
n&

a) The implementation of the proposed storage system should be executed by
the OEM Professional Service Team, ensuring a comprehensive approach
encompassing planning, design, configuration, implementation, and meticulous
documentation.

Data Migration

b) The proposed Storage System should be capable of non-disruptive data
migration from existing IBM V5K, IBM V7K, IBM DS8K storage systems for
340TiB usable capacity.

Service

c) Data Migration Service should also be conducted by the OEM Professional
Service Team as part of the implementation process.

BoQ

e) A comprehensive Bill of Quantities (BoQ) of proposed storage systems with
hardware, software, and licenses should be submitted.

New Fatures

The bidder should clearly delineate new features/services/devices unique to the
offered technology solution other than the mentioned required items. These will
undergo technical evaluation and may receive preference.

Manageme
nt Servers
for Backup

To be provisioned from the Virtualised Cloud Platform. Adequate OS,
CPU, Memory, Boot Disk Space, Hypervisor License and support are to
be provisioned in the Virtual Server Platform for hosting the backup
Management Solution.

6.3.3.4 RISC Server and Applications.

WBSEDCL wants to retain current 2 No. of IBM Power 8 Servers, deployed in Year 2019. These
servers have to be used to host any Prod & Non-Prod Workloads like App, TEST, DEV, Quality,
STAGING, PREPROD, HADR etc. These servers can be used to host Prod APP Workloads.
These servers cannot be used to host any Prod DB/Failover Workloads as and when required
by WBSEDCL.

Configuration of 2 No. of existing Servers in DC —

Server 1: 9080-MHE with 91 Cores & 2560 GB RAM with AIX & PHA licenses respectively.
Server 2: 9080-MHE with 127 Cores & 3712 GB RAM with AIX & PHA licenses respectively.
Configuration of 1 No. of existing Server at DRC-

9080-MHE with 77 Cores & 2432 GB RAM with AIX licenses respectively.

Proposed specification of RISC/EPIC Server(s). RISC/EPIC Server Specification Rack
based.

Technical Technical Specification Required Complied
Parameter (Yes /No)
Proposed Data Center, Rajarhat:- 2 nos - Server 1 of DC site Shall be configured with min 6
Server(s) lakhs SAPS (considering 100% CPU utilization) with 25% vertical scalability in

terms of SAPs where each virtual/physical servers should have vertical scalability of
25% of its proposed saps.
- Server 2 of DC site Shall be configured with min 6 lakhs SAPS (considering 100%
CPU utilization) with 25% vertical scalability in terms of SAPs where each
virtual/physical servers should have vertical scalability of 25% of its proposed saps.
- Servers proposed should have Free DIMMs slots from Day-1 to scale up to 32 TB.
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Disaster Recovery Center, Berhampore:- 1 no. - Server of DRC site Shall be
configured with min 9 lakhs SAPS (considering 100% CPU utilization) with 10%
vertical scalability in terms of SAPs where each virtual/physical servers should have
vertical scalability of 10% of its proposed
saps.

- Servers proposed should have Free DIMMs slots from Day-1 to scale up to 32 TB.

Servers shall be allocated with all resources based on SAPs sizing table. Higher
ratings are acceptable.

Proposed hardware should be aligned with the application product roadmap in next
7 years. Implementation Agency needs to provide necessary supportive documents
regarding the same.

In view of limited space, power (limited up to total 30KW for two 42U racks including
equipment at DC) & cooling infrastructure available in the Data Centre, new
hardware infrastructure proposed by the Implementation Agency should not exceed
these constituents.

All servers shall be capable of being partitioned, each partition should have its own
operating system instance, host name and IP address.

Detailed power consumption at peak load & cooling requirement (in BTU/hr) to be
mentioned for each physical server.

Redundant, hot swappable, power/cooling units. Each power supply to have its
independent power cord.

Servers should be HANA compatible & certified to run multiple Production HANA
DB instances

Latest Datasheets for all the Physical servers & software associated with it should
be offered.

Processor
(CPUL)

All the UNIX servers at each site shall be of the same make and model and have
the same type of RISC/EPIC based 64-bit processors/cores.
(Note: - Processor should be of latest generation from OEM)

CPU must be of the latest generation available with the OEM at the time of bidding
for that particular model being quoted

OEMs shall not quote any Pre — release CPU or model w.r.t. the date of bidding.

CPU of the mentioned servers shall provide proposed saps under 100% utilization.

No. of
Processor

Proposed server(s) should be configured with minimum 8 core per processor which
will be able to cater vertical upgradation requirement of each logical/physical
servers along with minimum 25% additional scalability options in terms of saps
count for DC & 10% additional scalability options in terms of saps count for DR.
Implementation Agency needs to provide necessary documents to support the
same.

SAPS
Benchmarking

The Implementation Agency needs to submit SAP published SD 2 tier / SD 3 tier
benchmark certificate or OEM's SAP competency center certificate for server model
being offered, meeting the required processing capacity.
SAPS/CORE should be minimum 3000 SAPs/Core.

Processor The offered processor should be the latest offering and must have at least 3 GHz or
Speed better clock speed.

Cache Minimum Cache memory should be available to meet the requirement as per scope
memory of work.

Memory Proposed RAM should meet with the requirement.
(RAM) DDR4 RAM to be provided 5 TB each for DC & 6 TB for DR with scalability to

increase  RAM upto 32 TB with current compute proposed.
Servers proposed should have Free DIMMs slots from Day-1 to scale upto 32 TB.

Independent SWAP space on internal disk or external disk for each partition/server
should be configured with minimum equivalent or 2 times the size of RAM allocated
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for that patrtition/server.

Reliability The system should be able to detect and bypass a failed component and

Availability & | automatically recover upon reboot

Serviceability | Error correction and parity checking for improved data integrity

Features Selective dynamic firmware updates
Advanced Remote Management features
Processors should be capable of dynamic CPU allocation / de-allocation.
Certified for standard safety measures.
Each of the offered physical server(s) inside the rack should have redundant (at
least two) service processors.
The offered servers should support continuous error checking of the system which
is to be monitored by the Service processors.
Chipkill protection for x4 DDIMMs, with DRAM sparing
Pre failure Alert capabilities should be available.
All the mentioned components should be hot pluggable components — Disks, Power
Supplies, Fans etc.
PCI buses should have error handling mechanism.
Indicators to identify failed components.

Media bays Min one Media Bays per System

Maximum To meet WBSEDCL'’s present and future requirement as mentioned above.

Internal - Disk Disks shall be mirrored. HDDs can be local or in the SAN.

Support

Bus PCle Gen4, also compatible to PCle Gen5

technology

I/0 Slots Sufficient numbers of PCle Gen3/4 slots are required. Implementation Agencys to
provide dedicated ports with redundancy for production environment as per
reguirement.
Ethernet Adapters should be provided for each server/partition in automatic Fail-
over / Redundant / trunking / Link aggregation and auto switching mode. Relevant
S/W, licenses shall be provided.
Server proposed should have at least 40 Ports of 10G SR Optics+ for Network
Connectivity
All required Fibre Channel Host Bus Adapters (minimum 32 Gbps) with multi-path
1/0 trunking and automatic load balancing should be provided for each
server/partition. The vendor must offer this capability either through the OS or
software provided by the storage solution (minimal impact on performance). All the
compatible required hardware and software for this need to be provided.
Server proposed should have at least 40 Ports of 32G Fiber for SAN Connectivity
Database VMs & their Failovers should be configured with Dedicated IO adapters or
Shared 10 adapters with dedicated IO Ports.
All partitions/servers should have local, shared or remote media access to a DVD &
LTO drive
USB/Serial Ports shall be supplied as per the standard availability in the model
offered.

DVD Drive DVD-RAM Drive

Power supply

Redundant Hot Swappable power supply and Cooling fan/subsystems

Partitions(in
case of
virtualization
scenario)

Each instance should run in an independent partition having its own operating
system, host name & IP address.

Enterprise Edition of Virtualization software should be provided by OEM.

Each UNIX partition shall be able to run same or different versions of OS Kernel,
patch levels independently.

Any configuration change in one UNIX partition should not affect any other UNIX
partition unless desired.

The O/S, of each UNIX partition shall be upgradeable independently without
affecting the other UNIX partitions.
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An error/fault in one UNIX partition should not bring the entire system or other UNIX
partitions down.

All UNIX partitions on physical servers shall support display of performance
characteristics through SAP CCMS.

Each UNIX partition shall have the capability to start-up and shut-down
independently without affecting any other UNIX partition on the same server.

It should be possible to assign processors and memory logically to any partition or
switch processors and memory between partitions without reboot of source or target
partitions.

Each Partition shall have its own dedicated adapters/controllers for production
environment only.

Partition is allowed for unix server up to CPU core/sub-core level depending on the
technology availability of the OEM.

There shall be adequate security features to protect one partition from other
partition on the same server.

Clustering The partitions/servers specified in cluster shall be in high availability cluster.
Dedicated partition on separate physical server for fail-over is mandatory.
Redundant Heart beat paths to be provided; paths to be physically isolated from
each other.

Dedicated cluster/heartbeats ports (using dedicated single or dual port cards) shall
be provided.

Cluster solution shall be OEM/SAP certified solution.

The cluster solution must be able to provide fail-over to the other system for any
failure arising in one of the system due to:

SAP process in any of the two systems Database

Operating System Partition Failure

Server hardware failure

Any other failure which causes the server/partition to fail.

The High Availability cluster shall be with adequate redundancy and with equal
performance and configuration and will have access to the same database and
storage.

Each partition/server shall have the minimum resources allocated as per the sizing
specified. At any point of time resources of partitions should not run with lesser
resources for production servers as mentioned above..

The solution shall provide for all the necessary hardware and software components.
Requisite no. of licenses required for high availability and clustering needs to be
provided.

Once the failed system comes up, it should revert back to the original configuration
automatically. Option for reverting back manually should also be available.

No committed transactions in SAP should be lost in case of failure of clustered
server/partition.

The proposed solution of implementing the fail-over must be explained in detail in
the technical proposal along with logical diagrams. The documentation should
identify the failure scenarios (for ex. Failure of a partition, failure of a server with
multiple partitions, failure of SAN switches, failure of storage) with detailed expected
behaviour, interruptions if any to the end user etc. for both fail-over and fail back.
The purchaser reserves the right to include one or more of these scenarios as part
of the commissioning.

Necessary software and scripts for automatic cluster fail-over to be supplied. It
should be seamless fail-over without manual intervention.

There should not be any single point of failure in the offered solution. Each cluster
should have multiple interconnect through different Ethernet & fibre switches.

Operating There should not be any single point of failure in the offered solution. Each cluster

System should have multiple interconnect through different Ethernet & fibre switches.

OS should be capable for integration and migration of the system.

53




Any migration from existing Operating System/Platform to target Operating
System/Platform proposed should be owned by OEM.

Operating System Features should be as follows:-
Logical Volume Management.
Workload Management Software should be offered. Journalled File System.
Mirroring Software should be offered.

Shall be capable of running 64-bit SAP.

The Unix Operating Systems shall be licensed to support unlimited users.

Partition management software having dynamic configuration feature with GUI/ Web
interface. Management Consoles for the same to be provided.

All the OS should be delivered on latest patch level.

Software and licenses to be provided for resource allocation/de-allocation to SAP
instances

Management
Software

Shall provide health status, alerts and monitors of system resources.

Shall Notifies, downloads and installs updates for systems.

Shall be able to perform actions based on system events.

Shall be able to Create, edit, relocate and delete virtual resources.

Shall provide a remote console, a command line and file transfer features to target
systems.

Virtualization

Proposed UNIX server(s) should be virtualized to meet the requirement as specified

(If required) in the SAP sizing table.

Form

factor/Node 42 U or as per OEM, Rack Mountable with required rail kit (to be provided)

Type

Warranty 3 years on site with full labour, parts & replacement from OEM with (24 X 7)

support.
Minimum end of Support (EoS) and End of Life (EoL) from OEM after Supply -7
Years (supporting document from OEM should be provided).

Instead of Internal Disk, San Boot is also allowed and for that case vendor has to provide
all the required necessary accessories like Storage, Controller, network equipment, fiber
connectivity etc. in redundant configuration.

6.3.3.4 Disk Storage
Over and above the specifications of the storage to be a part of the Hyper Converged Interface, here are
the specifications of the Disk storage that are to be used as Primary Storage i.e., Data and Secondary
Storage, for Backup.

Parameter Compliance
Brand & Model | Bidders are required to disclose the proposed model release date
Array a) The proposed array should be enterprise-class, employing NVMe-

Architecture

based all-flash storage with a tightly integrated scale-up and scale-out
architecture. It should allow for independent scaling of compute
controllers and media enclosures.

b) The proposed array should feature an end-to-end NVMe multi-
controller architecture, delivering comprehensive NVMe performance.

c) The Proposed storage should be a pure block storage system
mandatorily supporting FC & iSCSI Protocols

Controller

a) The proposed array must include a minimum of 2 controllers in
redundancy, with scalable upgrades to 4 or more for future expansion.

b) The array should offer high resiliency with either an active-active or
active-active controller pair configuration.

¢) Automatic failover between active controllers must occur in the event

of controller failure, ensuring uninterrupted performance at full workload
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capacity.

Cache/Memory
Management

a) The proposed array should feature a minimum of 2 TB
Global/Controller DRAM Cache, expandable to 6 TB or more, where
SSD/Flash drives are not considered part of the cache.

b) The storage solution should include mechanisms to safeguard cache
data during power outages by securely transferring it to non-volatile disk
storage.

Capacity
Management

a) The array should be configured with at least 500 TB of usable
capacity in DC and 400 TB usable capacity in DRC using the latest
NVMe SSDs/NVMe Flash Drives, after implementing industry-standard
RAID-6 or equivalent, without utilizing data reduction technologies such
as compression or deduplication. Additional space for snapshot/point-
in-time copy/clone/journal capacity for Async Replication must be
provided by the storage provider, amounting to at least 10% of the total
usable capacity for the proposed array.

b) One global hot spare or similar technology for spare should be
supplied for every 24 data disks.

NVMe  Flash
Drives

a) The proposed array must support the latest dual-ported industry-
standard NVMe SSDs / Flash drives with sizes of 7.68 TB, 15.36 TB, or
higher.

b) A minimum of 96 NVMe SSD/NVMe Flash Drive should be supported
by the proposed array for scalability purposes.

¢) The proposed array should be configured with drive sizes of not more
than 20TB for 8(a).

Performance

a) Offered storage should be configured to deliver at least 500K IOPS
with workload characteristics of 8KB block size, 70:30 Read-to-Write
(R:W) ratio, and response time (RT) of less than 1ms.

b) The vendor must furnish proof/certificate/benchmarking documents
from the OEM to demonstrate that the proposed array meets the
required IOPS.

Front-End and
Backend
connectivity

a) The proposed array should be equipped with at least 32x32Ghbps FC
adapters for Host connectivity and separate port for the management.

b) The storage should have sufficient dedicated back-end ports for
connecting disk enclosures & controllers, ensuring no data/disk loss in
case of controller failure.

No Single point

a) The proposed array must eliminate single points of failure (SPOF),

of Failure ensuring all components are redundant and hot-swappable, including
power supply, fan, and battery modules.
b) Replacement of failed hardware components, firmware upgrades, and
hardware upgrades should not disrupt operations.
Operating a) The array should support multiple operating systems such as
System & | Windows, Unix, Linux, Solaris, AIX, HP-UX etc.
Clustering b) The storage should be compatible with clustering solutions such as
Support Microsoft Cluster, MS SQL Cluster, Sun Solaris Cluster, Linux Cluster,
etc.
c) Integration with major databases like Oracle, MS-SQL, MySQL,
MongoDB, DB2, etc., should be available.
Virtualized The proposed array must support virtualized server environments like
Environment VMware vSphere, Microsoft Hyper-V, and should seamlessly integrate
Support with vSphere Virtual Volumes (VVol), VAAI and VASA.
Quality of | a) The required software/tool should offer unlimited storage capacity and
service enable rapid troubleshooting in case of performance issues.
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b) The storage should provide Quality of Service (QoS) to allocate
bandwidth to desired servers or ports, with the ability to restrict IOs or
throughput to LUNs or Volumes.

¢) The proposed array must support partitioning of resources at logical
and/or physical levels, covering front-end ports and logical volumes.

High
Availability
Solution

a) The proposed arrays should facilitate active-active replication at a
metro distance, enabling logical volumes to be presented in RW mode
simultaneously across two sites for disaster recovery and workload
balancing.

b) The solution should support RPO=0 and RTO=0 solution for
supported OS & applications.

¢) The metro-cluster should not be suspended or failover due to failure
of the arbitration mechanism between local and metro-distant sites, with
native capability of the storage array.

Remote Three-
Site
Replication

a) The remote replication solution should support three-way replication
in both Concurrent and Cascaded configurations, ensuring no data loss.
Concurrent replication should employ synchronous and asynchronous
modes, while Cascaded replication should synchronize data from the
Primary site to the Near site in synchronous mode and from the Near
site to the DR site in asynchronous mode.

b) The proposed arrays should support 10GbE or 25GbE connectivity
for remote replication over IP.

c) The remote replication solution should allow switching between
synchronous and asynchronous modes for the same volumes.

d) The replication solution should safeguard remaining sites in case of a
single-site failure and support incremental updates between the
remaining two sites.

e) Replication licenses must be provided for delivered capacity from Day
1

Storage Array
Configuration

& Management
Software

a) The proposed storage array must support management via CLI, GUI,
and RESTful API, including compatibility with the CSI driver for
Kubernetes and automation capabilities with Ansible and vRO.

b) The storage solution should provide a unified GUI interface for
centralized management of all arrays across the three sites, while
offering the flexibility of a local GUI interface for individual array
management at each site.

¢) The storage management software should seamlessly integrate with
Active Directory/LDAP for user authentication.

d) The proposed array should be equipped with an On-Premise
performance monitoring and reporting tool, delivering comprehensive
utilization reports for storage, including metrics such as space utilization,
throughput, 10PS, read/write response time, and read/write ratio. It
should support historical performance reporting, trending, and storage
utilization reports.

e) The storage management software should include advanced features
like generating end-to-end topology visualization and offer multi-pathing
software solution with failover and load balancing functionality.

f) The storage system should provide a multi-pathing software solution
equipped with failover and load balancing functionalities, deployable
across an unlimited number of hosts.

g) The system should facilitate immediate recovery of files, databases,
and complete volumes from snapshot copies.

h) The proposed storage should ensure a minimum of 256 point-in-time
application consistent snapshots per volume/LUN, ensuring snapshots
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do not occupy additional space upon creation, with the license for the
entire usable capacity included.

i) The proposed storage system should support software tailored for fast,
space-efficient, application-consistent, disk-based backups and clone
management, enhancing recovery point objectives (RPOs) and recovery
time objectives (RTOs) for protected applications.

i) The proposed system should include licenses/software simplifying
backup, restore, and clone management by permitting mountable
shapshots and clones without disrupting production operations.

k) The storage system should offer capabilities for creating backup
copies across multiple sites and enabling data replication across backup
targets, providing any necessary licenses.

[) The proposed array should support instantaneous restoration of the
source volume from point-in-time copies, making it immediately available
to the host for production processing while the restore process operates
in the background.

m) The proposed array should support manual creation of snapshots or
shapshots through snapshot policies for a single source volume,
enabling granular recovery. Additionally, it should offer scheduling
options for snapshot creation, deletion, and expiration.

Data
Reduction
Technology
/Storage
Efficiency

a) The proposed array should support both in-line and post-process
efficiency features such as Compression, De-Duplication, and
Compaction.

b) The proposed array should support inline compression and
deduplication of application data for improved space efficiency. It should
offer the flexibility to enable or disable the data reduction feature on an
application storage group (single LUN or multiple LUNS) as needed.

Security  and
Encryption

a) The proposed storage array should support AES-XTS 256 data-at-
rest encryption, adhering to FIPS 140-2 certification requirements. This
encryption should be manageable either by an On-board Key Manager
or an External Key Manager using a cryptographic security module.

b) The proposed array must offer an audit service to record activities,
including host-initiated actions, physical component changes, and
blocked attempts by security control. The audit log should remain secure
and tamper-proof.

¢) The storage system should provide capabilities for visibility, detection,
and remediation of ransomware attacks.

d) The proposed array must have the ability to create multiple secure
and immutable snapshots of the source volume to safeguard against
intentional or accidental deletion. Users should not possess the
capability to delete, expire, or modify the contents of these secure
shapshots.

Support
Backup
Software
vendor

The proposed Storage Systems should support and integrate with
Backup Software Solutions like Commvault & Veeam. All features,
including parameters mentioned in this document, supported by the
proposed storage array, should be included in a bundled license
provided from the first day of deployment for the required usable
capacity.

Licenses

a) The proposed arrays should be accompanied by their own Storage
Rack/Cabinet with PDU and Power Cables.

57




Implementation | a) The implementation of the proposed storage system should be
executed by the OEM Professional Service Team, ensuring a
comprehensive approach encompassing planning, design, configuration,
implementation, and meticulous documentation.

Data Migration | b) The proposed Storage System should be capable of non-disruptive
data migration from existing IBM V5K, IBM V7K, IBM DS8K storage
systems for 340TiB usable capacity.

Service c) Data Migration Service should also be conducted by the OEM
Professional Service Team as part of the implementation process.

BoQ e) A comprehensive Bill of Quantities (BoQ) of proposed storage
systems with hardware, software, and licenses should be submitted.

New Fatures The bidder should clearly delineate new features/services/devices

unique to the offered technology solution other than the mentioned
required items. These will undergo technical evaluation and may receive
preference.

In addition to the above Storage Array for Data, another storage is to be proposed by the IA for back

6.4 Installation and Commissioning
The Implementation Agency should prepare a detailed Implementation and Upgradation plan for
installation of the device at the DC- DRC location.

¢ The Implementation Agency should access the existing IT landscape at the DC DRC location and
prepare the plan for the upgrade and implementation. Access as required, will be approved by
WBSEDCL personnel as per IT Security Guideline.

¢ The Implementation Agency should submit details report on the list of the network equipment that
have not reached EoL and Eo0S. Also, should prepare plan to reuse the existing Network equipment
as per the feasibility.

e The Implementation Agency should supply with the network appliance best fit for the defined IT
landscape in the RFP and equipment should be scalable for future expansion.

e The implementation Agency must arrange in its own capability, to extend UPS power to the racks for
all the new devices, in DC and DRC, from the Power Source provided by WBSEDCL. Cables and
Industrial connectors and sockets to that effect must be arranged by the IA.

e The Implementation Agency should arrange all the required FO cables, patch Panels, FO Patch
Cords required to build the SAN and Connect the Tape Systems and Servers for the newly
created IT environment as well as any requirement for old IT set up at DC & DRC.

¢ Any Power augmentation required for the existing racks to accommodate the new devices are also to
be arranged by the 1A. All necessary supply and Services are to be supplied by the IA.

e The Implementation Agency should propose the method to take the existing equipment configuration
backup and perform the successful implementation in the existing IT environment.

e The Implementation Agency should prepare proper documentation of the existing configuration,
migration processes, access controls, custom configurations, and handover the document to the
WBSEDCL stakeholders for future reference.

e The Implementation Agency should perform the POC with the proposed network equipment to
showcase the required performance of the equipment.

e The Implementation Agency should implement the new features available with the devices as
applicable for the existing environment.

e The Implementation Agency should ensure to perform the upgrade with minimum downtime.

e The Implementation Agency should complete the upgradation within the proposed timeframe.

e The Implementation Agency should have the roll back plan incase anything goes wrong.
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e The Implementation Agency should have the contingency plan prepared for the entire migration
process.

e The Implementation Agency should conduct thorough post-implementation testing to validate the new
device performance.

e Implementation Agency should document all the processes involved in upgrade of the devices.

e The Implementation Agency should conduct training for the WBSEDCL stakeholders to make them
aware of the functioning of the devices.

¢ The Implementation Agency should set up monitoring tools to track the performance of the devices.

e The Implementation Agency should evaluate existing security protocols and identify areas for
improvement.

¢ The Implementation Agency should ensure OEM support availability during the upgradation activity
for seamless migration of the network devices.

e The Implementation Agency should optimize Quality of service (QoS) for efficient performance of the
devices.

e The Implementation Agency should involve end-users in testing critical applications to ensure
seamless operation.

6.4.1 Functional Requirements for a Software Defined Network with Spine Leaf
Architecture Upgrade from 1G to 10G at DC and Conventional 1G Network setup

at DRC.

Upgrading a network from 1Gbps (Gigabit per second) to 10Gbps is a significant enhancement that
necessitates careful planning and consideration of various functional requirements. This upgrade aims to
increase bandwidth, reduce latency, and improve overall network performance to support current and
future demands. Below are key functional requirements for a network upgrade from 1G to 10G.
WBSEDCL will upgrade their DC to SDN and 10G or higher and will continue to keep their DRC in the
Conventional network over 1G. The below functional requirements are to be complied with.

6.4.1.1 For 1Gto 10G
Hardware Compatibility and Upgrade

e Switches and Routers: Ensure switches and routers support 10Gbps Ethernet/Fiber Optic This
may involve upgrading existing hardware to models that can handle higher throughput and
provide the necessary ports.

¢ Network Interface Cards (NICs): NICs in servers, storage devices, and workstations to 10Gbps-
capable versions to fully utilize the increased bandwidth.

e Cabling: Any new or modification of cabling should be the responsibility of 1A for successful
implementation of the proposed IT/network solution without any additional cost to WBSEDCL.
Verify or upgrade cabling to support 10Gbps speeds for new hardware and 1Gbps speeds for
existing hardware, considering fiber optics for all new cabling and Cat6a or Cat7 cables for
copper solutions if it is not supported with fiber optic cables.

Linking with the existing 1G Network

e The Upgraded 10G Spine Leaf Network must be linked to the existing 1G network seamlessly, in
DC.
e Devices running in 1G network must be functioning in the current or higher speed.

Network Infrastructure Enhancements
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Redundancy and Failover: Implement or enhance redundancy and failover mechanisms to
ensure network reliability and availability, especially critical given the increased reliance on
network performance.

Power Over Ethernet (PoE): If applicable, ensure that new switches support PoE+ or higher
standards for devices requiring power, such as VolP phones and wireless access points, without
compromising the bandwidth.

Performance and Capacity Planning

Bandwidth Management: Tools and policies for bandwidth management to prioritize critical
applications and ensure fair usage.

Traffic Analysis: Upgrade monitoring tools to analyze traffic patterns and identify bottlenecks or
unnecessary traffic that could be optimized or rerouted.

Security Enhancements

Firewall and IDS/IPS: Ensure firewalls and intrusion detection/prevention systems (IDS/IPS) are
capable of handling 10Gbps traffic without becoming bottlenecks.

Secure Configuration: Update security policies and configurations to handle increased traffic
and potential new threats.

Quality of Service (QoS)

Prioritization: Implement or refine QoS policies to prioritize critical business applications and
services, ensuring they receive the bandwidth and low latency they require.

Scalability and Future-proofing

Modular Hardware: Choose hardware that allows for expansion, such as modular switches with
empty slots for additional 10Gbps or higher modules.

Virtualization Support: Ensure network infrastructure supports virtualization technologies
adequately for efficient resource utilization and network segmentation.

Compatibility and Interoperability

Legacy Systems: Consider how to integrate or phase out legacy systems that may not support
10Gbps, including potential use of media converters or dual-speed network devices.

Vendor Compatibility: Ensure new hardware and software are compatible with existing
equipment and software from various vendors to avoid interoperability issues.

Training and Documentation

Staff Training: Provide training for IT staff on managing and troubleshooting a 10Gbps network,
including the use of any new tools or technologies introduced.

Documentation: Update network documentation, including diagrams, configurations, and
policies, to reflect the upgraded network infrastructure.

Environmental Considerations

Cooling and Power: Assess and upgrade data center or network closet cooling and power
infrastructure to accommodate the potentially higher power consumption and heat output from
10Gbps equipment.
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Testing and Validation

e Performance Testing: Conduct thorough testing to validate the performance improvements,
including latency measurements, throughput testing, and stress testing under peak load
conditions.

6.4.1.2 Centralized Network Control for the Software Defined Network
e Control Plane Decoupling: Ability to separate the control plane (decision making) from the data
plane (traffic handling), allowing for centralized management.

e Network Programmability: Support for programmable network controllers that can dynamically
adjust network behavior based on application requirements.

Abstraction

e Infrastructure Abstraction: Provide an abstracted view of the network to administrators and
applications, hiding the complexity of underlying physical infrastructure.

e Virtualization Support: Enable network virtualization to support multiple virtual networks over a
single physical infrastructure.

Automation and Orchestration

e Automated Configuration: Support for automated network configuration and management,
reducing manual intervention and the potential for human error.

e Policy-based Management: Enable the definition and enforcement of network policies that
automatically configure and manage network behavior.

Scalability

e Dynamic Scaling: The system should support scaling network resources up or down based on
demand, without service interruption.

e Future Proofing: The network must be able to assimilate into a SDWAN that will be developed in
future, without replacement of any hardware that are being replaced now. Any such replacement
will have to be supplied by the Implementation agency of this project.

e High Performance: Maintain high performance levels even as the network scales, ensuring that
control messages are processed efficiently and data plane performance is hot compromised.

Interoperability and Open Standards

e Open APIs: Support for open APIs (Application Programming Interfaces) such as OpenFlow,
allowing for integration with a variety of network devices and software solutions.

e Multi-Vendor Support: Ensure compatibility with network devices and software from multiple
vendors, preventing vendor lock-in and promoting a heterogeneous network environment.

Security

e Segmentation and Isolation: Ability to create secure, isolated network segments for different
users, devices, or applications, even within a shared infrastructure.

e Encryption and Protection: Implement encryption for data in transit and provide robust
mechanisms for network monitoring and threat detection.

Reliability and High Availability
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Fault Tolerance: Design the network to automatically reroute traffic in case of device or link
failure, minimizing downtime.

Consistent Policy Enforcement: Ensure that network policies are consistently applied and
maintained across the entire network, regardless of underlying hardware changes or failures.

Quality of Service (QoS) and Traffic Management

Traffic Shaping and Prioritization: Support for advanced QoS features, enabling prioritization of
critical network traffic and ensuring bandwidth allocation aligns with business priorities.

Congestion Management: Implement mechanisms to detect and mitigate network congestion,
ensuring optimal performance for all network applications.

Monitoring and Analytics

Real-time Visibility: Provide real-time visibility into network performance, traffic flows, and
device status, enabling proactive management and troubleshooting.

Analytics and Reporting: Offer detailed analytics and reporting tools to help administrators
understand network usage patterns, optimize performance, and plan for future capacity needs.

User and Device Management

Access Control: Robust access control mechanisms to manage and authenticate user and
device access to the network.

Device Flexibility: Support for a wide range of devices, including IoT (Internet of Things)
devices, ensuring they can be efficiently managed and secured.

6.4.1.3 Spine Leaf Architecture
Scalability

Easy Expansion: Ability to easily add more spine or leaf switches as network demand increases
without major reconfiguration, supporting both horizontal and vertical scaling strategies.

High Port Density: Leaf switches should support high port density to accommodate a large
number of connections from servers, storage, or other leaf switches.

Non-blocking Fabric: The architecture should support a non-blocking or minimal blocking fabric
to ensure that increases in traffic do not lead to congestion or performance degradation.

Performance

Low Latency: The architecture must provide low-latency communication between any two points
in the network, crucial for performance-sensitive applications.

High Throughput: Support for high data throughput rates to meet the demands of data-intensive
applications, such as big data analytics and high-performance computing.

Reliability and High Availability

Redundancy: Implementation of redundant paths between any two points in the network to
ensure continued operation in the event of a link or device failure.

Load Balancing: Efficient load balancing across spine switches to optimize network utilization
and prevent any single point of congestion.
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o Fast Failover: Capability to quickly reroute traffic in case of failure to minimize downtime.
Manageability

¢ Simplified Management: Centralized or simplified management tools that provide visibility and
control over the entire spine-leaf fabric, making it easier to configure, monitor, and troubleshoot.

e Automation: Support for automation tools and APIs to streamline the deployment, configuration,
and ongoing management of the network, reducing the potential for human error.

Security

e Segmentation and Isolation: Support for network segmentation (e.g., VLANs, VXLAN) to isolate
workloads and traffic for security and compliance purposes.

e Access Control: Robust access control policies and mechanisms to manage who can access
the network and what resources they can use.

e Threat Detection and Response: Integration with security platforms for real-time threat
detection and response to protect the network against malicious activities and vulnerabilities.

Flexibility and Compatibility

e Protocol Support: Support for a range of networking protocols to ensure compatibility with
existing network infrastructure and services, including IPv4/IPv6, MPLS, and BGP.

e Multi-Vendor Environment: Ability to operate in a multi-vendor environment, allowing for the
integration of spine and leaf switches from different manufacturers.

Quality of Service (QoS)

e Traffic Prioritization: Capabilities to prioritize traffic based on business needs, ensuring critical
applications receive the bandwidth and resources they require.

e Congestion Management: Tools and protocols to manage and alleviate congestion within the
network, ensuring stable and predictable network performance.

6.4.1.4 Revamping of passive Cabling at the Data Center
Although passive cabling exits within the Data Center, yet any revamping of the same, as required, and
necessary, is inherently included to ensure a complete infrastructure setup.

All incidental tasks related to revamping of passive cabling within the Data Center, including but not
limited to cable management, patching, and infrastructure setup, shall be considered part of the Scope of
Work (SOW).

Ensure that any revamping of passive cabling activities necessary for the functioning and organization of
the Data Center environment are included in the project without any extra cost.

6.4.1.5 Network readiness at Disaster Recovery Center:

The newly procured network equipment i.e. core routers, access control system should be installed and
configured at DRC. The old running network equipment at DC may be taken at DRC for replacing the old
unsupported critical network equipment. Any modification or configuration changes required during the
installation of network at DRC, IA (Implementation Agency) will be the full responsible for the activity. Any
new cabling or modification of cabling and proper tagging/marking of cable for successful implementation
of the Network is the responsibility of IA.
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6.4.2 Functional Requirements of a Virtualized Server and Storage Setup

The newly built Server and storage system must be built in completely virtual setup enabling
efficient resource utilization, simplified management, and enhanced flexibility. The x86 servers
and storage listed in the table above are mostly EoS and are to be moved out of the DC and the
DRC and new Virtual Servers and storage are to be used to replace them. All the current
applications running in the x86 servers are to be implemented in the respective virtual servers
as per the hardware specifications mentioned above and must have the functional requirements
for server and storage virtualization platforms as the following key areas:

Resource Abstraction and Pooling

e Server Virtualization: Ability to abstract physical server resources (CPU, RAM, and network
interfaces) into multiple virtual machines (VMs), allowing for the running of multiple operating
systems and applications on a single physical server.

e Storage Virtualization: Capability to pool storage resources from multiple network storage
devices into a single storage device that is managed from a central console, enabling more
efficient storage allocation and management.

High Availability and Disaster Recovery

e Automated Failover: Systems should automatically transfer operations to standby servers or
storage systems in the event of a failure to minimize downtime.

o Data Protection: Features for backup and recovery of virtual machines and data, including point-
in-time snapshots, replication, and backup scheduling.

Scalability

e Dynamic Resource Allocation: Ability to dynamically allocate or reallocate resources among
virtual machines based on demand without disrupting operations.

e Scale-Out and Scale-Up: Support for both horizontal (adding more VMs or storage units) and
vertical (adding more resources to existing VMs or storage pools) scaling.

Performance Monitoring and Management

e Monitoring Tools: Comprehensive tools for monitoring the performance, capacity, and health of
virtual machines and storage systems.

¢ Resource Management: Features for managing and optimizing the use of CPU, memory,
storage, and network resources among virtualized workloads.

Security and Compliance

e |solation: Ensuring that virtual machines and storage volumes are completely isolated from one
another to prevent unauthorized access or data leakage.

e Access Control: Robust access control mechanisms to manage user access to virtual
resources, including role-based access controls.

e Data Encryption: Encryption of data at rest and in transit to protect sensitive information.

Networking
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Virtual Networks: Capability to create and manage virtual networks, including virtual switches,
routers, and firewalls, to support the communication needs of virtual machines.

Network Services: Integration with network services like DHCP, DNS, and VPN to ensure virtual
machines can efficiently connect to and communicate over the network.

Compatibility and Interoperability

Hypervisor Compatibility: Support for popular hypervisors such as VMware ESXi, Microsoft
Hyper-V, and KVM, ensuring broad compatibility with existing virtualization environments.

Storage Protocols Support: Support for key storage protocols, including iSCSI, Fibre Channel,
and NFS, ensuring compatibility with a wide range of network storage solutions.

Management and Automation

Centralized Management Console: A unified management interface for configuring, managing,
and monitoring virtual machines and storage systems.

Automation and Orchestration: Tools and APIs for automating routine tasks, such as VM
provisioning, storage allocation, and application deployment, and for orchestrating complex
workflows across the virtual environment.

Migration and Portability

Live Migration: Ability to move running virtual machines or storage volumes between physical
servers or storage systems without downtime.

Portability: Support for moving virtual machines and data between different virtualization
platforms or cloud environments with minimal effort.

6.4.3 Functional Requirements of Backup Upgrade

Hardware Implementation:

Existing backed up data must be migrated to new solution, readable by the new system.
A copy of the current system must be backed up before upgrading servers and storage.
All current Back Policies must be implemented in the new backup solution.

DISK to DISK to TAPE

Backup solution must use the D2D2T for backing up System and Data.

The retention period of the disk backup will be ascertained by the OEM in discussion with
WBSEDCL.

A complete backup policy is to be finalized with WBSEDCL before implementing.

Secure Backup & Fast Recovery

Fast, application-aware, image-based backups for Virtualised environment, NAS, Windows and
Linux

Native backup and recovery for On Premises Cloud

Ransomware protection with immutable backups functionality.
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Recovery Orchestration

e sub-minute RPO and fail over to the latest state instantly.

¢ Immediate recovery and production data access for VMs, entire NAS shares and SQL/Oracle
databases with immediate recovery.

e l-click site recovery and DR testing with the solution.

Proactive Monitoring & Analytics

¢ Unified monitoring and reporting across on premises, cloud and remote agents.
e Built in intelligence to identify and help resolve common misconfigurations and backup problems.
o Effective capacity planning and forecasting to keep your IT needs in check.

Early Threat Detection
There must be built-in Malware Detection Engine performs low-impact, real-time data and file exten